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INTRODUCTION

Image Courtesy : idaeon.com/wp-content/uploads/2010/09/CogniFit-Brain-World-Change.jpg

The overall impact of innovation on national welfare has changed
considerably. Innovation is a new idea applied to initiating or improving a process,
product or service. All innovations imply changes. Innovation involves considerable
amount of uncertainty, since progress and successful outcomes may be difficult to
predict. Also, the process tends to be knowledge-intensive which means that those
close to the development of innovation may possess most of the knowledge about
the situation, during the development stages.

“Global competition is increasingly shifting to science, technology and
education. In order to achieve high growth rates, it is also necessary to solve
systemic problems to strengthen the potential of science, to form unique
technological reserves. Now we have to implement new scientific and
technological programs: genetic research, artificial intelligence. In the middle of
the next decade, we must become one of the leaders in these scientific and
technological areas, which, of course, will determine the future of the whole
world and the future of Russia” said Vladimir Putin to Federal Assembly in 2019.

The VIII All-Russian Science-Practical Conference of Students, Postgraduates
and Young Scientist “Recent Achievements and Prospects of Innovations and
Technologies” will be a little part of the efforts at technological progress, at
implementation of the innovative ideas into products and services, which create
growth and working places for the society. The Conference is your platform to grow
and network with likeminded researches all over the world.

The famous Australian scientist, Doctor, Associate Professor, medical scientist
and health journalist Tim Crowe addressed to the participants of the conference:

“Greetings from Australia. Welcome to all of you attending this science
practical conference with many fascinating topics that have so much to offer in
helping improve the lives of people. The nature of your disciplines from ecology
through to journalism is one that requires a questioning mind to ask the questions,
seek the answers, and to communicate the relevance of this to the world. I wish you
success not only today, but also in your future bright careers”.
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SECTION 1: ENGINEERING INNOVATION PROCESSES

UDC 621.389

VECHICLES OBSTACLE POSITIONING SYSTEM
Azarov Andrey
1" year student of masters, Electronics Engineering Department,
Sevastopol State University,
e-mail:andrej-azarov@bk.ru
Elena Shirokova
2" year student, Radio Engineering Department,
Sevastopol State University,
e-mail:nina0506@mail.ru
Igor Shirokov
Doctor of Technical Sciences, Professor
Electronics Engineering Department,
Sevastopol State University,
e-mail:Shirokov@ieee.org

Introduction

The problem associated with the positioning of objects in the process
of movement of the vehicle is relevant because of the occurrence of
numerous accidents, because of human factors, as well as inaccuracy, low
range of operation and high cost of modern systems.

The main part

Existing systems for the positioning of vehicle obstacles are based on
two methods: optical and ultrasonic. The disadvantages of optical methods
are obvious and are associated with a strong dependence of accuracy on
weather conditions, which can be critical when using only this method.

The ultrasonic method is more common today, but the distance at
which the error is permissible is measured within the distance of less than
1.5 - 2 meters. These distances are comfortable when used in parallel rear
parking, however, these distances may not be sufficient when implementing
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safe braking systems. There is also a human factor in the use of the existing
interface, which implies the use of an acoustic ultrasound frequency signal
(about 40 kHz), with increasing frequency, when the vehicle approaches an
obstacle or vice versa. Range detection systems based on electromagnetic
sensors are also available.

However, these systems use only the amplitude component of the
signal to determine the range, which are energy-intensive, and also not
enough precise in the absence of expensive components. In modern
unmanned vehicles, laser rangefinders are used for long-range monitoring.
This system has the same number of disadvantages as optical systems,
except for the human factor, which is excluded from the system, and there
are various conditions affecting the integrity of optical equipment, which
entails expensive maintenance.

In this paper we propose a system based on electromagnetic sensors,
but its difference from the systems described above, it is proposed to
determine the distance through the use of phase methods. Phase methods
have high resolution regardless of the distance, thus allowing the driver to
react to an obstacle in a timely and adequate manner.

The system will operate on the basis of 4 sensors located on all sides
of the vehicle, and the sensitivity of the sensor pointing forward will be
adjusted discretely to distances greater than the other three due to the fact
that the maximum speed of the vehicle is achieved in this direction (Fig.1).

Figure 1 — Obstacle positioning system
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Due to the design of sensors with certain directional diagrams, the
maximum efficiency of the system will be achieved, namely sensor 1 will
have an elongated diagram, due to the need to position objects at a long
distance and with a high frequency, and sensors 2, 3, 4 will have a flattened
diagram of directionality. This allows to use only 4 sensors and at the same
time to position the damage along the entire area of the car side. Depending
on the vehicle type, the sensitivity distance will be adjusted.

Thus, the truck will have a greater sensitivity and therefore the
activation range of the system than the car, due to the greater braking
distance. The system will also be integrated into the main processor of the
car, thus it will be possible to automatically calibrate the activation range
depending on the speed of the vehicle and, accordingly, the braking
distance.

Conclusion.

Thus, a system of vehicle obstacle positioning is proposed in the
paper. The system has better technical characteristics and is also cheaper.
The development of antennas for this system is of applied importance in the
implementation of this device.

AHHOTauus. B JaHHON cTaThe OMUCAHBI CYHIECTBYIOIINE CHCTEMBI
OIpeeeHUs] JTAIbHOCTH TPAHCIOPTHOTO CPEJCTBA JO MpPEMsATCTBHA, a
TaKKe HEOCTATKH CYIIECTBYIOIIUX CUCTEM.

[pensnoxxeHa HOBasi MPELU3HOHHAS CHCTEMa, (PYHKIMOHUpYOLIas Ha
OCHOBE (pa30BBIX METO/IOB.

KiioueBble ci0Ba:  MO3MIMOHMPOBAaHWE, CHUCTEMa, YacTOTa,
paccTosHHe, TPAHCIIOPTHOE CPENICTBO, aBTOMOOHJIb.

Annotation. This article describes the existing systems for
determining the vehicle's distance to the obstacle, as well as the
shortcomings of existing systems. A new precision system based on phase
methods is proposed.

Keywords: positioning, system, frequency, distance, vehicle, car.
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Introduction

To present day, the problems associated with ensuring the safety of
people on the road are relevant, this problem has become relevant due to the
high rate of growth of technologies related to the development of road
transport. Algorithm for solving this problem is proposed in this paper.
There are also a number of technologies available around the world to
minimize road accidents, but this is compensated for by new technologies
related to increasing the power characteristics of the vehicle. For the first
time ever, Volvo has proposed a seat-belt technology that reduces the risk
of death in a vehicle significantly. This technology has become widespread
in the automotive industry worldwide. The system has also been further
upgraded and in modern cars there is a belt lock that pulls it when
approaching an obstacle. The system works in a complex with parking
sensors of the car.

The main part.

The article [1] describes the system of emergency shift of seats, but this
system has a number of drawbacks and should be improved. There is also
an airbag activation system developed by an American scientist. The
technology has significantly increased the survival rate of road traffic
accidents. Belt tensioning system is proposed in the article. The algorithm
of the seat-belt management program is shown in Fig. 1.
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Figure 1 — Algorithm for automative belt operating system
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Modern belt tensioning systems have the main purpose of increasing
the survivability of the passenger and driver, but this approach does not take
into account the possibility of serious harm to the driver. This means that if
the car is turned over, the belt does not release the safety catch, which can
cause a lot of injuries. There are also injuries associated with clavicle
fractures when the belt is suddenly stretched in case of frontal impact. The
offered system has a software control of belt tensioning. The program
operates on the basis of a smooth increase in tension, and the dependence of
the distance to the obstacle on the tension of the belt is not straight, which
will reduce the possibility of injury, and the control of the length of the belt
used to fix the person in a stable ride, will determine the optimal tension,
which eliminates injuries due to the seat belt.

The algorithm takes into account the distances between obstacles and
the car, with the degree of tension and the distance at which the belts are
tightened depending on the speed of the car. The higher the speed, the
greater the distance the program will start. The algorithm can be applied to
any type of car.

The system takes into account the specifics of the body belt wrap,
which allows to minimize injuries associated with it, and the presence of a
timer will allow to determine the position of the car (turned upside down or
not), the level of tension of the belt, which will allow you to timely and
smoothly lower the person to the ground, while adding the reserve length of
the strap, you can achieve the most smooth descent.

Conclusion

Humans in accident safety increasing system is proposed in this
article. System operates by means of microcontroller which rule operating
of safety belts by means of developed algorithm. Algorithm includes the
main variants of car accident which may damage passengers.
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AHHOTauMA. B 1aHHON CTaTbe pacCMOTPEHBI COBPEMEHHBIE CHCTEMBI
0e30MacHOCTH aBTOMOOWIIS, CHCTEMBI CIIACCHUS YENOBEYECKUX JKH3HEH.
OmucaHbl HENOCTATKH JaHHBIX cHcTeM. [lpeanokeHa MoaubHKaLys
CHCTEMbl HATSATCMBAaHUS DPEMHEH B 3aBUCHMOCTH OT CKOPOCTH AaBapHH.
PaspaboraHn anroputm GyHKIHOHHPOBAHHS CHCTEMBIL.
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Annotation. This article considers modern car safety systems, life-
saving systems. The disadvantages of these systems are described. The
modification of the belt tensioning system depending on the accident speed
is proposed. The algorithm of system functioning is developed.

Keywords: system, algorithm, life-saving systems, belt, road, car.
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Introduction

The construction of a modern vessel is based on technologies
developed in the distant past, as these structures have proved to be well-
proven. However, the electronic component has undergone significant
changes due to scientific progress in the field of automation. Modern ship
damage positioning systems are based strictly on the visual observation of
mariners as well as their perception of the shockwave and sound effects.
There is a significant proportion of the human factor accordingly. The risk
of this factor is very high and entails expensive losses, from the simple
flooding of the compartment, to the sinking of the ship and the loss of
human life. There are also water sensors in the ship's sections, but this
technology does not provide information about the location of the
breakdown, the size of the damage and their readings are post factum,
which can often be fatal for the ship and its crew. Accordingly, the
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relevance of research in this area is quite high and justifies the cost of
producing the technologies that solve this problem.
The main part

In this paper it is proposed to use the technique based on vibration
sensors. The mechanism of this type can allow to determine the damage
and its size. The use of the system in combination with the software will
make it possible to identify the problem remotely and quickly eliminate it.
The system operates on the basis of sensors equally spaced across the
housing (Fig. 1).

Vibration sensors

Figure 1 — Sensor location on the board

The distance of the sensors is not more than 0.5 meters, as the
operation of this type of system has a number of limitations. Having been
struck by any size or nature, the vibration spreads across the hull of the
vessel to all sides and is uniformly attenuating. Sensors, recording the
vibration of a certain amplitude, transmit a signal to the microcontroller,
and it is possible to determine the amplitude of vibration from each sensor,
and therefore the time of the beginning of fixation. These parameters allow
us to determine the exact location of the damage, while estimating the time
the signal starts and the nature of its attenuation will allow us to determine
the area of the damage. Development of the algorithm of functioning of this
device (Fig. 2) allows to use this system on a real sample, thus gaining
statistical data.

Conclusion

The described system can be implemented in any type of vessel, and
the cost of the system will depend solely on the size of the ship, and its
advantages compensate for the high cost. The use of this system will reduce
the risk of sinking the vessel and human casualties.
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AHHOTauMA. B naHHOHN cTaThe pacCMOTPEHBI CUCTEMBI ONPEAEIEHUS
MOBPEXKICHUH NOBEPXHOCTH cynHa. ONHCaHbl HEAOCTATKH JAHHBIX CHCTEM.
OmnuncaHa HOBas CHCTeMa MO3MIUOHHPOBAHMS IOBPEXKICHUH OOIIUBKH
CyJHa, OMNpEAeNsIomas TakKe I[OMHMO MECTa, pa3Mep U XapakTep
MIOBPEKIECHUM.

KaioueBble cjioBa: peMeHb, CUCTEMA, aJTOPUTM, CYIHO, aBTOMATHKA,
JATYNKH, TATIHKH.

Annotation. This article describes the systems for determining ship
surface damage. The disadvantages of these systems are described. The new
system of positioning of the ship's shell damages is described, which also
determines the size and nature of the damages in addition to the place.

Keywords: belt, system, algorithm, vessel, automation, sensors.

UDC 546.26-162
THE EXISTING TECHNOLOGIES AND THE PROSPECTS OF
DEVELOPMENT OF GRAPHENE
Rodion Maltsev
3 year student, Electronic Engineering Department,
Sevastopol State University,
e-mail: rodion.evpatoriya@gmail.com

For the last decade the amount of the materials which are used in
various spheres of the industry considerably grew. Technologies of the
three-dimensional press are developed, two-dimensional materials, such as
graphene, fullerene, a two-dimensional perovskite actively develop. The
graphene became the first of such materials. Let's consider changes in use of
materials on its example.

For the first time the uniqueness of graphene properties was confirmed
in 2004 in K.S. Novosyolov and A.K. Geym's article [3] (the University of
Manchester, Great Britain) for which they got a Nobel Prize. In the work
they reported about successful separation of layers of atomic thickness from
various layered crystals (see Fig. 1).

Graphene is a two-dimensional crystal which is rather simple for
receiving by method of micromechanical cleavage of crystals of graphite.
There are several types of receiving a graphene: mechanical, by graphite
etching, and chemical, by an epitaxy or sedimentation of atoms of carbon on
a basis or by growth with a high pressure and temperature. Its durability
exceeds steel durability on 2 orders. Also material has high electrical and
thermal conductivity and the record value of electron mobility does it by
perspective material for use in the most various applications, in particular,
as future basis of electronics.
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Fig. 1 — Two-dimensional structures: a) NbSe2 b) graphite ¢) Bi2Sr2CaCu20x, d)
MoS2. Scale: 1 microns. Images a and b are received by means of an atomic force
microscopy, d — by means of the scanning tunnel microscope,

d — by means of an optical microscope

Graphene has unique feature — linear dependence of energy of charge
carriers (electrons and holes) — from a quasiimpulse. In the nature there are
particles whose energy also depends linearly on an impulse - it is photons.
Photons have the zero rest mass, and their speed is equal to the speed of
light. Thus, already developed mathematical apparatus for the description of
relativistic particles could be applied to the description of behavior of
electrons and holes in graphene that immediately led to the following great
opening of M.I. Katsnelson — Klein's paradox in graphene. This paradox
arises by consideration of a task about penetration of a relativistic particle
through a high potential barrier. For a case of a graphener it was shown that
any potential barrier in the countess is transparent at normal falling on it of
electrons or holes. Important consequence — complexity of localization of
carriers of a charge in the countess.

Except remarkable electronic properties, graphene has impressive
mechanical characteristics. Strong covalent connections between carbon
atoms in graphene do it by the strongest material ever received by the
humanity. Longitudinal elastic constants of a graphene considerably surpass
similar values of the previous champion — diamond. Graphene durability
such is that its meter leaf is theoretically capable to hold a four-kilogram
cat. At the same time the film of graphene is lightweight, one gram of
graphene can cover the football field!

Graphene scopes

The most various scope of a graphene — electrical and electronic
engineering. Such properties of a graphene as high conductivity and high
optical transparency, do it by attractive material for production of electronic
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components and devices on its basis. For example, it can serve as an
external electrode for the liquid crystal screen. And if to consider that the
graphene layer is rather flexible material, we can predict emergence of
flexible electronic devices which prototypes are already tested. The flexible
screen presented by physics of the Cambridge center of studying of a
graphene is an example. Works on silicon replacement with material on the
basis of a graphene and boron nitride in electronics in progress. The
combination of such material and carbon C60 has physical properties
similar to silicon, having at the same time the best chemical stability, big
flexibility and smaller weight. It does it more durable and steady against
influence of external factors that finally increases service life of devices on
the basis of graphene.

However there are also difficulties. The main problem consists in
absence at a graphene of the band gap necessary for switching of states
opened/closed. Nevertheless works on the solution of this problem and
giving to new substance all properties of semiconductors in progress that
allows to expect emergence of new types of electronic components in the
near future. Also the graphene is suitable for creation of new highly
sensitive optical sensors, light-emitting diodes, solar panels. For example,
present the solar battery which not only will be able to follow the movement
of the sun for obtaining the greatest number of energy for light day, but also
to bend the surface for achievement of bigger efficiency of transformation
of solar energy to electricity. So in China it is put into operation the large-
scale solar farm in which the principle described above that allows it to
reach power in 40 megawatts is put into practice. Also on the basis of a
graphene ionistor are created or — also known as — supercapasitor which
capacity surpasses capacity of simple capasitors many times. In total with
solar panels on the basis of a graphene, the technology of ionistor will be
able to solve a problem with electricity generation. So, the electric power
received in a day from the solar panel will be kept by a graphene ionistor
for providing consumers with energy in night-time, when there is no
sunlight.

Besides electronics and power industry, graphene also approaches for
a role of structural material. Its mechanical properties, such as durability
surpassing steel to stretch for 2 orders, ability to stretch up to 20% without
damage and flexibility allow to use this material for creation of cases and
structures. So in 2015 the Spania GTA company presented model of the
Spano supercar at the basis of which case there was a graphene alloy with
the titan. Thanks to this innovation the power framework (monocoque) of
the car weighs less than 80 kg that releases the weight which can be used
for installation of more powerful engine.
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Also graphene is used in composite materials for giving a durability to
them. For example, the composite from copper and a graphene has strength
by 500 times the exceeding limit of the copper and for 50% the exceeding
strength of the titan, and nickel - graphene alloy is stronger than nickel by
180 times. At the same time the mass fraction of a decanter is very small,
less than 0.01% that in total with a high durability offer new prospects in
such industries as automotive industry, air and space aircraft and also
constructional products. So the group of researchers of MIT presented
three-dimensional spongy material on the basis of a graphene which at the
density of 5% from density of steel has bigger durability by 10 times.

Prospects and problems in the research of graphene

Of course the graphene is not deprived of shortcomings. The main
minus which can be allocated is the lack of the band gap, area of values of
energy which electrons and other charged particles, inherent in
semiconductors cannot have. It does it useless for creation of transistors of
traditional architecture. However developments of new types of transistors
are already in progress, for example, experiments on alloying of a graphene
layer with atoms of such metals as the titan are made. As it is noted above, a
graphene not the only two-dimensional material which properties should be
considered. For example, the material which is recently created by scientists
from the Drekselsky university in the USA under the name Mxene is
capable to accelerate process of battery charging in tens of times. New
material consists of a layer of hydrogel and carbide of the titan 1 thick atom.
Unlike usual battery membranes which have a small amount of ways for
ions new material creates a set of ways, as increases capacity and, therefore,
reduces charge time. In addition, Mxene contains a set of places for
accumulation of a charge and can be a basis for creation of essentially new
batteries on its basis.

Further development of two-dimensional materials considerably will
affect all spheres of human life: from increase in speed of electronic devices
and reduction of the sizes of electronic components up to construction of
spacecrafts of new generation and creation of new sources of renewable
energy that will allow mankind to begin to realize one of the most daring
ideas, namely conquest of space and exploration of new planets.
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Introduction. Metal detector is an electronic device that detects metal
objects due to their conductivity. The metal detector finds metal in the
ground, water, walls, in wood, under clothing and in baggage, in foods, in
human and animal organisms, etc., However, to know about the existence of
the subject, in some cases, is not enough. To study the size, depth, material,
shapes we have to know additional information characteristics .Various
methods of realization of devices allow to receive different data.

The aim of the artcle is to analyse methods of visualization of data on
a search object for metal detectors based on PI (pulse induction) technology.

Main part. Let's start with the principle of metal detector operation
based on the method PI (pulse induction) pulse detector. As in the metal
detector of this type the coil is not a part of the resonant circuit, its size can
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be different in some cases. This method allows to realize a sufficient high
power emitted by the coil.

The search coil is periodically connected to the power source for a
short time by means of the switch, that causes an exponentially increasing
current to flow through the coil (the first part of the curve a, figure 1.).

With a sharp interruption of this current (the second part of the curve a
figure 1), a self-induction voltage pulse (curve b, figure 1) of hundreds of
volts arises on the coil.

When located near the coil of a conductive object, the primary
magnetic field of the coil, which changes sharply with the interruption of
the current, penetrates this object and creates eddy currents in it (curve ¢ in
figure 1). These vortex currents always oppose the change that caused
changes, thus creating a secondary magnetic field. This alternating magnetic
field reaches the coils of the search coil and induces an alternating voltage
in it (curve d in figure 1).

For the detection of pulse edge lengthening the signal is gated using
the key (curve e in figure 1). This cuts off the signal from the transmitted
pulse and a surge in self-induction voltage immediately after it ends. The
short gating delay is selected so that the transients caused by the current
interruption in the coil are completed during this time (curve b in figure 1).

Thus, the transmitted and received signals are separated, and a single
coil is used for both transmission and reception of the signal.

After reading more about PI technology, we understand that
information about the presence of the target comes with the influence of the
magnetic field created by the object, extending the back edge of the pulse
(figure 1, curve d). Respectively we have 2 parameters namely the time of
the trailing edge lengthening and amplitude. In the course of experimental
studies and theoretical predictions based on the physics of the PI detector
operation, typical changes in parameters depending on the object material
were not revealed (i.e. objects of the same thickness and area from different
materials showed the same results). On the basis of changes in the pulse
front, it was possible to take into account only the size of the object or its
distance to the search coil, respectively, the change in the pulse front had
the same value for objects of different and the same material, but at
different distances, a small object is closer to the search coil, a large object
is at a greater distance.
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Figure 1 — Voltage and current forms: a) current in the coil; b) surge voltage of self-
induction; ¢) eddy currents in the target; d) voltage induced in the coil; e) gated
pulse.

Conclusion. Thus, the visualization of data on the search object in
metal detectors built on the basis of the PI method has meaning only in the
indication of the signal level (change of the front), which is not informative,
but due to its simplicity and cheapness it is often applicable in practice. As
practice has shown, it is almost impossible to implement discrimination.
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Annotation. The article describes the main methods of presenting
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In conclusion it is noted that the visualization of data on the search
object in metal detectors built on the basis of the PI method has meaning
only in the indication of the signal level (change of the front).
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The mode of operation of the transformer when powering one of the
windings from a source with alternating voltage when the other winding is
open is called idle mode. The losses occurring in the transformer in idle
mode at the rated voltage at the primary winding and at the rated frequency
are called the no-load losses. (pict. 1).

The idle loss of a Px transformer consists of:

—magnetic losses, i.e. losses in the active material (steel magnetic
system);

—losses in steel elements of the transformer core structure caused by a
partial branch of the main magnetic flux);

—the main losses in the primary winding caused by the no-load
current;

— dielectric loss in insulation.
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Picture 1 — The idle loss of a Px transformer
Source: https://www.electronics-tutorials.ws/transformer/transformerloading.html

In the process of transporting electrical energy from production
facilities to the final consumer, serious losses occur. The volume of losses
during transportation can be up to 18%, moreover, most of these losses fall
on transformer equipment. The volume of losses must necessarily be taken
into account by designers when creating electrical consumption systems.
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The cost of electrical energy, the cost of maintenance and repair of
electrical equipment will depend on losses.

At present, the level of no-load losses in transformer equipment has
significantly decreased due to the use of more modern and functional steel,
improved design of magnetic systems and modernization of cores.

If we consider the features of modern steel used to create plates, then
its positive properties are related to the fact that over time, manufacturers
have improved the orientation of the domains, reduced the thickness of steel
sheets during production.

In addition, the cleaning of domains today is carried out by laser
processing, which also affects the technical characteristics of the final
products.

Among the main causes of idle losses in various devices are the
following factors:

¢ Corrosion processes on metal elements of transformers. Corrosion on
the metal occurs due to the violation of the protective lacquer layer, because
of which the equipment increases the eddy currents and there is a significant
heating of the metal plates.

e Coil short circuits on the windings, due to which strong voltage
surges can occur.

e Low quality insulation.

e Magnetic gaps on metal elements.

e Too many or too few windings.

e Overheating of transformer equipment elements.

These are only the most basic causes of loss of idling, which experts
face most often. There are other factors due to which the value of no-load
losses may exceed permissible limits, which will increase the cost of
operation of electrical systems.

To determine the causes of losses on a separate transformer, the owner
will need to order the services of professional electrical measurements.
Below you can use the online calculator to calculate the cost of the
electrolaboratory services.

Energy losses in any case, regardless of the type of production, are the
cause of cost overruns and materials. For this reason, it is possible to
increase the cost of energy. Therefore, the fight against this factor plays a
very important role.

This procedure is based on the maintenance of equipment, thanks to
which it is possible to identify any malfunctions that have been formed,
which is important for the timely implementation of preventive measures to
eliminate the possibility of functional failures. Transformer no-load losses
are one of the most common problems.
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Picture 2 — Scheme of transformer no-load losses
Source: http://www.emomi.com/shema-ustrojstvo-remont-svarochnogo-transformatora.html

To test the no-load current, ammeters are used directly connected in
series with the primary winding. This current measurement is performed at
a winding voltage equal to the nominal.

Three-phase power transformers operated or commissioned are
measured for three phases simultaneously or alternately. Tests are subject to
units with a capacity of 1000 kVA and above.

In case of acceptance tests and capital repairs, the data obtained are
compared with the protocol on the relevant tests carried out at the plant after
the manufacture of the transformer. A discrepancy of more than 5% is not
allowed.

For single-phase transformers in the same cases, the power loss should
not differ from the initial value by more than 10%.

In operation, only the no-load current is measured on the basis of
experience with a rated voltage or power loss at a reduced one. PTEEP does
not normalize deviations from the norm.

However, if a transformer is suspected of damage, the loss
measurement method using three consecutive tests gives a very valuable
result. Since the transformer phase windings are in unequal conditions, it is
possible not only to calculate whether there is a defect, but also to determine
the defective phase.

Conclusion. Strictly speaking, the measurement is made according to
the same schemes that were used at the factory for conducting the
experiment. After all, the data will need to be compared with the factory.
But, if the three-phase voltage source is unavailable, you can perform three
measurements by applying voltage to the two phases of the transformer
winding, shorting the third remaining free.

In this case, only linear voltage is used, since the distortion of the
curve shape due to nonlinear loads in the network has a minimal effect on it.
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According to the same schemes, the experience of idling at a reduced (low)
voltage is carried out.

AHHoOTauus. M3moxeHsl 0COOSHHOCTH TOTEpH X0JocToro xoma PX-
tpaHcdopmaropa. I[lpoaHann3upoBaHbl OCHOBHBIC MPUYUHBI MOTEPh B
pa3NUYHBIX YCTPOWCTBaX, C KOTOPBIMH 4Yallle BCEr0 CTAIKHBAIOTCS
CHELUATHCTHI.

B 3akiroueHre OTMEYEHO, YTO MPH MOBPEKACHUU TpaHCcopmaropa
JIACT OYCHB I[CHHBIA Pe3yJIbTaT METOJ H3MEPEHHUS MTOTEPb.

KaloueBble ciaoBa: moTepst XOJIOCTOrO Xoja, TpaHcdopmarop,
TpexGa3Hblii UCTOYHUK HAIPSDKEHUS, TUHEHHOE HAMPSIKCHUE, UCKaKCHHE,
METOJ U3MEPEHHS OTEPb.

Annotation. The main features of idle loss of a Px transformer are
stated. The most basic causes of losses in various devices which experts
face most often are analyzed.

In conclusion it is noted that if a transformer is suspected of damage,
the loss measurement method gives a very valuable result.

Keywords: idle loss, transformer, three-phase voltage source, linear
voltage, distortion, the loss measurement method.

UDC 621.396.67
THE TRIPLE FREQUENCY ANTENNA ON THE BASIS OF THE
WIDE RANGE FLAT STRUCTURE
Mikhail Nevedrov
2 year magister student,
Radio Electronics and Telecommunication Department,
Sevastopol State University,
e-mail: orlovskiymixail@mail.ru
Vitalii Slyozkin
Co-author and Scientific advisor, associate professor,
Radio Electronics and Telecommunication Department,
Sevastopol State University

The physical principles of the operation of broadband antennas had
given in the classic monograph [1, p.23]. If we take two metal plates as a
basis of the radiating structure, their shape should be described only by the
angular coordinates, and the structure should provide the most intensive
field radiation from a relatively narrow “active” zone at each working
frequency. These conditions are fulfilled for flat self-complementary
structure having two infinite triangular metal plates with 90° angle at apex
[2, p. 122] (Fig. 1 a).
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The structure input impedance is theoretically about 180 ohms, which
makes it difficult to match it with the feeding 75 ohms or 50 ohms coaxial
cable. In the modified structure [3], the plates near the feeding points are
parallel, which decreases of input impedance to acceptable values, but
causes an undesirable increase in the capacity between the plates. This
capacitance can be reduced by wedge-shaped notches in the plates and
additionally compensated by short-circuiting belts with inductive resistance
(Fig. 1 b).

To ensure the unidirectional radiation of the antenna based on the
considered structure along the z axis, we can use a flat metal screen being
parallel to the structure.

Fig. 1 — Schemes of a self-complementary structure (a)
and a modified flat structure (b)

The diameter of the screen must be greater than the diameter of the
structure to ensure the suppression of the "backward" radiation. It is more
difficult to choose the optimal distance between the structure and the screen,
since the phase of the field reflected by the screen near of the structure is
determined by the electrical distance, which changes several times in the
working frequencies band. If the result of the superposition of the direct and
reflected fields provides an acceptable antenna input impedance and the
desired pattern at one frequency, then at a frequency, for example, twice as
large, the phase of the reflected field will change to the opposite one, that
will lead to either mismatch and distortion of a pattern form.

Since the screen is located in the near zone of the field created by the
radiating structure, we can assume that the screen and the radiator are
forming a half-open resonator, where can exist only modes of certain types
[4, p.107] having frequency depended excitation conditions. Therefore,
resonances can occur only on a discrete set of frequencies. We can assume
that instead of the smooth character of the dependence of the input
impedance of a flat broadband structure on the frequency when adding a flat
screen antenna to the design, we get a multiband dependence with several
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resonances: the screen structure should be considered not as a broadband
antenna, but as a multifrequency antenna.

This assumption we have confirmed during designing of the feed for a
nonlinear locator mirror antenna [3]: the antenna must radiate the field at
the first harmonic frequency f;, and receive the reflected field at the
frequencies of the second and third harmonics: f, = 2f; and f; = 3f],
respectively. As a result of numerical simulation by means of the CST
MWS program application, performed for a specific frequency set of 2400
MHz, 4800 MHz and 7200 MHz, it was found that for the distance between
the structure and the screen close to a quarter of the wavelength at the
lowest frequency, we obtained a satisfactory matching with the 50 ohms
cable at all three frequency bands. However, the pattern at the upper
frequencies had a multilobe form, which is unacceptable for the feed.

Within the bounds of our view to the antenna as a half-open resonator
having height /; (Fig. 2a), the optimal form of the pattern (one main lobe
without “backward” radiation) can only correspond to the lowest types of
modes in this resonator. If one increases the electrical distance between the
structure and the screen, higher types of waves can be excited which
manifests in a multilobe form of the pattern. To eliminate this possibility
one can proportionally reduce the height of the resonator at each operating
frequency by using a stepped screen instead of flat screen. For the optimum
height /; being about a quarter of the wavelength at the frequency f;, the
height %, should be two times less, and the height %3 should be three times
less (Fig. 2 b).

Y Z\ Radiating structure b) 2
LR NN N T

Screen

Fig. 2 — Radiating structure above the flat (a) and stepped (b) screen

As a result of numerical simulation, we have selected the optimum
values of the heights of the screen steps near the indicated values so that an
acceptable antenna matching near the operating frequencies was provided,
and the pattern have performed a monolobe type shape (Fig. 3).
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Fig. 3. The radiation patterns of the antenna model with the stepped screen

Thus, we have established that a flat broadband radiating structure
with a screen can effectively function only in separated frequency bands,
however to optimize the antenna characteristics in each working band, a
stepped screen can be used.
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AnHoTanusi. AHTEHHBI Ha OCHOBE OECKOHEUYHBIX INIOCKHX
CaMOJIOTIONTHUTENBHBIX CTPYKTYpP pabOOTaloT B IIUPOKOW, HEMpPEpHIBHON
10JIOCe YacTOT, HO WMEIOT HeONaromnpusTHbIE ISl COTJIACOBAHMS C
KOaKCHAJIbHBIMM ~ Ka0elIssMH 3HAYeHHS BXOJIHOTO CONPOTHBICHUS U
cnaboHanpaBlieHHOE M3JydeHue. Jis ynydineHus ycloBUI corylacoBaHUS
MOXHO  M3MEHHTb  (QOpPMYy  CTPYKTYpBHl, a i  oOecredeHus
OJNHOHAINIPABIEHHOTO  W3JIy4Ye€HHs  —  ITPUMEHHUTh  CTYyNEHYaThId
MeTaMyeckuii skpaH. [lpn 3TOM ONTHMHU3MPOBATH XapaKTEPUCTUKU
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AQHTCHHBI BO3MOXKHO TOJIBKO B OTHENBHBIX YAaCTOTHBIX MOJIOCAX, TaK Kak
U3ITyqarolias CTpyKTypa 1 3KpaH 00pa3yloT HOIYOTKPHITHIH PE30HATOP.

KinioueBbie cjioBa: CaMOJIOTIOJIHUTEIbHAS CTPYKTYpa,
IIMPOKOIIOJIOCHAs aHTeHHA, MHOIOYAacTOTHAs AaHTEHHA, MeTaUTMYeCKHH
9KpaH, MOIYOTKPBITHII Pe30HATOP.

Annotation. Antennas based on endless flat self-complementary
structures operate in a wide, continuous frequency band, but they have
unfavorable values of input impedance for matching with coaxial cables and
weakly directed radiation. To improve the matching conditions, one can
modify the shape of the structure, and to ensure unidirectional radiation,
apply a stepped metal screen. In this case, it is possible to optimize the
characteristics of the antenna only in separate frequency bands, as the
radiating structure and the screen form a half-open resonator.

Keywords: self-complementary structure, broadband antenna, multi-
frequency antenna, metallic screen, half-open resonator.
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Introduction.

Metal detector is an electronic device that determines metal objects
due to their conductivity. It detects metal in the ground, water, in wood,
walls, under clothing and in baggage, in foods, in human and animal
organisms, etc. To know about the existence of the subject, in some cases, is
not enough. We have to know additional information characteristics to
study the size, material, depth, shapes .Various methods of realization of
devices receive various information.

The aim of the artcle is to consider methods of visualization of data on
a search object for metal detectors based on TR-IB (Transmitter Receiver -
Induction Balance) technology.

Main part of the research.

Let's consider the principle of operation of the metal detector based on
the TR-IB (Transmitter Receiver - Induction Balance) method. Search coils
Rx and Tx coils in devices based on the principle of induction balance are
reduced to a position where their mutual induction is minimal, ideally equal
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to zero. The Rx and Tx coils form a serial and parallel oscillating circuit,
respectively. Harmonic signal in the transmitting 7x coil with a frequency
equals to the resonant frequency of the circuit.

When the search object is situated in the coil, Rx coil induced signal
with a frequency of the Tx coil, but with different phase and amplitude. The
signal is not reflected from the object, but it is induced on the receiving coil
by Foucault currents excited on the surface of the search object. (Figure 1,
B).

In this case phase and amplitude become as information parameters for
visualization. In the course of experimental studies, it was possible to
identify the dependence of the phase change on the object material and the
signal amplitude on the object size and depth. In metal detectors, built on
the principles of induction balance various options for visualization of
information about the search object are stated. The main methods are called
VDI, hodograph, sinograph and various combinations of these ones.

\ /
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Figure 1 — Voltage forms: A) Signal on 7x; B) Signal in Rx coil
induced by the object

VDI (Visual Digital Index) displays the vector value of the signal,
phase channel, and amplitude channel. It is the voltage difference between
the channels. These data have a value from 0 to 99, where values up to 30
indicate ferrous metals, above 30 — non-ferrous ones. Thus, it is possible to
evaluate the material from which the search object is made.

Hodograph is the methods that detects curves built on graphic displays
that show the instantaneous ratio of the phase channel to the amplitude
channel, putting the data on the horizontal axis, and the amplitude of the Rx
signal on the vertical axis. All values of these points during the passage of
the coil over the object are displayed. A phase forms the slope and thickness
of the hodograph loop, the amplitude causes the length to increase. Such
curves in practice showed high accuracy in the identification of the material,
size and even the relative shape of the object (very complex shapes display
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ragged curves, regular shapes smooth lines with smooth fillets and
transitions).

Sinograph (column chart) is one of the variations displaying all the
same channels from which we receive information, but the phase
corresponds to the location of the column horizontally, and the amplitude
corresponds to the level of the column vertically, respectively, objects of
more noble materials are on the right side of the scale of the Sinograph.

Koncepeaas

Mownera 325 nna
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Figure 2 — Example of visualization: A) hodograph;C) the number of VDI;
C) Sinograph

Conclusion

Thus, visualization of search object data in metal detectors, built on
the basis of the TR-/B method allows to obtain extensive information about
the search object.
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AnHoTtamusi. B cratee  paccMOTpPEHBI  OCHOBHBIE  METOIBI
npencraBiueHus UHGopMamuu 00 00BEKTe, Ui METaJUIOJCTEKTOPOB,
MIOCTPOCHHBIX Ha mpuHnune 7R-IB. OxapakTepH30BaHBl TaKH€ OCHOBHBIE
Mmetonsl kKak VDI, ronorpad, cunorpad u pasnuuHbie 00beJMHEHNS TaHHBIX
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MaTepHaIbl.

Annotation. The article describes the main methods of presenting
information about an object for metal detectors built on the principle of an
TR-IB. Such basic methods as VDI, hodograph, sinograph and various
combinations of these methods are characterized.

Keywords: metal detector, visual digital index, the hodograph,
sinegraf, induction balance, noble materials.
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For many years, scientists have been working on the creation of
alternative space engines that could accelerate ships to record speeds. Let's
look at the main ideas in this area. So scientists V.G. Ostrovsky,
A.A. Smolentsev, B.A. Sokolov, D.V. Cherashev and others were engaged
in the development of an engine running on iodine, comparing with similar
parameters using a traditional working fluid — xenon. They showed the
advantages of the electric propulsion system on the iodine compared to the
installation using xenon.

Different types of corrective propulsion systems were investigated by
A.V. Gorbunov, V.P., Hodnenko, A.V. Khromov, V.M. Murashko,
A.IL Koryakin, V.S. Josan, G.S. Grechin, V.N. Galayko, N.M. Katasonov
[4]. Electric rocket engines were studied by S.D. Grishin, L.V. Leskov,
N.P. Kozlov [5], A.I. Morozov, A.P. Subin [8]. A.F. Gurov, D.D. Sevruk,
D.N. Surnov considered design and strength calculation of space electric
rocket engines [6].

V.P. Legostaev, V.A. Lopota, V.V. Sinyavsky studied prospects and
efficiency of application of space nuclear power plants and nuclear electric
propulsion systems [7]. Electric propulsion system based on motors with
closed electron drift on iodine was stated by V.G. Ostrovsky
A.A. Smolentsev, B.A. Sokolov, D.V. Cherashev [9]. Power installations of
space aircraft were researched by L.A. Kvasnikov, L.A. Latyshev,
N.N. Ponomarev-Stepnoi, D.D. Sevruk and V.B. Tikhonov [10].

As part of the work on Hall effect thrusters using xenon as a working
fluid, great progress has been achieved in the creation of a stationary plasma
engines. “A Hall effect thruster is a small rocket engine that uses a
powerful magnetic field to accelerate low density plasma and so produce
thrust. The Hall effect thruster, also called a plasma thruster, is a form of
electrostatic propulsion, which in turn is a form ion propulsion (a category
of electric space propulsion). Like gridded ion engines, such as XIPS, Hall
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thrusters are classified as electrostatic thrusters (picture 1). They utilize an
inert gas, commonly xenon, as a propellant” [2, www]. Their practical
application started in 1972.

Structural diagram of the stationary plasma engine is an annular
electromagnet with a ceramic chamber placed in the gap. At the end of the
chamber is an anode. Outside, near the cut of the engine channel, there are
two cathodes-neutralizer (working and standby). The working substance
(xenon) is fed into the chamber and ionized near the anode. lons accelerate
in an electric field and fly out of the engine, creating a jet thrust. Their
volumetric charge is neutralized by electrons supplied from the cathode-
neutralizer (if this is not done, the satellite will acquire a negative electric
charge. As well as the Hall effect thruster itself, four other components are
needed to make a complete electric propulsion system: a power source, a
power processing unit (PPU), a propellant management system (PMS), and
a control computer.

Chamber Direction Coils (2N 3]
of trawvel

Xenon gas
enters pipe

® Electron cathod I
® Xenon atom athade Potential Direction
® Xenon ion difference of thrust

Picture 1 — Movement of the xenon ions and atoms and electrons in the thruster.

An engineer Roger Shaer, who founded his own company Satellite
Propulsion Research in 2001 designed EMDrive in the form of a metal
bucket, sealed at both ends. Magnetron emitting electromagnetic waves is
situated inside. The author explains the work of his engine through the
difference in the pressure of electromagnetic radiation at different ends of
the "bucket". This creates a thrust directed towards the narrow end. The
possibility of such engine operation has been disputed many times, but in all
experiments Shaer's installation shows the presence of thrust in the intended
direction (pictures 2, 3).

Organizations such as NASA, the Technical University of Dresden,
and Chinese Academy of Sciences were among the experimenters who
tested Shaer's “bucket”. The invention was tested in a variety of conditions,
including vacuum, where it showed the presence of 20 micronewtons thrust.
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But given the fact that the engine Shaer can run indefinitely, as it
needs no fuel (the operation of the magnetron can provide the solar panels),
potentially it is able to accelerate spacecraft to enormous speeds measured
in percent of the speed of light.
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Figure 1. EMDrive Concept.
Picture 2 — EMDrive Picture 3 — EMDrive concept

Some scientists believe that the engine can create thrust due to the
interaction with the physical vacuum, which at the quantum level has non-
zero energy and is filled with constantly emerging and disappearing virtual
elementary particles.

Unfortunately, independent tests of the engine with an unknown
working principle of EMDrive, seemingly confirmed the existence of
"anomalous" thrust, once again ended with very critical feedback from the
scientific community. It has come to the point that some theoretical
physicists suggest not to consider the results of the experiment at all,
because they "do not have a clear theoretical explanation”.

Another alternative space engine is an electric sail, also known as an
electric solar wind sail or an E-sail (picture 4). It is a proposed form of
spacecraft propulsion using the dynamic pressure of the solar wind as a
source of thrust. It creates a "virtual" sail by using small wires to form an
electric field that deflects solar wind protons and extracts their momentum
[1].

The electric sail project, created in 2006 by Finnish scientist Pekka
Janhunen has little in common with sunny one. This engine consists of
several long thin cables, similar to the spokes of a wheel without a rim.
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Picture 4 — Electric sail (a — scheme; b — European Space Agency Model).

Due to the electron gun, radiating in opposite direction of movement,
these cables acquire a positive charged potential. Since the mass of an
electron is about 1800 times less than one of a proton, the thrust created by
electrons will not play a fundamental role. The electrons of the solar wind
are also not important for such sail. But the positively charged particles —
protons and alpha radiation will be repelled from the cables, thereby
creating a reactive thrust.

Although this thrust will be about 200 times less than that of the solar
sail, the project was of interest to the European Space Agency. The electric
sail is easier to design, produce, deploy and operate in space. And since the
surface area of such sail is much smaller than that of the sun, it is much less
vulnerable to asteroids and space debris.

An ion thruster or ion drive is a form of electric propulsion used for
spacecraft propulsion. It creates thrust by accelerating positive ions with
electricity. The term refers strictly to gridded electrostatic ion thrusters, and
is often incorrectly loosely applied to all electric propulsion systems
including electromagnetic plasma thrusters.

An inert gas (usually xenon) is ionized by a stream of high-energy
electrons in an ion engine (picture 5). “Electrons produced by the discharge
cathode are attracted to the discharge chamber walls, which are charged to a
high positive potential by the voltage applied by the thruster’s discharge
power supply. Neutral propellant is injected into the discharge chamber,
where the electrons bombard the propellant to produce positively charged
ions and release more electrons. High-strength magnets prevent electrons
from freely reaching the discharge channel walls. This lengthens the time
and increases the probability of an ionizing event. The positively charged
ions migrate toward grids that contain thousands of very precisely aligned
holes (apertures) at the aft end of the ion thruster. The first grid is the
positively charged electrode (screen grid).

A very high positive voltage is applied to the screen grid, but it is
configured to force the discharge plasma to reside at a high voltage. As ions
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pass between the grids, they are accelerated toward a negatively charged
electrode (the accelerator grid) to very high speeds (up to 90,000 mph)” [3,
www]. However, modern ion thrusters have very low thrust — about 50-100
millinewtons.

A large specific impulse can significantly reduce fuel consumption in
the engine. For gas ionization, the energy obtained from solar panels is
used, so the ion engine is able to work for a very long time — up to three
years without interruption.

Picture 5 — Ion thruster

“Ion thrusters are being designed for a wide variety of missions—from
keeping communications satellites in the proper position (station-keeping)
to propelling spacecraft throughout our solar system. These thrusters have
high specific impulses-ratio of thrust to the rate of propellant consumption,
so they require significantly less propellant for a given mission than would
be needed with chemical propulsion. Ion propulsion is even considered to
be mission enabling for some cases where sufficient chemical propellant
cannot be carried on the spacecraft to accomplish the desired mission” [3,
WwWw].

Fusion engine is still very attractive one (picture 5). Controlled
thermonuclear fusion is a source of huge energy obtained from very cheap
fuel — isotopes of helium and hydrogen.

Magnetized Target Fusion

Compressed to
thermonuclear
conditions

Preheated fuel

Implosion

,@j e System

Plasma
Injector

Picture 6 — Fusion engine
Source: https://www.nasa.gov/centers/glenn/about/fs2 1 grc.html
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At the moment, there are several projects for the design of a jet engine
on the energy of thermonuclear fusion. The most perspective one is a model
based on a reactor with magnetic plasma confinement. The thermonuclear
reactor in such an engine is a cylindrical chamber 100-300 meters in length
and 1-3 meters in diameter. The fuel should be supplied to the chamber in
the form of a high-temperature plasma, which, at sufficient pressure, reacts
to nuclear fusion. The coils of the magnetic system located around the
chamber should keep this plasma from contact with the equipment.

The thermonuclear reaction zone is located along the axis of such a
cylinder. By means of magnetic fields, extremely hot plasma flows through
the nozzle of the reactor, creating a huge thrust, many times greater than
that of chemical engines.

In general, the principle of operation of the electric rocket engine is to
convert electrical energy into directed kinetic energy of the particles. One of
the founders of the idea of accelerating electrical energy in jet engines
expressed K.E. Tsiolkovsky.

Inert gases are currently used as the working medium, in particular
xenon, which has the largest atomic weight (131.3 a.u.m) and relatively low
ionization potential (12.1 eV). According to its characteristics, xenon is
superior to other gases, but the volume of its production is very small, and
the cost is very high.

The first stage of pressure reduction (from 115 to 10 kg/cm?) is
realized when the working fluid passes through the bundle "throttle — heat
exchanger —gasifier", the second stage (up to 1.75 kg/cm®) — when passing
xenon through the reducer. The scheme uses the principle of duplication
(reservation). In the case of using xenon as a working fluid, it is necessary
to distribute the supply to the cathodes and anode.

Flow rate regulation of the working fluid into the anode and the
cathode-neutralizer TM is carried out in the valve block by means of a
thermal throttle, which increases the discharge current reduces the
consumption of xenon, and, conversely, with a decrease in the discharge
current increases the consumption of xenon.

On this basis, it is of great practical interest is the use iodine as a
working body electric jet engine with atomic mass 126,9045.a.u.m. the
values of potentials of ionization of the atom of iodine (eV): 10,44; 19,0;
31,4. Taking into account values of the atomic masses of xenon and iodine,
we can assume quite similar characteristics of the electric rocket engine.
The only disadvantage of using iodine instead of xenon is that iodine is
toxic, flammable and explosive, and also, the vapors of iodine are
poisonous.
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The electric rocket engine on iodine is tested in a vacuum chamber at a
pressure of about 10-5 mm.

At the same time with the cathode tubing of the anode-discharge
chamber and the anode is heated to a temperature value which must not be
above the temperature of the iodine in the tank, but below the melting point
of iodine (387 K), which allows to prevent condensation of iodine in the
entire range of operating pressures of the engine. The valves are opened and
xenon is fed to the cathode and iodine to the engine anode at a given flow
rate. After starting the engine and entering its nominal mode, the heating of
the cathode and anode is switched off.

It should be noted that some considered thrusters have a specific
impulse much higher than the 300 to 400 seconds of chemical rockets.
However, they provide a much lower thrust. The high specific impulse
enables a spacecraft powered by a thruster to reach a top speed of about
50,000 meters per second (112,000 mph). The low thrust, on the other hand,
means that weeks or months are needed to attain this speed.

Conclusion. Based on the conducted reviews of electric motors, it can
be said that at present, a new generation of engines have received a great
development, that determined the directions of development for the future.

As part of advanced rocket and space engines analysis, electric rocket
engines on the working body of iodine, with the Hall effect, at the
magnetron work, the Shaer installation, engines capable of creating thrust
due to interaction with physical vacuum, the so-called EMDrive concept,
the ion engine, as well as the jet engine on the energy of thermonuclear
synthesis obtained from the isotopes of helium and hydrogen were
considered.

It should be noted that the main characteristics of the engines are their
output power, with minimal fuel consumption, as well as the cost of the
working material on which the engine operates.

New engine designs are trying to find ways to accelerate ions or
atomic particles to extremely high speeds to create thrust more efficiently.

All engines have been recognized for their existence and have been
studied at the initial level of experiments. It gives reason to believe that
further development has perspectives due to their advantages.

The prospect of further research is a detailed study of the technical
data of rocket engines and a deeper analysis of their application in
spacecraft.
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Craenan BbIBOJ O BO3MOMHOCTH JajbHEHIIEro pa3BUTHs JaHHBIX
00pasioB, Tak KaK KaXAbld M3 PACCMOTPEHHBIX BBIIIE JBUTATE]ICH HMeEeT
CBOU MPEUMYILECTBA.
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MarHeTpoOH, Iejuil, KCEHOH, TEPMOSIACPHBIN CUHTE3.

Annotation. The main engines features of a new generation used in
spacecraft are considered. As part of the analysis of advanced rocket and
space engines, the author considers electric rocket engines on the working
body of iodine, with the Hall effect, at the magnetron work, the Shaer
installation, engines capable of creating thrust due to interaction with
physical vacuum, the so-called EMDrive concept, the ion engine, as well as
the jet engine on the energy of thermonuclear synthesis obtained from the
isotopes of helium and hydrogen.

It is concluded that there is a possibility of further development of
these engines due to their advantages.

Keywords: rocket engines, iodine, Hall effect, magnetron, helium,
xenon, thermonuclear synthesis.
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Recently, one of the main directions of increasing efficiency of ship
power plants (SPP) is the technologies of combined energy production
usage. These technologies allow the use of secondary energy resources
(SER) of the power plant: heat, discharged with the combustion products;
water, cooling the internal combustion engine (ICE).
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In addition to the main types of energy (mechanical or electrical), the
SPPs generate heat in the form of steam or heated water, and, therefore, are
installations of a cogeneration type. Subsequent use of the heat energy
justifies the type of cogeneration plant (CP). KP can be devided into two
types:

1) technological purpose with using thermal energy for external
consumers (heating, desalination plants, etc.);

2) energy purpose, providing appropriate training of the actuating
medium of the SPP itself.

Cogeneration plants have the following number of advantages [1]:

- increasing performance of using fuel due to higher energy efficiency;

- reduction of harmful emissions into the atmosphere compared with
the separate production of heat and electricity;

- decreasing the cost of transmission electricity transmission, since
cogeneration plants are located in places of consumption of heat and
electricity, the losses in the networks are practically absent;

- the possibility of work on biofuels and other alternative fuels;

- noiseless and environmentally friendly equipment.

A special case of cogeneration is the process of trigeneration.
Trigeneration is the simultaneous generation of electricity, heat and cold
from one primary source of energy (fuel, natural gas). This process involves
the inclusion of a cold-producing superstructure in addition to the basic
cogeneration plant. The superstructure can work on a separate or common
with the cycle of basic installation.

Absorption chillers (AC) is a type of device that is used for the
production of cold for various purposes (for example, for air conditioning).
Using of AC does not have a harmful effect on the environment because
these machines run on natural refrigerants [2]. The fuel for AC is oil, gas,
bio-fuel, steam, hot water, solar energy, or excess of heat energy from gas
turbines. The most famous manufacturers of AC are firms Carrier, Trane,
York, Century, Broad.

The principle of operation of absorption chillers (Fig. 1) is that water
evaporates at relatively low temperatures under vacuum conditions, thus
carrying with it heat from the air conditioning system. Lithium bromide
(LiBr) is used as a water absorbent in AC. This solution absorbs the steam
that transfers the heat to the cooling water, after which it will be converted
into dilute solution, which would be sent to the generator due to the high
temperatures from hot steam, water, exhaust gases, solution evaporation
occurs. The concentrated LiBr solution is returned to the absorber, and the
water steam is sent to the condenser and the cycle repeats.
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Figure 1 — Schematic diagram of the single-stage absorption chiller:
1 — evaporator; 2 — absorber; 3 — desorber,
4 — capacitor; 5 — expansion valve

According to the principle of operation, absorption chillers are divided
into units of direct action and one- and two-stage units on coolants. In the
first units the combustion process of various types of fuel (gas, diesel fuel,
kerosene) can be used directly, the second units use hot water, exhaust hot
air, steam.

Nowadays, electric generators located on the same shaft with the
engines power ship trigeneration systems. In turn, the operation of the
absorption refrigerating machine is provided by using of low-potential
thermal energy SER. The usage of these systems can significantly improve
the efficiency of marine engines, however the presence of absorption
machines significantly increases the weight and dimensions of the ship's
system.

Because the area of the ship’s holds (tweendecks) is relatively small,
there is a strictly limited space for the installation of the utilization system.
Therefore, the reducing weight and dimensions of trigeneration installation
is a topical issue.

For solving this problem, it is proposed not to use the absorption
machine but an ejector chiller (EC), which works on low-boiling substances
(up to -5 ° C) as a heat insulating refrigerating machine.

Ejector chillers represent a particular case of compressor heat-using
chillers, in which a mechanical compressor and a mechanical turbine are
replaced by only one element — an ejector. EC have a significant drawback
- low efficiency associated with large irreversibility in the processes
occurring in the ejector regardless of performance and working substance.
However, the results of recent studies show that the efficiency of the system
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can be increased up to 0.65. These results allow the EC to better compete
with absorption machines, the efficiency of which is 0.7.

EC has several advantages: simplicity of design, durability, low cost
and small operating costs. A schematic diagram of the ECM is shown in
Figure 2.

2

Figure 2 — Schematic diagram of the EC:
1 — generator; 2 — ejector; 3 — evaporator, 4 — capacitor;
5 — control valve; 6 — feed pump

These ship's trigeneration installations due to their low weight and
dimensions would be able to installed not only in the holds, but also on the
upper deck. This system can operate independently of the ship network and
produce electricity, cold and heat without interruption under changing
operating conditions ship. With the usage of EC the creation of the
monoblock trigeneration systems of relatively small sizes for vessels of
various purposes is becoming a real thing.
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Introduction. Functional generators have been known for a long
time.They were considered by many scientists: J.D. Gibson, E.C. Ifeachor,
B.W. Jervis, B.P. Lathi, A.V. Oppenheim, A.S.Willsky, J.G. Proakis,
D.G.Manolakis and others.

At first they had a few knobs for setting the amplitude and frequency
of a sinusoidal output. Function generators now provide wider frequency
ranges, calibrated output levels, a variety of waveforms, modulation modes,
computer interfaces, and in some cases, arbitrary functions.

Many features added to function generators complicate their design
and increase their cost. There is an opportunity for a radical re-design of the
familiar function generator using direct digital synthesis (DDS).

Main part. DDS provides remarkable frequency resolution and allows
direct implementation of frequency, phase and amplitude modulation. These
features which were added to function generators now are handled on the
basis of DDS [8].

Direct Digital Synthesis
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Many of DDS concepts are illustrated by a sinusoidal wave generation
method. The figure below shows a block diagram of a simple DDS function
generator. The sinusoidal function is stored in a RAM table. The RAM's
digital sinusoidal output is converted to an analog sinusoidal wave by a
DAC. The steps signal at the DAC output is filtered by a low pass filter to
provide a sinusoidal wave output.

48 LPF

PIR # a8 | o 14| RAM | 12 Quiput
48 Adder + Acase + 16K D- >
: x 12 bit

DDS Clock

Diagram 1 - Simple DDS Function Generator.

The frequency of the sinusoidal wave depends on adjustable speed of
circulation to the RAM table. Functions are generated by adding a constant,
stored in the phase increment register (PIR), to the phase accumulator.
Usually, the rate of additions is constant, and the frequency is changed by
changing the number in the PIR [1].

The frequency resolution depends on the number of bits in the PIR. If
the PIR, adder, and phase accumulator support 48-bit additions, then the
fractional frequency resolution is one part in 247, or about 1x1014. That
means a 48-bit DDS generator can provide better than 1 pHz resolution on a
10 MHz output. In order to understand DDS performances one should
consider a sample rate, RAM size, DAC resolution, filter characteristics,
and spectral output frequency [8].

A large number of samples are required for each cycle of a sinusoidal
wave to achieve good spectral output frequency. Three samples are required
during each cycle. In fact, if we could make low-pass filter, we would need
only two samples per cycle.

Let’s consider the case with four samples per sine cycle. The quantized
sine wave is compressed into a burst of pulses (or meander if quantization is
started at 45 degrees instead of 0 degrees).

The sampling sine is reduced to a pulse train (or a square wave, if we
started sampling at 45 degrees instead of at 0 degrees). The Fourier spectra
for this pulse sequence consist of f, 2f, 3f... etc. If we can arrange the low
pass filter to eliminate the harmonic components of the pulse sequence, then
we have a fundamental combination (a sine wave at frequency f) [8].
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The diagram 2 shows a low pass filter transfer function. As we have
seen, the filter must pass the highest generated frequencies (fi.x), and
reduce the frequencies beginning from f; — f,... A reasonable compromise
when f,.. = f/3, allows you to get a filter with a transition band of one
phase [1].

O ob

—70 nB

fo /2 fo

Diagram 2 — Low pass filter for DDS outputs

For a attenuation a function generator application of70 dBc is needed.

A maximum practical output frequency is fy/3. So the DDS phase
accumulator, RAMs, and DACs must run at the maximum desired output
frequency.

The DAC resolution depends on the component specification for the
output (or the desired arbitrary waveform resolution).

“With the introduction of a phase accumulator function into the digital
signal chain, this architecture becomes a numerically-controlled oscillator
which is the core of a highly-flexible DDS device. As figure 1-2 shows, an
N-bit variable-modulus counter and phase register are implemented in the
circuit before the sine lookup table, as a replacement for the address
counter. The carry function allows this function as a “phase wheel” in the
DDS architecture” [2, www].

Extending Frequency Range

DDS output frequency range may be extended by a variety of
techniques. Depending on used technique some of the advantages of DDS
may be lost.

Modulation Techniques

DDS power is the most apparent when a modulated source is required.
The frequency of the output may be changed instantly to any frequency
from DC to f,,x by changing the number in the phase increment register [1].

This phase accumulator, which has been optimized for function
generator applications, has two phase increment registers: PIRA and PIRB.
A 48-bit wide multiplexer can switch between the PIRs in a single clock
cycle. The modulation processor can modify the PIRs at a rate of up to 10
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million bytes per second, filling one PIR while the other is used as an input
to the adder (Figure 1) [8].

More complex modulation programs may be stored, such as frequency
modulation by any arbitrary function, linear or log ones, etc. Phase
modulation is easily done by programming PIRA with the nominal
frequency, and using PIRB, which contains the nominal phase increment
plus any desired phase shift, for a single clock cycle.

There are two approaches for amplitude modulation (Figure 2) of the
output waveform: digital outputs from the RAM and the analog output from
the DAC are multiplied by the desired amplitude. The later approach is
better for function generators, so that either an internal or external source
may be used for amplitude modulation.

Figure 1 — Frequency shift keying of sine wave.

Figure 2 — Amplitude modulation

Output Amplifiers

The output amplifier used in a DDS function generator must meet
some requirements. In order to preserve waveforms generated in the
arbitrary mode, the amplifier must have a wide and flat pass band, and
exhibit a phase linear response well past the cutoff frequency of the Bessel
filter.

The amplifier's bandwidth also determines the rise time of the square
wave output. A phase linear is required to prevent overshoot on the square
wave output.

Finally, the output amplifier must be able to drive 10 Vpp into a 50 Q
load, meet distortion and settling specifications, and be protected against
short circuits or connection to external power supplies. The output amplifier
should exhibit a 50 Q output impedance regardless of output level setting.

DDS provides a new design approach for function generators. A TTL
prototype of the phase accumulator diagrammed earlier required about 150
ICs. The prototype was just able to work with a clock of 10 MHz. ACMOS
gate array of the same design was fabricated in a 68-pin PLCC plastic
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package. The gate array operates at 40 MHz (worst case), uses about 0.25
watts of power, and has a recurring cost of about $10 [8].

Conclusion.

It should be noted that DDS based function generators are just
beginning to appear in the market. These function generators offer
substantial performance improvements, at reduced costs, over conventional
analog function generators. As the cost of ASICs, RAMs and DACs decline,
while their speed and resolution increase, expect to see DDS based function
generators soon replace their analog counterparts.
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AnHoTanusi. PaccmarpuBaercs mneperatodHas (yHKIMS (QHIbTPa
HIDKHMX YacTOT. AHalM3MpyeTcsl paclIMpPeHUE YacTOTHOTO JWara3oHa.
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NEepPCIEKTHUBHBIM ~ MOAXOA K  MPOCKTUPOBaHHI0  (DYHKIMOHAJIBHBIX
reHEepaTopOB.

KarueBbie caoBa: ASICs, RAMs, DACs, ¢dyHKIIOHATBHBIE
reHeparop, (GWIbTp, HIDKHUX 4acTOT, PACIIMPEHHE YaCTOTHOTO JHAIa30Ha,
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Annotation. A low pass filter transfer function is considered.
Extending Frequency Range is analyzed. Frequency shift keying of sine
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wave and amplitude modulation are researched. It is noted that DDS
provides a new design approach for function generators and ACMOS gate
array of the same design has more advantages.

Keywords: ASICs, RAMs, DACs, pass filter, extending frequency
range, frequency shift keying of sine wave, amplitude modulation.
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Currently, training and identification of vacuum circuit breakers (BB)
is carried out using bar coding. The barcode contains a unique item number
and information about the type of explosives. However, very important
information, such as the coefficients of the sensors embedded in this
explosive, is only available in the manufacturer's database or in the
explosive passport data. It is necessary to enter the coefficients of the
sensors in the software, in accordance with the passport data of the
explosive, which in turn leads to errors and the time trajectory under the
influence of the human factor. To minimize the influence of the human
factor, it is proposed to use an identification method that would automate
the process of obtaining information about the type of explosives and the
coefficients of its sensors.
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To minimize the influence of the human factor, it is proposed to use an
identification method that would fully automate the process of obtaining
information about the type of explosives and the coefficients of its sensors.

When developing a new method of identification, it is necessary to
take into account some limitations, so it must remain operational throughout
the entire temperature range of the explosives, i.e. from -40 C to +85 °C. It
is unacceptable to use additional wires for data transmission and serious
changes in the design of explosives.

The maximum set of reclouser includes 3 current sensors, 6 voltage
sensors, 1 zero sequence current sensor and 3 current sensors for
commercial metering.

To store the coefficients of the 13 sensors requires 52 bytes (4 bytes
per sensor). In addition, the serial number requires 16 bytes, for the type of
switch - 2 bytes, for storing the initial parameters 10 bytes.

Therefore, the memory you want to allocate in the identifier is 80
bytes.

To develop a new method of identification, it is necessary to analyze
the existing methods and select the most suitable one.

Currently, the most popular identification methods are:

» Magnetic card [1, p.2]

* Smart Card [2, p.2]

* Linear bar coding [3, p.2]

* Matrix coding [4, p.2]

* Radio Frequency Identification

In Table 1, below we can see a comparative description of the
identification methods.

Table 1 comparative description of the identification methods.

Magnetic | C Smart Linear bar | Matrix | RFID
card Card coding coding

Minimum and 1 32 2 3 8192
maximum memory,
bytes
Ability to change + + - - +
information
The minimum and | Contact Contact 0,5 0,5 300
maximum distance | Device Device
from the reader to
the mark, cm
The complexity of | High High Low Low High
the fake
Cost Low Low Low Low High
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From table 1 it is seen that the best performance has a method of radio
frequency identification. It significantly surpasses other methods in terms of
both memory and reading range.

Therefore, despite the high cost, it is taken as the basis for
development.As an identifier is proposed to use the RFID system. The
RFID system includes a transponder and reader. As a transponder, a card,
key fob, capsule or inlay is used. A separate PC-connected system is used as
a reader. The transponder and reader in their design contain antennas that
form a transformer connection when the transponder enters the field of the
reader coil.

For further development, we need to consider various RFID standards.
RFID systems are divided into 3 main groups depending on the operating
frequency range:

* LF range labels 125-134 kHz

* HF band labels of 13.56 MHz

« UHF band labels (860-960 MHz)

125-344 kHz LF range labels are passive low cost RFID systems.
According to their physical characteristics, they are used to implant
subcutaneous marks on animals, people, and fish. They have significant
limitations in range and accuracy.

13MHz systems are fairly cheap, have no environmental problems, are
well standardized and have a wide range of solutions. Used in payment
systems, logistics, personal identification.

As in the LF range, in HF systems, there are problems associated with
reading over long distances, in high humidity conditions, surrounded by
metal and the appearance of collisions.Merku nuamazona UHF oGmamator
HanOOJIBIIEN TAITBHOCTRIO IEHCTBUS.

UHF tags are cheaper than tags in the LF and HF ranges, but overall,
the UHF RFID system is more expensive due to the cost of the rest of the
equipment.

As mentioned above, it is proposed to use an RFID system as an
identifier. The RFID system includes a transponder and reader. As a
transponder, a card, key fob, capsule or inlay is used. A separate PC-
connected system is used as a reader [5, p.2].

To reduce the cost of development, it is proposed to use a
microcontroller as a reader. The internal resources of the microcontroller
are able to provide a frequency of 125 kHz.

The transponder and reader in their design contain antennas. These
antennas forms a transformer connection when the transponder enters the
field of the reader coil.
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The transponder, in turn, receives power by entering the reader’s field.
Transponder circuit, depending on the code written to it, connects and
disconnects the load. Due to this, amplitude modulation of the magnetic
field occurs. The signal arriving at the reader must be demodulated. Data is
presented in Manchester coding.

We can see a reader prototype circuit in Figure 1.

STM329

PWMY

L1y

ADCY|
— |

Figure 1 — Reader prototype circuit.

The figure shows the electrical diagram of the reader's prototype. The
source of the 125 KHz signal is the output of the microcontroller, which
switches at a frequency of 125 KHz. The amplitude of the pulses is 3.3 V.
The signal with an amplitude of 3.3 volts is fed to the coil L1, which in turn
is the reader antenna, and which enters into a transformer connection with
the transponder coil. The coil forms an oscillating circuit with a capacitor
C1. The values of the coil and the capacitor must be selected taking into
account the resonance at a frequency of 125 KHz.

When a transponder coil L1 enters the field, the transponder chip
begins to receive power, as an EMF is induced on the coil. A current begins
to flow in the transponder circuit, which in turn feeds the transponder chip.

Transponder circuit, depending on the code stored in its memory,
switches on and off the load. Accordingly, the voltage level on the reader
coil begins to decrease when the load is connected.

The modulated signal is removed from the capacitor C1, and is fed to
the ADC of the microcontroller, which in turn digitizes the signal, and
decodes the received data.
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AnHoTranusi. KonaupoBaHue IITpUX-KOJAa B HAcTosLlee BpeEMs
UCTIONB3yeTCs Ul HWACHTU(GHKAIUK aBTOMAara IIOBTOPHOTO BKJIIOYCHUSL
Hcnonp30BaHue IITPUXOBOTO KONMPOBAHUS IPUBOAUT K OIIMOKaM B
NPOrPaMMHPOBAHHHU OTACIBHBIX YCTPOHCTB MOJ] BIMSHHUEM YEJIOBEYECKOIO
¢daktopa. [l MCKIIOYEHMS YeJOBEUeCKOro (hakropa Mpeaaraercs
pa3paboTaTh METO]l aBTOMATU4YECKON MICHTH()HUKAINY.

B ocHoBe waeHTH(UKaTOpa aBTOMaTra IIOBTOPHOTO BKIIOUEHHS
npe/aaraeTcss MCHoJb30BaTh METOABI PaJMOYacTOTHOM HICHTU(PHKAIMH.
Jlnst CHWKEHHSI CTOMMOCTH pPa3pabOTKH IpeAJiaraercsi HMCHOJb30BaTh B
KAueCTBE CUHMTHIBATEISI MUKPOKOHTPOJLIEP, KOTOPBIA OyAeT TeHepUpOBaTh
curHan ¢ gactoroit 125 k['m, a Taxke MONy4aTh CHTHAJ, KOTOpPHIA OymeT
MOZEIUPOBATHCSL.

B Hacrosimee BpeMs pa3paboTaHBl cXeMa M MPOTOTUII CYHUTHIBATEIS,
KOTOpEIH Oyner nepenasats ganHble Ha [TIK uepes COM-noprt.

KiroueBbie cJIoBa: yUTaTeNh IIpuemooTBeTuMKa RFID
MHUKpOKOHTposuiepa Recloser nnentnpukam

Annotation. Barcode coding is currently used to identify recloser. The
use of bar coding leads to errors in the programming of individual devices
under the influence of the human factor. To exclude the human factor, it is
proposed to develop an automatic identification method. The basis of the
identifier of recolser is proposed to use the methods of radio frequency
identification. To reduce the cost of development, it is proposed to use a
microcontroller as a reader, which will generate a signal with a frequency of
125 kHz, as well as receive a signal that will be simulated.

At present, a circuit and a prototype reader have been developed that
will transmit data to a PC via a COM port.

Keywords: wneHTuduKanys, aBTOMAT IIOBTOPHOTO BKJIIOYEHHUS,
MHUKpOKOHTpoJuiep, RFID, npueMooTBeTYNK, U3MEPUTEID
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1. Introduction
The low noise amplifier (LNA) is an important part in the receiver of
microwave system which has to achieve high power gain and low noise
performance. However, the poor power handling capability of low noise
amplifiers has severely limited their application [1]. Microwave limiters
protect power-sensitive elements from damage and prevent system failure.
This paper presents the simulation results of the C-band low noise
amplifier with diode limiter (limiter-LNA) which is designed in TSMC 180
nm SiGe BiCMOS technology.
2. Limiter-LNA design
Simplified schematic diagram of the microwave limiter-LNA is shown
in Figure 1. LNA protection circuit is a three-stage diode microwave
limiter. It has two states: the state of transmission at low power and state of
isolation at high power of the input signal. Switching between two states is
based on nonlinear properties of the diode clipping circuits. The voltage

produced by the input microwave power controls the limiter.
5V

| Bias E a1
circuit

RFin i

S5V

R3
R2

Control

Qs C7

—
RSE | RFout
from Qs
7 R7
Limiter I Ii e RE
l ce ==
~

Figure 1 — Simplified schematic diagram of the limiter-LNA
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Diodes, which are connected in inverse parallel, limit both positive
and negative signal half-cycles at the level of their forward voltage. Diodes
D1—DS in the first stage limit half-cycles of microwave signal at the level
of about 1.4 V. Diodes D9—D12 in the second stage — at the level of about
0.7 V. Maximum input continuous power of diode RPC in 180 nm SiGe
BiCMOS technology is within hundreds milliwatts [2].

Limiting of the output signal in RPC when the power of the input
microwave signal is less than 10 dBm occurs due to the fact that the diodes
in the third stage are additionally biased in the forward direction. Additional
bias voltage of about 0.9 V is formed on the emitter of the transistor Q1. It
is equally divided between diodes D13 and D14.

The first stage transistor Q5 included according to the common emitter
circuit is divided into six parts to increase the maximum signal power at the
input of the amplifier. The composite transistor Q6 in the second stage is
connected according to a common collector circuit for matching the
amplifier with 50 Ohm.

The bias of Q5 is set using negative feedback from Q6 emitter which
contributes to increasing the stability of the gain when the temperature or
supply voltage changes.

The stand-by mode circuit (transistors Q2—Q4) allows to disable the
amplifier for example when the transceiver is in transmit mode. When a
high logic level (2.5 V) arrives at the base of the transistor Q2, it opens, the
potential at its collector decreases, which leads to the closure of the
remaining transistors of the circuit and, consequently, to a significant
decrease in power consumption.

Layout of the microwave limiter-LNA is shown in Fig. 2. Linear
dimensions are 510x800 pm. Layout area — 0.408 mm’.

Limiter
: LNA
e il i v
L e BN =
SALTS  Theess BB ==t
s R S e 5 B ysc cc gl

Figure 2 — Designed limiter-LNA layout

65



3. Simulation results

Dependencies of the microwave limiter output power from input
power in dBm (limiting characteristics) for three frequencies are shown in
Figure 3. The recovery time simulation results are shown in Figure 4.
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Figure 3 — Output power versus input power for the limiter
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Figure 4 — Transient response of the limiter

The simulated S;; has a peak gain of 25 dB at 5.3 GHz with 3 dB
bandwidth (BW) of 3.5—6.8 GHz. The S,; is —10 dB at 3.6—6.8 GHz. The
noise figure (NF) is <5 dB at 2.8—6.8 GHz with a minimum NF of 4 dB at
4.7 GHz. Simulated parameters is shown in Figure 5.

The simulated input 1 dB compression point (IP1dB) is about —30
dBm at BW and input third-order intercept point (IIP3) is about —20 dBm
(Figure 6).
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Figure 5 — Simulated S-parameters and NF of the limiter-LNA
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Figure 6 —IP1dB and IIP3 versus frequency
Table 1 summarizes the performance of the presented limiter-LNA,
with comparison to previously published LNAs.

Table 1 — Comparison the presented limiter-LNA with previously
proposed LNAs

Spec. This work [3] [4] [5]
T SiGe CMOS SiGe CMOS
echnology | BICMOS | = e BiCMOS 0.18 um
0.18 um
BW, GHz 3.5—6.8 3.1—10.6 3.1—10.6 1—5
Peak gain, dB 25 10.4 17 23.5 14
NF, dB 4 4 2.4 3 5
S,,, dB ~10 94 4 6 12
IP1dB, dBm -30 — -13.5 -19.5 —
11P3, dBm -20 -8.8 — — —
Power, mW 30 9 55 9
Input continuous | >20 dBm
power (100 mW) o o
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AHHoTanusi. B craThe mpencraBiieHbl Pe3yNbTaThl MOJETHPOBAHMS
MIIY ¢ BXOAHBIM OrpaHHYuTeNeM MoIHOcTH C-AMama3oHa 4YacToT,
paspaboranHoM Ha ocHoBe 180 uM SiGe BuKMOII TtexHomOrHu.
Yeunurenb qocturaetr kodGGHUIreHTa yCuieHus N0 MOImHocTy 25 nb npu
BO3BPATHBIX MOTEPsX M0 BXxoxay Oonee 10 xb B pabouem quamazoHe 9acToT.

MunnManbHbI K03 dunuent myma — 4 nb, Touka komnpeccuu 1 1b
mo Bxoxy — okoio —30 nbm mpum motpebmsiemoit momHOCcTH 30 MBT.
MakcuManbHasi npoAospkuTenbHas BxojaHas CBY-MOIIHOCTH cocTaBisieT
100 mBT. ITimomans Tomosiorunun — 0,408 MM,

KiroueBbie cJI0oBa: MaJIOLIyMSIIIU K YCUJINUTEND, My,
orpannuutenb, SiGe, BUKMOII, C-nuanazoH.

Annotation. This paper presents the simulation results of a 3.5—6.8
GHz low noise amplifier with diode limiter (limiter-LNA) which is
designed in 180 nm SiGe BiCMOS technology. The amplifier achieves a
power gain of 25 dB with an input match of —10 dB over the band, a
minimum noise figure of 4 dB and input Pl1dB of
—30 dBm while consuming 30 mW. Maximum continuous input power is
above 20 dBm (100 mW). Layout area — 0.408 mm”.

Keywords: low noise amplifier, LNA, microwave limiter, SiGe,
BiCMOS, C-band.
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An interferometric method was used to develop the antenna array of a
car radio finder, thanks to which the angle of arrival of the wave is
determined by directly measuring the phase difference between the signals
received by individual elements of the antenna system located at different
points in space [1] (picture 1).

Unambiguous determination of the azimuth and elevation angle of the
radiation source is possible only with the help of at least three antennas, the
distance between which does not exceed half the wavelength.

With the development of digital signal processing, the efficiency of
systems based on an array of sensors has increased due to the following
reasons.

b
FHTEHHE 3,

— = 5
1 ]
Bonna o A 4 A =4

X L‘L AHTEHHE 2

Picture 1 — Three element interferometer
The emergence of high-speed digital processors. When using them,

there are no requirements for the speed of processing the received
information. Even very complex mathematical relationships for determining
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bearing are processed in relatively short periods of time or can be simplified
for faster and more economical processing [2].

The development of calculation methods, which made it possible to
divide several waves coming from different directions even when using
low-base antenna systems (high resolution, super-resolution, and resolution
with multi-wave reception) [3]. A typical configuration of a radio finder
integrated with a computer is shown in the picture 2.

- Test
generator
Transform Transform Transform
frequencies frequencws frequencie
Heterodyn
ADC ADC - ADC
Digital Dlgltal Digital
filter filte filter
Filtering and Determining the Bearing Computer

Picture 2 — Block diagram of a radio finder combined with a computer.

The outputs of the individual antenna elements are connected to a
circuit containing:

- test inputs for the generator

- multiplexers, if the number of antenna outputs N is more than

the number of receiving channels

- tuner and analog-to-digital converter

The signals are converted to an intermediate frequency, which is a
priori suitable for a given analog-to-digital converter, and digitized [4]. The
digitized data is filtered to the band required for the calculation, and sent to
the bearing calculation sector.

As a rule, antennas for car direction finders contain at least nine
elements, which can be either dipoles or horn radiators.
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The use of omnidirectional antennas is preferable, since they allow
you to receive an electromagnetic wave from any direction, thereby
increasing the characteristics of the direction finder.

Such a radiator will have different radiation characteristics and input
characteristics at different frequencies of the operating frequency range [5].

Due to the fact that the operating frequency range of the car direction
finder is in the range from 30 MHz to 3000 MHz, at frequencies below

The 1 GHz dipole radiator will be a virtually dipole antenna. There is
no need to achieve perfect matching of the emitter, since the dip of the
vibrator gain in the direction finder will be compensated by the amplifier
following it.

Due to the design features of the antenna array, it is easier to perform
with printed-circuit radiators. Since such a printed emitter can be placed on
a single printed circuit board with a power line, balun, amplifier and other
digital information processing devices. In this case, the configuration of the
printed emitter, the thickness of the substrate, its relative dielectric constant,
etc., will significantly affect the characteristics of the emitter and the entire
antenna array.

In the Feko 7.0.2 software package, calculations were made of the
characteristics of the radiation patterns for various numbers of radiators and
antenna array sizes.

In picture 3 the radiation patterns of a circular antenna array at a
frequency of 30 MHz for nine and eighteen elements are showed. The
grating diameter is 1.5 m. From the figure it can be seen that for 9 and 18
emitters the antenna forms the same radiation pattern with a back radiation
level of 0.78 from the maximum.

Picture 3 — Irection finding pattern of the antenna array with a
diameter of 1.5 m for nine (a) and eighteen (b) emitters, calculated at a
frequency of 30 MHz
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In Picture 4 the radiation patterns of a circular antenna array at a
frequency of 1500 MHz for nine and eighteen elements are showed. The
grating diameter is 1.5 m. From the figure it can be seen that for 9 and 18
radiators the antenna forms a radiation pattern with a pronounced
maximum, clearly indicating the direction of arrival of electromagnetic
radiation. In this case, for the case of 9 emitters, the radiation pattern has a
higher level of spurious emission.

m

240

Y

Picture 4 — Direction finding pattern of the anteﬁna array with a
diameter of 1.5 m for nine (a) and eighteen (b) emitters, calculated at a
frequency of 1500 MHz

Thus, the analysis allows to draw the following conclusions:
- at the lower frequency of the working range of 30 MHz, the lattice
parameters practically do not depend on the number of emitters, while with
increasing lattice diameter the quality of determining the direction of arrival
of an electromagnetic wave significantly increases, since the level of the
back radiation of  the lattice decreases significantly;
- at the average frequency of the working range of 1500 MHz, the best
parameters in terms of determining the direction of the electromagnetic
wave and the level of side maxima are circular antenna arrays with a
diameter of 1 m, 1.5 m and 2 m with 18th radiators;
- at the upper frequency of the operating frequency range for all the
calculated options for constructing antenna arrays, both the resolution and
the level of spurious emission differ little when the geometrical parameters
change;

- to build an annular antenna array for a car direction finder, it is
necessary to choose the following geometrical parameters: the number of
radiators 9 (for the case of simplifying the antenna and direction finder
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design) or 18 (for the case of obtaining the best direction finding
characteristics); antenna array diameter 1.5 m (for the case of simplifying
the antenna design) or 2 m (to increase the resolution at the minimum
frequency of the working range).
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Annoranus. llenpio paboThl sBIsieTCs pa3paboTKa U HCCICIOBAHUE
AQHTEHHON pelIeTKH JUId AaBTOMOOWMJIBHOTO IIeJICHraTopa, HMeromen
MHUHHMAJIbHOE KOJIMYECTBO HM3JIydaTeliell U MpueMieMblii Bec, rabapuTHbIe
pa3Mepsbl, MO3BOJISIONICH OJHO3HAYHO ONPENENsATh HAlpaBlCHUE MPHUXO0Ja
JIEKTPOMarHUTHOTO ~ HM3JIy4eHHWS B  I[IMPOKOM  JHala3oHe  dYacToT.
Pa3zpaboTanHas aHTEHHasl pelleTKa IIOCTPOCHA IO KOJBLEBOH CXeMe U3
JICBATH W3JydaTeled M MO3BOJISIET OINpPENENUTh HallpaBIeHHE IPUXoJa
3JIEKTPOMAarHuTHOM BOJIHBI B uana3zoHe yactoT oT 30 MI'm no 3000 MI'.
D¢ heKTUBHOCTD AHTEHHOW PELIeTKH ITOATBEP)KIAETCS MOJECIHPOBAHUEM B
nporpammHoM nakete Feco 7.0.2

KiroueBble cjioBa: aHTeHHas pemieTka, WHTepdepomeTp, nupponas
0o0paboTka CcHrHajga, aBTOMOOWIIBHBIA paJUOIeIeHraTop, JAMINOJIbHBIN
W3JIydYaTesb, yroil MPUX0/ia BOJIHBI.

Annotation. The aim of the work is the development and study of an
antenna array for a car direction finder, having a minimum number of
emitters and an acceptable weight, overall dimensions, allowing
unambiguous determination of the direction of arrival of electromagnetic
radiation in a wide frequency range. The developed antenna array is built
according to a ring pattern of nine emitters and allows determining the
direction of arrival of an electromagnetic wave in the frequency range from
30 MHz to 3000 MHz. The efficiency of the antenna array is confirmed by
modeling in the Feco 7.0.2 software package
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Introduction

Recent years have been associated with the active development of
standards and equipment for fifth generation (5G) telecommunication
networks. Fast evolution of this industry requires such type of antennas as
multi-element active electronically scanned arrays (AESA). Radiation
pattern of AESA can be electronically changed without changing the
antenna structure. Multi-element antenna can form multipath radiation
pattern which is necessary for tracking user by a base station of the network.

The main and the most expensive part of any AESA is transceiver
module. It performs switching between receive and transmit modes, control
the amplitude and phase of processed signal. The number of transceiver
modules corresponds to the number of elements in AESA. Today, all
developers and manufacturers of AESA aim to reduce the cost of whole
antenna and transceiver in particular. Integration of all transceiver
functional modules into one crystal is one of the ways to reduce antenna
cost [1]. Fully integrated transceiver module called Core Chip.

Integration of novel electronic devices including AESA Core Chips
causes significant size decreasing of semiconductor structures. As a result
junction width, oxide isolation thickness and contacts size become smaller
and smaller which leads to decreasing of device electrostatic discharge
(ESD) robustness and causes additional difficulties in electrostatic discharge
protection schemes design [2].

Full-chip ESD protection scheme design is one of the essential steps of
AESA Core Chip design flow. This work is a part of research project
«Design of microwave integrated circuit for AESA beam forming modules
based on silicon technology», project code: 8.3962.2017/IT4 which is held
in Engineering center of micro- and nanoelectronics devices, Sevastopol
State University.

Overview

A. Full-chip ESD protection principle
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To ensure AESA Core Chip electrostatic discharge robustness with
2 kV level (typical value of high-voltage pulse) its structure should include
special protection scheme. This scheme should provide path for ESD
current between any two pins of Core Chip. Full-chip ESD protection based
on current drainage from the pad to the power or ground bus and from them
to the other pad [3]. Such approach requires protection devise (PD) for
every pad and every power bus. ESD protection design becomes more
difficult because Core Chip includes several supply voltages, separate
analog and digital ground pins. A Full-chip ESD protection block diagram
is shown in Figure 1.

DG1
PAD PAD
Analog I: 1 :I Digital
ground Ly ground
DG2
ESD ESD
PAD PD = — PD PAD
ESD ESD
PD PD
Information L = - . Information
analog pads | digital pads
ESD Internal circuit ESD
PAD PD PD PAD
ESD ESD
PD PD
PAD PAD
Analog Digital
wppry 1 e
- ESD ESD
PD PD

Analog domain Digital domain

Figure 1 — Full-chip ESD protection block diagram

While developing protection schemes it is important to find a balance
between crystal area, the amount of shuntable ESD current, the parasitic
capacitances and inductances value, which are inevitably introducing into
the Core Chip scheme. To date as ESD protection devices are used [4]:

— ESD diodes;

— thick field oxide metal-oxide-semiconductor (MOS) transistors;

— grounded-gate n-channel MOS transistors;

— bipolar transistors;

— silicon controlled rectifiers.

Design of PD which based on the avalanche breakdown principle
(thick field oxide MOS, grounded-gate NMOS and silicon controlled
rectifier) requires specially programs for determine their characteristics
within the framework of used technology.

B. Schematic Diagrams
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In this development, it was decided to use as PD for information
digital and analog pads the ESD diodes (Figure 2.1, a). As supply buses PD
transient-triggered bipolar clamp [5] are used (Figures 2.1, a and b).

Diode protection circuit includes two ESD diodes, which are
connected to the pad, ground and power buses. While ESD event occurs one
of the diodes opens and ESD current flows from pad to supply or ground
bus. Diode junction area must be selected in accordance with required
protection level (for 2 kV HBM model junction area is 800 pm?).

Value of RC-circuit time constant (CO, R0—2) is chosen such that
transistor Q1 (MO) does not open when exposed to a typical supply pulse
front of the chip (from 1 to 100 ps[5]). At influence a shorter pulse front (at
the ESD event), transistors Q0 and Q1 (MO) are opening and ESD current
flows through PD from supply bus to ground.

VDD 4 . VDD
VDD b, { I
T o
Qo
. 5
JiN ;JQ‘ §
—u-|[-amo
To internal B
PA -
circults B
iy |
=R
il GND @——= GND Q—i—
a) b)

Figure 2 — Scheme diagrams of the diode-based PD (a) and transient-
triggered bipolar clamp for 5 V (b) and 2.5 V (c) supply

C. Layout
Designed layout of ESD protection diode are shown in Figure 3.
Linear dimension of diode is 17x45 um. Layouts of PD for power supply

Sl

Figure 3 — ESD protection diode layout
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Figure 4 — Layout of PD for 5V (a) and 2.5V (b) power supply

All topologies have been developed with considering the amount of
current flowing through protection scheme during ESD event. Transistors
Q1 and MO are divided into several parts (see Figure 4) and are arranged in
such way to ensure the most efficient current flow through them. Timing
chains (RC-circuits) are located in the middle of the topology. Linear
dimension of 5 V protection circuit is 127x122 pm (area — 0.016 mm?) and
2.5 V protection circuit is 102x81 pm (area — 0.008 mm?).

Simulation results

For simulation of designed ESD protection devices Human Body
Model (HBM) are used. 2 kV HBM assumes series connection of the circuit
under test, a 1.5 kOhm resistor and a 100 pF capacitor with 2 kV initial
voltage. Figure 5 shows simulation result of designed ESD protection
devices with described conditions.

Figure 5 — ESD protection devices simulation result
from 2 kV HBM for 5, 2.5 and 1.8 V devices
Conclusion
The paper presents full-chip ESD protection design for C-band AESA

Core Chip. For full-chip protection several types of protection devices have
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been designed: diodes for information analog and digital pads, transient-
triggered bipolar clamp for 5V supply bus, MOS clamps for 2.5 V and
1.8 V power supply buses.

According to post-layout simulation results with using of 2 kV human
body model, maximum voltage at the protection devise output is less than
7.2V for 5V supply. Peak current during electrostatic discharge is 1.3 A.
Time of ESD current flow through protection devise less than 1 ps.
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AHHoTanusi. B cratbe mpencTaBleHBl pe3yIbTaThl  Pa3pabOTKH
KOMIUIEKCHOM CXEMBI 3alIUTBl OT OJJIEKTPOCTATHYECKOTO pas3psna st
NpUEMO-TIepeIAlOIIeT0  MOAYJS aKTUBHOW  (pa3sMpOBaHHOW aHTEHHOMH
pewerku. [Ipu pa3paboTKe HCIHONB30BAIMCH MPAaBHIA MPOCKTUPOBAHHS U
oubnunorexkn SiGe bBuKMOII TexHOIOrHYecKOro Mmpolecca ¢ MpOeKTHBIMU
Hopmamu 0,18 mxm. IIpuBeneHbI pe3ynbTaTHl  MOCT-TOMOJIOTHYECKOTO
MOJICTIMPOBaHMSl  pa3pabdOTaHHBIX YCTPOMCTB 3amuThl. Pa3zpaboTka u
MO/JICTIMPOBAHKE TPOBOMINCH C HMCIOJIB30BAHUEM MPOTPaMMHOTO MaKeTa
Cadence Virtuoso.

CoryacHO pe3ynbTaraM IOCT-TOIOJIOTHYECKOTO MOJICIUPOBAHMUS,
YPOBEHB 3alIUThl pa3paboTaHHOW CXeMBI cocTaBiseT 2 KB mo mozxenu tema
yejoBeka. MakcuMalbHOE HAaNpsDKEHWE Ha BBIXOJE CXEMBl 3aIlUThHI
cocrapisier 7,2 B, MakcumalbHbl TOK cocraBisier 1,3 A, Bpems
cpabaThIBaHUs COCTaBIIsIET MeHee | MKC.
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KiroueBble ciioBa: 3JEKTPOCTAaTHUUECKUH  paspsil, YCTPOHCTBO
3allUThl, IpueMo-nepenatominii Moayinb ADAP, MOHONUTHAsA UHTETpaJIbHAS
cxema, bBuKMOII.

Annotation. The paper presents design results of full-chip electrostatic
discharge protection scheme for an active electronically scanned arrays
transceiver module. In a design process rules and libraries of a 0.18 um
SiGe BiCMOS technology were used. Post-layout simulation results of
designed protection schemes are shown. Cadence Virtuoso software
package were used in the design process.

According to the post-layout simulation results protection level of
designed scheme is 2 kV under human body model. Maximum output
voltage of protection scheme is 7.2 V, maximum current is 1.3 A, response
time is less than 1 ps.

Keywords: clectrostatic discharge, protection device, AESA
transceiver module, monolithic integrated circuit, microchip.
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Main part

The discone antenna which is vertically polarized radiator with the
horizontal pie chart of orientation is taken as a basis [1]. The main
advantage of the discone antenna consists in big frequency bandwidth
within which it can be fed on the coaxial cable at the corresponding
symmetry and an impedance. It is rather simple on the device and is
insensitive to deviations from the nominal sizes. Therefore, such antennas
are widely used in commercial broadcasting, mainly in the ranges of

decimeter and metric waves.
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Figure 1 — Discone antenna and its versions:
a) homogeneous, b) skeletal, ¢) mixed

The discone antenna consists of a metal cone with a disk at top (figure
1, a). It is carried to antennas with an upper power supply which are
supplied with end capacity in the form of a disk and a cone-shaped outer
conductor.

In the initial look discone antennas are used only in the decimeter
range. In the ranges of HF and metric waves mainly "skeletal" forms when
metal surfaces are replaced with figures from metal bars, bands, tubes or
wires are used.

Approval of the discone antenna of a "skeletal" form on all HF range
is not possible.

One of possible options of reduction of dimensions of the antenna and
improvement of approval is a bend of the radiator to an exponential look
(figure 2, a). Still to reduce the linear sizes of the antenna it is also possible
to twist radiators in a spiral (figure 2, b). The similar solution was
considered [2, p. 106].

a) b)

Figure 2 — Models of the first (a) and second (b)
stage of conversion of the discone antenna
Such construction though has good characteristics, but is difficult in

production therefore the option is suggested to approximate radiators to the
look presented on figure 3.
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Figure 3 — Model broadband HF the antenna with the reduced linear sizes

The presented Short-wave antenna was a simulated in FEKO CAD,
results of modeling are presented on figure 4 and 5.

SWR
19
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Figure 4 — The SWR modified discone antenna
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Figure 5 — Directional patterns of the modified discone antenna
on5, 10,15 MHz

Conclusion
On the basis of a research of parameters of the discone antenna the
model was constructed and characteristics are received. For reduction of the
linear sizes of the wideband antenna HF of range the following measures
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were proposed: first, to bend a wire of the radiator in a form exponent;
secondly, to twirl a crimped wire of the radiator in a spiral form; thirdly to
approximate the received radiator. Similar geometrical conversions allowed
to reduce antenna dimensions. The received wideband antenna HF of range
works range from 5 MHz to 30 MHz.
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Annoranusi. Ceiiwac koporkme BonHb (CB) wmcmonp3yrorcs B
OCHOBHOM JUIA CBSI3M Ha OOJIBIIMX PAcCTOSHUSIX MO TOH INPHUYMHE, YTO
KOpPOTKHE BOJHBI $ky wave MOTYT PaclpOCTPaHAThCS Ha MHOTHE THICSUH
KWJIOMETPOB, ¥ Ul 3TOT0 HE TpPeOYyIOTCS TepefaTIuKH  OONBIION
MOIIHOCTH. AHTEHHBI, paboTatomue B auamnazoHe SW, HUMEIOT
BHYUIUTEbHBIE Pa3Mephbl, YTO, HECOMHEHHO, SIBIISIETCS OJJHUM M3 OCHOBHBIX
HenocTaTtkoB. llenplo poknana sBisieTcss pa3paboTKa LIMPOKOINOJIOCHOM
aHTeHHb! BY nuana3oHa ¢ yMEHBIICHHBIMU JIMHEWHBIMY pa3MepaMu.

KiaueBnle ciaoBa: kopotkue BoiHbBI (CB), nuckoHHas aHTEHHa,
U3JIyyaresb, CIUpallb, FAPMOHU3ALIHS.

Annotation. Now the short waves (SW) are used mainly for
communication on long distances for the reason that sky wave short waves
can extend to many thousands of kilometers, and transmitters of big power
for this purpose are not required. The antennas working in SW range have
the impressive sizes that undoubtedly is one of the main shortcomings. The
purpose of the report is development of the wideband antenna HF of range
with the reduced linear sizes.

Keywords: short waves (SW), discone antenna, radiator, spiral,
harmonization.

82



UDC 658
RESEARCH AND ANALYSIS OF CAD ADAPTATION IN
DIMENSIONAL CHAINS CALCULATION
Alexey Dankov
I’ year student,
Technology of Mechanical Engineering Department,
Sevastopol State University,
e-mail: alexei_191@mail.ru
Svetlana Pastukhova
Scientific advisor, assistant professor,
Foreign Languages Department,
Sevastopol State University

A dimensional chain is a set of interrelated dimensions that form a
closed contour and are directly involved in solving the problem. There are
three types of dimensional chains: engineering, technological and
measuring. Each of these types solves problems of accuracy assurance on
the different production stages. Dimensional chains calculation can be
considered as a necessary part of design preparation for production and
technological preparation for production.

Today every machine-building company aims to minimize the cost of
production and the amount of expending time, and thereafter to maximize
income. CAD system is the most effective technology to help solving all
the above problems.

Most industrial enterprise leaders are now aware of requirement in
automatization of all stages of design, pre-production and production. CAD
is one of the many tools used by engineers to solve these problems. CAD is
mainly used for 3D and 2D models drawing as well as for engineering and
production process support from conceptual design and layout of products
to definition of manufacturing methods.

Nowadays, computer-aided automation is the only way to accelerate
the dimensional chain calculation and different CAD developers are trying
to create the best possible way to solve the problem. The most successful
decision is applied dimensional chain library in CAD “Compass 3D”.

First of all, it should be noticed, that considered library can only solve
inverse problem of chain calculation, when all the dimensions are known,
and there is a goal to find the parameter of closing element. Such problem
is definitely found much more frequently than direct problem, but this one
can’t be solved using CAD yet.

There is a comparison of two calculation methods below: first without
any software and second — using applied library in CAD “Compass 3D”. As

83



an example it will be used the gearbox assembly drawing section (pic. 1).
— 10" grade. The task is to find

Optimal accuracy of axial dimensions
closing link tolerance.
A =759

.

A =80 As=30 Ap=T

Ax=6 Ay=27
Picture 1 - Dimensional chain of the drawing section

1. Manual calculation algorithm
1.1. Analyze drawing, choose dimensional chain and determine

increasing and decreasing links. There is a condition that must be ensured

[1,p. 252]:
72 n—+p

Ao = Z A e — Z A, e -
Jj=1 nn—+1

Ay =4 —A, —A; — A, — A
1=159—-6—-21—80—30—21
1=1
1.2. Appoint tolerances to each dimension:
A= 1597010 mm; Ay = 6908 mm; Az = 219034 mm; Ay = 80,9129

mm; A5 = 30»0,084 mm; Aé = 21—0,084 mm.
1.3. Closing link tolerance determination using the equation [1, p.
253]:
n n+p
TAO = ZTAﬁm‘ + z TA_/'de("
j=1

) J=n+l

If the whole number of links in chain is m, and the number of

component links is:
m-1=n+p,

then we can modify the equation to the next form:

74, =514,
J=1

where T4, - closing link tolerance;
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T4, - component link tolerance;
After substitution of values we get the tolerance of closing link:
74, =160+ 48+ 3 -84 +120 =580 mcm.

1.4. Calculation of midpoint tolerance coordinates of closing link and
maximum deviations using equations [1, p. 253]:

” n+p
EC‘AO = E ECA/-yg - E ,EcA/'yJw >
J=1 i=rn—+1
E. A, = 160 _ £+3.ﬁ+@ =—130 mcm.
2 2 2 2
7 A,
= A, — F A, + T;
7
E,.A, = E_A, —TA";
E A, = _13()_._% =160 mcm;
E, 4, = —130 — >80 _ 420 mem.

Suchwise, there is the closing link dimension with deviation:
Ay =11

2. Dimensional chain calculation algorithm with the use of
«Compass 3D» applied library.

2.1. Composing dimensional chain using CAD system;

2.2. Using library manager, find and open dimensional chain library.

In property panel the number of dimensional chains is to be made, as
well as current number. The next step is to select all links, but the closing
link should be selected last. Also, while selecting links, it’s possible to get
linear dimension projection, convert dimension to radius, diameter or
opposite deviation and impose angular deviations.

After selecting all links, chain closes and deviations are assigned to
closing link in the table 1. This table can be easily exported from Compass
to txt file.

Table 1 — Calculation results using CAD library

Link Ne Type of link A Max. Min. Deviation
Deviation

1 increasing 159 +0,160 0

2 decreasing 6 0 -0,048
3 decreasing 21 0 -0,084
4 decreasing 80 0 -0,120
5 decreasing 30 0 -0,084
6 decreasing 21 0 -0,084
7* closing 1 +0,160 -0,420
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As expected, closing link deviations are the same as in the first

calculation. Closing link dimension with tolerance presented below.
A,7 — 1+(),160
* T 10,420

To summarize, there is a list of advantages and disadvantages
presented below.

Advantages:

1. Amount of time spent on calculation is relatively small;

2. High accuracy level;

3. Simple and ergonomic interface of CAD «Compass 3D»;

4. Ability to export or save results in an electronic archive available in
program.

5. Extremely fast adaptation of the method in companies, which
already use CAD «Compass 3D» without library.

Disadvantages:

1. It should take a time to pay back software purchase costs;

2. Impossibility to solve direct problem of dimensional chain
calculation.

In spite of minor flaws it should be recommended to apply such
calculation approach to solve the dimensional chain problem on machine-
building enterprises.
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AHHoTanus. B ctatbe mMpoOBOAWTCS CPaBHUTEIBHBIN pacueT, YTOOBI
pPaccMOTPETh JIYYIINA CIOCO0 pelIeHus 3a1a4n pa3MepHoOi enu. Tekymuit
aHaIM3 OINpeJeNsieT BO3MOXKHOCTh M IEJIeCO00pPa3HOCTh HCIIOIb30BaHMS
CAIIP "KOMITIAC 3D" npu pacyere pa3MepHbIX LENed U OIpenesser
Ka4eCTBO, TOYHOCTh U BPEMs PEaJIM3aliH 110 CPAaBHEHHIO C KJIACCHYECKHM
METOOM. B 3aKiioueHMM NpUBENCHBl NPEUMYIIECTBA M HEIOCTATKH
NPEAJIOKEHHON METOJMKK pacueTra, 4TOObI II0Ka3aTh aKTyaJlbHOCTh
npumenenus: meroga CAIIP Ha COBpeMEHHBIX MPEANPUITHSX.

KiawoueBble cioBa: Pasmepnbie memnoukuw, ananu3, CAIIP,
"KOMIIAC 3D", 6ubnmoTeka MpuIoKEeHHIA.

Annotation. Comparative calculation is taking place in the article to
consider the best way of solving the dimensional chain problem. Ongoing
analysis determines possibility and advisability of using CAD «Compass
3D» in dimensional chains calculation and defines quality, precision and
time spent on implementation compared to classical method. In the
conclusion advantages and disadvantages of suggested calculation
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technique are given to show the relevance of applying CAD method on
modern enterprises.

Keywords: dimensional chains, analysis, CAD, «COMPASS 3Dy,
application library.
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Introduction

Nowadays any big city has significant amount of traffic lights. They
are a main part of traffic control and road safety systems. Each traffic light
has a controller which determines its operation logic. Controller can be
made as special control chip. Disadvantage of such approach is fixed
operation algorithm which cannot be change without chip replacing.
Another approach is using reprogrammable chips such as microcontrollers
or Field-Programmable Gate Array (FPGA) chips. For traffic lights it is
recommended to use FPGA as operation controller as they have a fixed
logic structure and cannot hang in some state of its operation.

The bulk of traffic lights work fully automatically according to
synchronous algorithm based on equal time intervals between operation
iterations. But in some individual cases it is advisable to use asynchronous
traffic lights which can be controlled by pedestrians. It is relevant for
crosswalks with low-level pedestrian flow and high-level traffic.

Overview

A. Traffic Light Algorithm

Controller developed for traffic light with three-section traffic part,
two-section pedestrian part and user button for crossing request. Traffic part
has green, yellow and red sections, pedestrian part has «--» and «GO»
sections with seven-segment indicator (for transition time countdown).

Designed traffic light algorithm for asynchronous crosswalks has a
seven operation stages which are described in the Table 1.

B. Finite State Machine Description
The most convenient implementation of the described in section A
algorithm on FPGA is Finite State Machine (FSM). FSM comes from the
automata theory and is implemented as automata by computer-aided
mathematical model [1].
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Table 1 — Traffic lights operation stages description

Stage Pedestrian | Duration, s

4 Traffic part state part state seconds Description
initial state; waiting for

0 green «“—-» — .
crossing request

1 green “ 3 delay after crossing
request

2 Green blinking “——» 3 warning for drivers

3 yellow R 3 —

4 red «GO» 7 —

5 red «.GO.» 3 warning for pedestrians

blinking
6 red+yellow «“——» 3 —

It has a several states which change according to a specific algorithm.
The most convenient description of FMS is a graphical representation of its
states called transition relationship chart. States of traffic light FSM is
directly described by operation stages which are presented in the Table 1.
Figure 1 shows transition relationship chart for designed traffic light
controller FSM.

Crossing_req ™.~ Counter— 3 ™.~ Counter == 6 .~ Counter == 9 Counter == 19 Counter == 23"

Start /" § 5 3 ¢ ¢

L i B L = [ ) (X ]

i A v 4 A A A

S0 51 ~'52 "853 'S4 S5 756
k Reset / /
Reset

Reset .

Reset

Reset

Reset
R

Figure 1 — Transition relationship chart of designed FSM

For creation FPGA firmware, Quartus design software are used. It
includes design entry, synthesis to optimization, verification, and simulation
of designed projects [2]. Traffic light FSM are designed using State
Machine Wizard in Quartus. This tool allows to easily and quickly develop
Verilog description of FSM by setting type of FMS, input and output
signals, states, transitions and actions on each state. Verilog file with FSM
description is generated as result of Wizard operation and includes into
current project.

C. Project description

Block diagram (RTL view) of designed controller is presented in the
figure 2.
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Figure 2 — Traffic light controller block diagram in Quartus

Controller has three functional blocks:

— TrafficLightsControl implements finite state machine that
describes operation algorithm of traffic light (Figure 3);

— timer_Is creates one-second intervals for correct work of FSM
(counter in the Figure 1);

— LightsDecoder performs decoding of FSM current state and output
signal generation.

TrafficLightsControl-control

E fstate
B WideOrg
crossing_request WideOr7

WideOrs

e

Figure 3 — RTL-view of TrafficLightsControl module

Input signals of the controller are clock signal (clk), reset signal (reset)
and signal from user button (crossing_request). Output signals are three-bit
signal to traffic part (1d[2:0]), three seven-bits signals to pedestrian part
(seg0—2) and three-bit current state number (state[2:0]) for debugging
purposes.

D. Hardware Verification Result

For hardware verification, DE1-SoC Development Kit [3] are used
(Figure 4).
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Figure 4 — DE1-SoC Development Kit with Cyclone V FPGA during
hardware verification of designed controller

In the Figure 4 traffic light controller is in state #4 (see Table 1). First
digit of seven-segment indicator shows transition time countdown for
pedestrians. Second and third digits show combination «GO» for
pedestrians. First three red LEDs under indicators shows current state of
FSM (combination «100» in binary code for state #4). Last three red LEDs
match to traffic part of the traffic light. Buttons «KEYO» and «KEY3»
corresponds to the user button for crossing request and reset, respectively.
Contact bounce of used buttons suppressed by software.

Conclusion

Designed controller can be used in asynchronous traffic light with
three-section traffic part and two-section pedestrian part with transition time
countdown. FPGA implementation of controller allows to quickly changing
traffic light operation algorithm without changing hardware. In addition,
FPGA shows better operation stability and less power consumption in
comparison with microcontrollers, which can be very useful for self-
powered traffic light.
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AHHOTANMA.

B crathe mpencraBiIeHBl pPe3yNbTAaTHl pa3pabOTKH KOHTpOJIIepa
ACHHXPOHHOTO cBeTOopa ¢ TPEXCEKIMOHHON aBTOMOOMIBHON 4YacThi0 U
JIBYXCEKIIMOHHOM IICIIEXOMHONH YacThI0 ¢ OOpaTHBIM OTCYETOM BPEMEHH
nepexona. KoHrpomnep paspaboTaH Ha S3bIKE OIMCAHUS amNIapaTypbl
Verilog ¥ COmEpXHUT CHHXPOHHBIH KOHEYHBIH aBTOMAT, TaWMmep st
(opMHpOBaHUs HEOOXOJUMBIX HMHTEPBAJIIOB BpEeMEHH M Jemmdparop
coctosiHul. [IpencraBieHa CTpyKTypHasi cXeMa KOHTPOJUIEpa U OIUCAH ero
anroput™ padotsl. [IpoBenena anmaparHas Bepudukanus ero paboTsl.

B xone paspaboTkm wmcmosnb3oBajiack cpena pazpaboTku Quartus u
kommiekT pazpabotku DE1-SoC ¢ IUIUC Cyclone V.

KuaroueBble cioBa: KoHTpourep cBerodopa, Verilog, KoOHEUHBIN
aBToMmat, FPGA, Quartus, Cyclone V

Annotation. The paper presents design results of asynchronous traffic
light controller with three-section traffic part and two-section pedestrian
part with transition time countdown. The controller is designed by hardware
description language Verilog and contains synchronous finite state machine,
timer for necessary time intervals creation and state decoder. Controller
block diagram are shown and its operation algorithm are described.
Hardware verification of controller is held.

Quartus design software and DE1-SoC Development Kit with Cyclone
V FPGA were used during development.

Keywords: traffic light controller, Verilog, finite state machine,
FPGA, Quartus, Cyclone V
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Modern advances in robotics allow people to significantly expand the
human physical abilities. Wearable robotic tools are currently becoming one
of the most dynamically developing technologies in this area. The
exoskeleton is needed in order to combine the intelligence, adaptability and
learning ability of a human worker with the strength, endurance, and
accuracy of a robotic worker. These devices will gradually become an
indispensable part of our daily life.

Exoskeletons are robotic means designed to replenish lost functions,
build up the strength of human muscles and expand the amplitude of
displacements because of the outer frame and leading parts. Wearable
robotic tools act as a linker between completely manual labor and robotic
systems. The exosuit works by using sensors that monitor the state of a
person’s body, the movement of his arms, legs, muscles, a mechanical
skeleton with a limb drive system and a computer program that works on a
base of a mathematical model of the movement of human body that controls
all of this mechanism on a base of sensor data. Recently functional
development of exoskeleton is being carried out, which is necessary for
creating systems of a person’s vertical position and enhancing human
physical abilities [1, p. 24].

Currently, the leading areas of application of exoskeleton modules and
complexes based on them can be divided into: military and special
purposes, rehabilitation and compensation of the lack of mobility of disable
people, and the usage in industry. The purpose of military use is to install
difficult armor and weapons, assault and sapper operations, increase of
mobility and speed in order to help soldiers carry more weight over long
periods of time.

Medical exoskeletons can be used to help injured people and disable
people, senior people who, due to their age, have problems with their
locomotor system. Special robotic suits can be both equipment for rescuers,
and mechanized diving or protective suits [2, p. 253]. The building
exoskeleton has the ability to carry on itself building equipment or to be
used as a loader.

The most promising are industrial exoskeletons. Exosuits for work and
industry can be used on construction sites, in dry docks, in factories,
warehouses and even in surgical rooms. The introduction of such devices
provides a solution to the three most important business tasks: increasing
labor productivity and reducing the labor intensity of manufacturing
operations performed manually, reducing the amount of social and
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compensation payments caused by industrial injuries, providing additional
motivation of employees, achieved by creating more comfortable working
conditions.

Industrial exosuits are much less sensitive to technological limits that
are typical to the whole exoskeleton industry.

If we decompose the wearable robotic tool into components, we get:
power supply, a frame and a software. The level of requirements to the
control system of the industrial mechanism is lower than to a similar
solution of medical or military usage. Unlike military exoskeletons,
intended for field and marching use under conditions of complete energy
autonomy, most of the industrial ones are supposed to be used in
workshops, thereby we will get the reducing of the requirements for
autonomous energy sources [3].

Mechanical systems are widely distributed in modern technology and
exoskeletons are the most popular direction. With the development of new
technologies, new opportunities will be opened in the sphere of
improvement of exosuits, which will lead to spread them everywhere for
industrial applications all around the world. These devices will significantly
reduce industrial injuries, as well as significantly improve productivity and
give a chance to any person to work in such place where the great physical
strength was needed before.
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AHHoTanusl. Tema HayyHOH cTaTbu — «OK30CKENeT Kak Ccrocod
pacuiMpeHuss BO3MOXKHOCTEH deloBeka» - B paMKax KOTOpOW ObuIM
PacCMOTPEHBI COCTABIISIIOLINE K30CKeNeTa U IPUHLIUII ero paboThl, a TaKke
TPYIHOCTH, KOTOpbIE MEXaHHW3M IIOMOTaeT IPEoNoJeTh PaOOTHHUKY-
YeJIOBEKY 3a CUET 3HAYMTENIbHO PACIIMpeHHs] (PU3UUECKHX BO3MOMXKHOCTEH.
beu1 npomsBeneH aHanu3 cdep NPUMEHEHHsT M TEPCHEKTHB Pa3BUTHUS
9K30KOCTIOMOB. ~ OTMEYEHO, 4TO  pOOOTOTEXHHWYECKHE  CpeJCTBa
HEOOXOAMMBI B BOCHHOM M OCOOCHHOM Ha3Hau€HWH, B MEIUIMHE, B
MIPOMBILITIEHHOH cdepe.

93



KaroueBble ciaoBa: DK3ockeneT, KapKkac, IPUBOA, JaT4HK,
HPOMBIIUICHHOCTb.

Annotation. The topic of the scientific article is “Exoskeleton as a
way to improve human abilities” - in which we discussed the components
of the exoskeleton and the principle of its work, as well as the difficulties
that the mechanism helps the human worker to overcome by significantly
expanding physical abilities. An analysis of areas and prospects for the
development of exocosuits was made. It is noted that robotic tools are
necessary for military and special purposes, in medicine, in industrial
sphere.

Keywords: exoskeleton, frame, drive, sensor, industry.
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Introduction

The most perspective direction of electronics at the moment
considering the nanoelectronics which forms on the basis of last
achievements in the fields of solid state physics, quantum electronics,
physical chemistry and semiconductor electronics technology. Researches
in the field of a nanoelectronics are important for development of the new
principles, as well as a new generation of superminiature maximum speed
circuits (microchips) for information processing.

In 1975, Gordon Moore, a pioneer in the field of electronics,
formulated his famous assumption that the amount of transistors placed on
a microcircuit chip will double each two years. Technological progress will
continuously reduce the size of the transistors in the chips, so that the
information processing of electrical signals will need to pass smaller
distances. For the electronics industry and consumers, this claim, called
Moore's law, meant that computerized devices would constantly become
smaller, faster, and cheaper. Thanks to continuous innovation in the design
and technology of semiconductor devices, the microchips have followed
Moore's prediction for nearly 35 years with remarkable accuracy.
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However, engineers have always understood that it is impossible to
constantly follow this trend. The thickness of the transistors will be reduced
to a value of only tens of atoms, and then the fundamental laws of physics
will put a limit to the process. However two practical problems are possibly
to arise even earlier. Providing a high percentage of high-quality microchip
production at close proximity of super-small transistors can become
unacceptably expensive, and the intensity of heat generated by a set of
transistors during operation can reach the level of temperature breakdown.

At the moment, the computational capability of modern
microprocessors (in fact, the most complex and sophisticated varieties of
chips) have already reached the values of 3 — 4 GHz (109 operations per
second), analysts believe that this is their limit, because further
miniaturization and integration are not able to cope with parasitic
phenomena affecting such small objects.

Calculation with light speed

So one of the solutions to these problems can serve as a deviation
from the concept of the use of electrons as the main charge carriers and
reference to photons — particles of light. The advantages of such devices
can serve as a much higher speed of transmission and processing of
information due to the higher carrier frequency and the possibility of
parallel operation of multiple channels.

Currently, the phenomenon of photoelectric effect is actively used in
the development of chips. The internal photoeffect is used for substances -
photoconductors, which under normal conditions are insulators. The
external photoelectric effect is applied to video playback, photometry and
automation.

In April 2018, a group of American scientists proposed an advanced
version of the world's first photon microprocessor, which uses light instead
of electric current to transmit data.

The processor is constructed on architecture of RISC - V, it has two
compute cores and one MB of SRAM. It is made on the basis of an
electron-photon system containing 70 million transistors and 850 light I / o
ports that perform the functions of logic, memory and interaction with each
other. The new compromise solution is suitable for almost any
microprocessor without a significant difference in their cost.

Progress in miniaturization. «Crossroads»

Today the most miniature transistors of mass production have width
only 32 nanometers - approximately in 96 atoms of silicon. Objectively
further miniaturization and manufacture of elements the sizes less than 32
nanometers with use of lithographic technique which was enhanced decades
will be exclusively difficult process.
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One of the version of microchips are crossbar systems. These systems
are using structural elements of approximately the same size as in today's
chips, but at the same time provide higher computing capabilities.

In this construction transistors are located not in one plane (like cars
on the overloaded silicon highway), and the system of the parallel
nanoconductors lying in one plane which are crossed by the conductors of a
similar system located in other plane is used (as two mutually perpendicular
highways of different levels). Between these planes the buffer layer
thickness in one molecule is located. Conductors form a set of the
intersections called memristors. They can play a role of switches, just as
transistors. However memristors can store information. The combination of
both opportunities allows to solve a row of computing tasks. In practice one
memristor can perform work of 10-15 transistors.

Hewlett-Packard Labs manufactures crossbar systems with titanium
and platinum conductors 30 nm wide, using materials and methods similar
to those already optimized for the semiconductor industry. The company's
researchers believe that the width of the conductors can be reduced to 8§ nm.
Some research teams also produce crossbar systems made of silicon,
titanium, and silver sulfide.

Hewlett-Packard memristor is a new type of circuit element formed at
the place of each raised intersection of overlapping nanowires.

Heat removal. «Wind»

When up to a billion transistors are placed on a silicon crystal, the task
of removing the heat released during their switching becomes intractable. In
personal computers there is a place for the fan, but it is able to take no more
than 100 watts per crystal. Therefore, designers are considering several new
opportunities. So, in MacBook Air laptop the role of heat sink (radiator)
plays a thin aluminum body with high thermal conductivity. In the Apple
Power Mac G5 personal computer, cooling provides fluid flowing through
the microchannels at the bottom of the microprocessor crystal.

However, the combination of liquid and electronics can be risky, and
in small portable devices like smartphones there is no room for channels or
fans. Intel's research team built a thin-film superlattice of bismuth telluride
into the body of the chip. This thermoelectric material converts the
temperature gradient into electricity, thus cooling the microchip crystal.

The cooling "patch" from bismuth telluride removes heat from the
much larger chip above it to a thin dispersing layer. The "patch" and the
dispersing layer take less places than the existing radiators and consume
less energy.

The company Ventiva, using the results of research at Purdue
University, develops a miniature solid-state «fan» without moving parts,
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which creates a flow of air with the help of the effect of electric wind - a
principle that is used in silent household air purifiers.

The slightly concave grating contains live conductors that create the
microplasm. The ions of this gaseous compound carry the air molecules
from the conductors to the neighboring plate, producing «wind». This «fan»
gives a stronger flow of air than a conventional mechanical device and have
a much smaller size.

Other developers design fans based on the Stirling machine, while still
somewhat bulky, but creating wind without consuming electricity, due to
the temperature difference between the hot and cold areas of the crystal.

Conclusion

At this stage of development of nanoelectronics Moore's law loses its
relevance. Trends can be traced to the rejection of the usual architectures of
circuits and the development of novel nanomaterials. Considered a number
of innovations, many of which are already at the stage of prototypes, in the
next two decades will be able to continue to move computer devices on the
way «smaller, faster, cheaper».
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HaHOMAaTEPHaJIOB, KOTOPbIEe B OnmkaiimeM OyIyIieM IMO3BOJIAT MPOJIBUTaTh
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Crenan BBIBOA O TOM, YTO Ha JAaHHOM OJTale pa3BUTUS
HAHOYJIEKTPOHUKH 3aKOH Mypa TepsieT CBOIO aKTyaJlbHOCTb.
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Annotation. This article discusses some tends in microchip’s
architectures and nanomaterials development, which will allow to promote
computer devices in the direction of improving performance,
miniaturization and cost reduction in near future.

It is concluded that at this stage of development of nanoelectronics
Moore's law loses its relevance.
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Introduction

Nowadays in automotive applications various driving aid systems are
widely used: parking assistant, cross-traffic alert, junction assistant,
adaptive cruise control, blind side detection and other. All of these systems
requires distance sensors for determining distance from a car to different
objects on the road: other cars, pedestrians and obstacles. Ultrasonic
sensors are widely used as distance sensors in many cars. However, with
increasing requirements to sensors operation range, distance and velocity
resolution, operation speed and functionality ultrasonic sensors replaced by
radar distance sensors. Such sensors can be mounted without holes in the
bumper or another car body element.

Installing radar sensor behind the bumper leads to a significant change
in the radiation pattern of transmitting and receiving antennas. As a result,
the radar detection performance significantly deteriorates. To avoid this
effect a complex automotive radar simulator should be developed. With
using of the simulator, system designers can determine optimal bumper
parameters or radar location in a car in terms of required radar detection
performance.

This paper describes first iteration of a radar simulator application.
Control application and graphical user interface (GUI) are designed using
of c# cross-platform language. Electromagnetic simulation of antennas
radiation patterns with bumper influence are carried out by specially
developed Altair FEKO models.

Overview

A. Radar simulator application

Radar simulator is developed as classic c# windows forms application
using free Visual Studio Community environment [1]. It contains three
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main parts: GUI, 3D visualization of bumper model and back-end
processing of calculated data.

The main window of the simulator GUI is shown in the Figure 1. At
the «Radar parameters» field of the window user can choose antenna and
bumper model, set their parameters and run simulation of constructed
structure in FEKO. 3D visualization of antenna, bumper and radiation
pattern models are presented at the «Visualization» field of the window and
are implemented using Helix Toolkit [2]. The simulation log is displayed in
the «Output» subwindow.
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Figure 1 — Radar simulator graphical user interface

The radar simulator allows to choose one of three bumper models:
flat, rounded in one axis and rounded in two axes. Each bumper model is
described by number of parameters: width, length, angle of rotation, plastic
thickness, primer thickness, paint thickness and distance to antenna. In
addition, models of rounded bumpers allow to set radiuses values along X
and Y axis. Flat, rounded in one axis and rounded in two axes bumper
models are presented in Figure 2.
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Figure 2 — Flat (a), rounded in one axis (b) and rounded in two axes (c)
bumper models in radar simulator
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Antenna and bumper parameters are set first. Then a modelling is
performed in FEKO according to the selected bumper model. FEKO starts
as separate process without GUI. Bumper model parameters transmitted to
FEKO as list of process attributes. Simulation progress is displayed at the
bottom part of the simulator window in progress bar and «Outputy»
subwindow.

B. FEKO bumper models

Used for calculation antennas and bumper models are separately
designed in Altair FEKO. It makes an opportunity of antennas and bumpers
mixing — to choose a required antenna and add different bumper model.
Antenna models are traditionally designed in CADFEKO graphical
interface.

Otherwise bumper models are described by *.lua scripts integrated to
FEKO. These scripts can be used as FEKO macro commands, which allow
to add required bumper to any antenna model. All of the antenna and
bumper parameters are set using special variables, which can be changed in
the radar simulator later.

The macro commands include adding variables, bumper materials
(such as plastic, primer and paint) and bumper geometry. Any materials are
described by their dielectric properties: relative permittivity, loss tangent
and mass density. At the following stage bumper materials properties are
taken from the article [3], executing polish because of its small thickness of
20 um.

The main parameter affecting the FEKO simulation results is a model
mesh size. It determines solver speed and accuracy. To ensure the correct
radiation field of antenna its mesh is set automatically by FEKO according
to the required frequency range. From the other side to speed up the
calculation is required grow up the mesh value. As a result, the model
includes standard mesh size of antenna, and custom mesh of all structure
(bumper and antenna). In the Figure 3 is shown designed FEKO model with
different meshes.

Figure 3 — Antenna and bumper model in CADFEKO
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In order to estimate the bumper influence on the radiation
characteristics, firstly it is necessary to make an evaluation of the
dimensions that must be taken into account. For this it is required to make
calculations with large dielectric objects. At the same time in the working
frequency range the mesh size is very small, while the number of
computing units is extremely large. To solve this problem, it is necessary to
use not only current Method of Moments but also other techniques such as
the Multilevel Fast Multipole Method (MLFMM) or Physical Optics (PO).
These methods can be applied to most large models that were previously
treated with the Method of Moments without having to change the mesh.

C. Visualization of simulation results

When the simulation completed FEKO generates the *out log file.
This file includes information about antenna radiation pattern, simulation
settings and output messages. From *.out file c# application reads matrix of
antenna total gain that depend on phi and theta angles. Simulator converts
obtained values to Cartesian coordinate system and shows antenna radiation
pattern as number of thin lines (Figure 4).

op Smumson

Figure 4 — FEKO simulation result in radar simulator application

Conclusion

The developed simulator allows to simulate the bumper influence on
an automotive radar antenna radiation pattern. It is performed by choosing
an antenna location on a bumper, specifying the required design parameters
and visualizing results in the designed graphical user interface. At the same
time, there is unnecessary to change the structure of models in Altair
FEKO. Only its computational capabilities are used. This approach can
significantly reduce time to determine an optimal radar location on the
bumper.

Further research is aimed at realizing a possibility of placing several
radars on one bumper. Another task is to optimize the solver method in
order to reduce the calculation time, keeping an accuracy. Thus, it is
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planned to move on one of the high-speed calculation method, such as,
MFLMM or PO.
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AuHoTanmsi. B craThe mpencTaBieHbl pe3ynbTaThl HEpPBOrO JTama
pa3paboTKu CHUMYJIATOpPa aBTOMOOMJIBHOTO pajapa C HCIIOIb30BaHHEM
S3bIKa  IPOrpaMMHUpPOBaHWs Cc# M MOZENeH B mIporpaMmme
anekrpoMarHuTHoro mogenupoBanus Altair FEKO. Cumymnsarop pamapa
MO3BOJIICT YYECTh BIMSHHE MaTepHalla 1 TeOMETPHU OamIiepa aBTOMOOHIIS
Ha  JWarpaMMy  HalpaBJICHHOCTH AQHTCHHBI Opd  HOMOIIH
9JIEKTPOMarHUTHOrO MopenupoBanus. Popma, pasmMep M HapameTpsl
Oamrepa 3a7aloTcs B IPUIIOKEHUH C TpapUIecKUM HHTYHTUBHO-TIOHSATHBIM
OJIb30BATEILCKUM HHTEpdericoM.

Onucan MexaHM3M OOMEHAa JaHHBIMH MEXIy NPHIOKEHHEM c# U
FEKO. IlpencraBieHsl ynpoIleHHbIE MOJCIN TpeX OaMIepoB: MIOCKOTO,
CKPYTJICHHOTO 110 OJJHOW OCH M CKPYIJICHHOTO IO IBYM OCSIM.

KnroueBbie cjioBa: JNIEKTPOMAarHUTHOE MOJICTUPOBAHHUE,
npwioxenune c#, FEKO, Bnusane 60ammepa, quarpaMma HalpaBJICHHOCTH

Annotation. The paper presents the first stage results of automotive
radar simulator design. It is made using c# program language and models in
electromagnetic simulation software Altair FEKO. Radar simulator allows
to take into consideration bumper material and geometry influence on
antenna radiation pattern by means of electromagnetic simulation. Bumper
shape, size and parameters are set in the application with user-friendly
graphical user interface.

Data exchange mechanism between c# application and FEKO is
described. Simplified models of three bumpers: flat, rounded in one axis
and rounded in two axes are presented.

Keywords: electromagnetic simulation, c# application, FEKO,
bumper influence, radiation pattern
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Main part. The main elements of the projected scheme are: LEDs,

transistors, ATmega32u4 microcontroller, current sensor, buttons, LCD

display, power supply. The schematic diagram of a prototype is provided in
a figure 1.

Figure 1 — The schematic diagram of a prototype

When programming the Arduino Micro, the FLProg programming
environment was used. This environment allows encoding with the help of
specialized blocks that represent certain functional actions or operations:
addition, subtraction, shift, conditional action, counting, trigger, display
representation, etc.

The part of the block diagram that is responsible for controlling the
level of pulse-width modulation (PWM) using an encoder, as well as
switching between PWM channels is shown in Figure 2.
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Figure 2 — Block diagram for controlling the level of PWM

This block consists of an encoder (Encorer and EncDirect2 blocks)
level controller (leveling +/— 2), a counter, a demultiplexer (DMS), a
scaling block (CTU), a timer (TON). The encoder signal is fed to the level
controller. The signal comes to the scaling unit, and then to the
demultiplexer, where the level of the selected PWM channel is regulated.
When the button is pressed, a signal passes through the counter to the
multiplexer, where the PWM channel is selected. Reset extends parallel
with the change of channel; the signal passes through a timer, which is
required for debounce.

The luminosity determination unit of the LED (Fig. 3) consists of a
scaling unit (CTU), a switch and comparison unit (I1 == 12). The signal
from the PWM control unit (Fig. 2) goes to the scaling unit, and then goes
to the switch where it is determined whether the button was pressed and
whether a reset is necessary. Then the signal is fed to scaling block number,
where it is determined what level PWM currently exhibited by means of the

encoder and is recorded in the variable

=
= o

Figure 3 — The luminosity determination unit of the LED
The information display unit on the LCD display (Fig. 4) consists of
variables, a logical OR (OR) and a display (DISP). After recording data
from the luminosity determination unit of the LED, the signal passes
through the logical element OR. In accordance with its operation logic, the
level of luminous flux in lumens is displayed.
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Figure 4 — The information display unit on the LCD display

Conclusion As a result, a part of the laboratory layout was designed -
an electrical circuit. This project provides for the management of each of
the components (separately and jointly), the system of protection against
overheating of LEDs, the maintenance of brightness and its smooth change
with nonlinear pitch. The laboratory layout was modeled in the Proteus8
Professional environment, and the microcontroller was programmed in the
FLProg environment, which was divided into blocks to simplify
programming.
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Annotation. The structure of the model consists of: a standart target
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Introduction

Improvement of existing technologies, as well as the development of
new ones can not be imagined without the development of functional and
structural materials. One of the newest and most promising are carbon
nanotubes (CNT) and composites based on them.

General information on CNT

Carbon nanotubes (CNT) — are long cylindrical structures with a
diameter of one to several tens of nanometers and a length of up to several
centimeters, consisting of one or more hexagonal graphite planes rolled into
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a tube and ending usually with a hemispherical head, which can be
considered as half of a fullerene molecule.

Pic.1 — An example of CNT

The ideal CNT is a cylinder obtained by folding the graphite plane.
The most common is the representation of a nanotube by two integers
(n,m). The sum of these numbers is equal to the number of hexagons that
make up the diameter of the cylinder. Non-chiral tubes: tubes (n,0), in
which two hexagonal connections are oriented along the axis of the
cylinder, and tubes (m,m), in which two connections are perpendicular to
the axis of the cylinder.

Methods for the synthesis of single-layer carbon nanotubes
(SLCNT)

Carbon nanoclusters - fullerenes or carbon nanotubes are obtained in
an arc discharge by laser evaporation or catalytic method using clusters of
transition metals.

One of the traditional approaches to the synthesis of single-layer
carbon nanotubes (SLCNT) based on the use of the arc discharge with a
graphite anode. In this case, the thermal decomposition of the anode
material at high currents (about 100A) leads to the formation of a
significant number of carbon atoms, the subsequent cooling of atoms in the
presence of a catalyst is accompanied by condensation and the formation of
single-layer CNT.

The main mechanism of carbon vapor cooling is connected with
convective motion from the hot near-electrode area to the colder, peripheral
area of the discharge chamber. Therefore, it can be assumed that the size of
the chamber, which determines the conditions of convection, should affect
the nature and effectiveness of the formation of CNT.

Recently, the influence of the size of the camera for the output CNT
were investigated by scientists from Univ. of Toulouse (France). The
synthesis of SLCNT was performed in an electric arc under helium pressure
of about 400 Torr. The volume of the discharge chamber could be varied
using a glass nozzle was 60, 25, or 18 liters Used vertical configuration of
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the electrodes (cathode on top). As an anode, a graphite rod with a diameter
of about 5 mm and a length of 50 mm was used, in which a coaxial hole
with a diameter of 3 mm and a depth of 30 mm was drilled. This hole was
filled with a mixture of graphite powder with a grain size of 1 or 100 pm
and a nickel-ytrium catalyst (Ni:Y:C = 0.6:0.6:98.8). The density of the
material filling the hole was (depending on the size of graphite grains) 1.71
g/cm3 and 1.50 g/cm3, for grains of size 1 and 100 microns, respectively.

Table 1 — The results of TEM study of soot obtained in chambers of
different volumes using anodes with different grain sizes of graphite

Size of graphite Chambervolume, |

grains, mkm 60 25 18
100 Output carbon 5 12-17 <0,5
nanotube,
volume%
Observations Atmospheric Bundles practically there are multi-
carbon, do not contain layered nanotubes
polyaromatic impurities

compounds,
anions
Fullerene; small
carbon nanotube

1 Outputcarbon 7-10 60 <0,5
nanotube,
volumes
Observations all types of Bundles do not polyaromatic
impurities; small contain impurities compounds,
carbon nanotube anions, there are

multi-layered
nanotubes

The table shows the results of a study using a transmission electron
microscope (TEM) soot obtained in chambers of different volumes using
anodes with different grain sizes of graphite.

Conclusion

The data obtained indicate significant dependence of the yield of
SLCNT and the degree of purity of the product, as the volume of the
discharge chamber and the grain size of the graphite included in the anode.

The most favorable conditions for the synthesis of SLCNT are
implemented with the chamber volume of 25 1 and a grain size of 1 pm.
The role of the chamber volume is to establish optimal conditions for gas
convection, while the grain size determines the conditions of heat removal
from the front surface of the anode.
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Currently, appeared a trend of development of neural interfaces for
their use in living conditions. A neural interface is a system designed to
exchange information between the brain and an electronic device. In the
near future, neural interfaces will be relevant for almost every person, as it
opens up tremendous opportunities, such as: electronics management,
development of mind control, mental state analysis, and neural interfaces in
everyday life, at appropriate configuration and training, will significantly
simplify life for people with disabilities [1, p. 463].

The principle of the remote control device based on the neural
interface is to convert the rhythms of the brain into the control command
code [2, p. 545].
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The functional diagram shown in Figure 1 displays the principle of
operation of the neural interface.

To obtain the rhythms of the human brain, it is necessary to connect
the electrodes to the surface of the scalp [3, p. 216]. Next, the received
signal must be amplified, which occurs in the gain block. Then the
amplified signal is fed to the filtering unit, to highlight the desired
frequency. At the next stage, the signal is digitized in the analog-to-digital
converter unit, fed to the control unit, where the brain waves are assigned a
digital code to control the end device, after which the signal goes to the
transmitter, which is an infrared channel.

In addition, the diagram shows a communication unit with a PC that
provides connection to a computer for further calibration of the device,
after which the accuracy of determining the command is improved.

The schematic diagram of the device is not included in the article due
to its bulkiness.

Hedrodes—— Angifir —— Hitar —— A |—— cg:;? ——1 Tramsnitter

I

Q@nmunication unit
with a persord
ocorputer

Figure 1 — Functional diagram of the device

As a result of research, a device has been developed for remote control
of external executive devices, which is based on the analysis and
interpretation of brain waves into digital control commands
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1. Introduction

The problems of providing timely health care and comfortable living
environment for elderly people and people with disabilities are among the
most important and relevant in modern society. The situation of late
provision of first aid to persons of such categories arises, often due to the
fact that they can not timely report their health condition (fainting, high
blood pressure, etc.) in time to relatives or to a health facility.

At present, modern communication technologies deliver great
prospects for expanding the capabilities of the health care system,
improving diagnostics and monitoring, as well as ensuring maximum
independence for older people in nowadays. For example, the use of
wearable sensors for obtaining bioinformation, environment sensors allow
to provide monitoring functions and physiological parameters control in
such people [1]. The use of modern communication technologies allow to
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transmit the physiological parameters data of a patient, the occurrence of
critical situations, etc. to medical center.

Thus, the construction of a "smart" environment, based on modern
technologies, will provide older people and people with disabilities,
additional opportunities to control their environment and physiological
parameters control.

2. Main part

Considering availability of smartphones, the use of mobile Internet
has greatly simplified the development of devices based on the use of
portable sensors that provide the collection of physiological and motion
data in real time. The General structure of such system for remote
monitoring of basic vital functions is shown in the figure 2. The Sensors
located on a person are used to collect physiological and motion data.
Monitoring of vital signs may include heart rate, respiration rate, pulse rate,
etc. Wireless communication is based on data transmission from sensors via
a mobile phone (smartphone) communication system or an access point to a
remote center via the Internet [2].

Figure 1 — Communication scheme

To solve the problem of timely medical care, a wrist smart bracelet
(medical bracelet) was developed for the elderly and people with
disabilities, which allows to provide a rapid response to poor health, track
the location of the carrier and monitor the basic physiological parameters
such as blood pressure, pulse, free fall, counting the number of steps and
other functions [3].

The functional scheme of this bracelet consists of a control device,
pulse monitor, location tracking, monitoring device, pedometer, alarm
button, the wireless communication module is shown in the figure 2.
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Figure 2 — Functional scheme

Based on the above is described the algorithm of the device. At the
first serious signs of malaise (low/high blood pressure, pulse, dizziness,
etc.), the patient can press the alarm button. The system receives a signal to
form a message about the patient's health.

Next stage is to read data from sensors (heart rate, location) and
message preparation to send to the predetermined contacts. In case the data
exceed the limit, the dialing of emergency numbers occurs. The template of
the message sent when the button is pressed is shown in the figure 3.

< Messages  Smart_Bracelet Details

Topon A, ynuua B
fom 1
Munse: 130

@ | ]
QIWIEIR|TIYJURI JOIP
A|SID|FGJH]JIK]L
ZIX|CVB|NIM

2 @ @ space retum

Figure 3 — The template of the message to be sent when the button is
pressed

Also, the bracelet has a number of additional features that help elderly
and people with disabilities to monitor their health:
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— alarm clock for taking medication, which will help to take
medicines in a timely manner, with the help a notification on the bracelet
and a sound notification;

— pedometer, for counting the number of steps;

— smart alarm clock monitors sleep phases;

— activity monitoring.

For convenience, this device can be connected to a smartphone, so
that close people and relatives can always monitor the health of the carrier
of this device [4]. The application interface is shown on the picture 4.

CVBEBOTA
23 MAPTA 2019

10:15 AM &3

bad

HACTPOMKH

Figure 4 — Application interface

This application has a simple and human friendly interface. Along
with that, can easily adjust and change personal data, alarm for medication,
sleep mode and also view statistics. An important feature of the interface is
simple, large, contrasting icons and font, allowing people with disabilities,
and older people to quickly understand it as well.

3. Conclusion

Modern electronic and telecommunication technologies make it
possible to build a more comfortable environment for the elderly and
people with disabilities. The paper presents a medical bracelet —a personal
aid device for the elderly and persons with disabilities in emergency
situations, as well as monitoring their life condition. With the help of
smartphones and mobile Internet, the device allows at the first serious signs
of illness to notify close people, relatives, call an ambulance, just pressing
one button, which minimizes the amount of time spent.
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Annotation. Today, rapidly develops, and the introduction of smart
technology allows to deliver for physical disabilities, as well as to provide a
number of services, start from a reminder of the need for medication to call
an ambulance.

A personal aid device is presented, namely a "smart" bracelet, for the
elderly and persons with disabilities in emergency situations. Also, this
device, at the expense the built-in sensors, also provide monitoring the vital
activity of the wearer of the bracelet. For more convenient monitoring of
personal data "smart" bracelet can be conjugated with a smartphone.
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Empowerment is one of the signs of our time, quickly and
conveniently pay for various goods and services.

One of the most important tasks in ensuring the safety of the banking
system is to protect the payments made by clients at remote terminals via
plastic cards. The most frequently payment in stores, organizations, and
withdrawals from ATMs is used.

The aim of our research is to consider the main types of cards.

Credit card with a magnetic strip today remains the most widespread
in Russia. The magnetic strip - a storage medium with limited storage
capacity, has three tracks for recording information: the first track is
applied to a sequence of digits and letters (name of the owner, the card
number, expiry date, etc...). The second and third ones are only digits. In
the absence of encryption they are easily copied and reproduced, it is
extremely unsafe.

The simplest contact cards also have the ability to keep information
open. Information is transmitted by contact. Smart card or smart card: used
memory chips, hard logic and microprocessor, these devices have their own
operating system, which significantly expands their opportunities. Cards
with a microprocessor can perform more complex tasks. For example, to
download a complex authentication algorithm with data exchange protocols
and provide cryptographic protection of information while reading and data
transmission. These cards are currently the safest option.

Cards with contactless payment technology. This NFC technology
cards - near field communication is a technology of wireless data short-
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range transmission via radio to a contactless terminal payment information.
These cards also have built-in processor for data encryption and require
confirmation from the owner (PIN). However, since they have been
introduced for greater convenience of users, then a restriction - such
technology is applied when the payment amount exceeds a fixed value, and
the smaller pass without confirmation PIN code. To protect against
unauthorized removal using unregistered readers a limit is imposed on the
amount of such payments: when you try to make a short period of time, two
or more non-confirmed payments. For data cards developed ISO / IEC
14443 standard:

— frequency range of 13.56 MHz with amplitude modulation and

deviation of 850 kHz;

— typical range of reading cards and readers - 5-15 cm;

— exchange rate - from 106 to 848 kbit / s.

For data protection backup card readers used encryption algorithm
AES-128 during communication between the reader and the identifier - a
symmetrical block encryption algorithm with 128-bit key; diversification of
the encryption key; CMAC signature ID.

The physical principles of operation are similar to RFID systems or
transformer coupled circuits. As you know, if you take two coils and place
them not very far from each other, they have a mutual influence (see
picture).

The reader comprises a high-frequency generator G, which powers the
antenna - coil L.. Due to the presence of the electromagnetic coupling M
between the reader antenna and the antenna identifier (card) in the latter L,
alternating voltage is induced, which value depends upon the design and the
distance between the card and the reader. The induced voltage is used to
supply Dy chip card through a rectifier formed by a diode VD, and filter
capacitor Cy. The chip card modulates the D, voltage in the antenna L.
through its bypass resistor R,. Due to communication antennas and
modulation appears at the antenna of the reader L., is detected by diode
VD, and D, is supplied to the chip reader, which card decrypts the code and
outputs it to the controller through interface Int.

CyuTeiBaTENE Kapra

VD ¥ v VD

o+ FELY

Picture 1 — Card readers
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When calculating distances reliable interaction as well as in the
analysis of safety measures it should be taken into account dependence of
the distance scanner (terminal) and a map of characteristics of the medium
there between, transmitter power and other factors.

Let’s consider the risk to bank cards in more detail and compare these
security technologies.

For information, the following methods are used with the smart card.

— Skimming - this is data theft with special electronic readers that
copy information from a magnetic stripe card. This type of attack is
applicable to a contact card, but smart cards are less vulnerable to this
method.

— Friendly man-in-the-middle, with an additional built-in equipment
is intercepted by PIN-code request and replies that he is true, whatever code
was.

— Physical breaking - obtaining access to the electrical circuits of the
smart cards after the chemical removal of the protective layers of the
crystal. It allows to analyze the smart card device and connect to it using
microelectrodes.

— This two attacks are applicable to the Smart-cards.It is required to
store the card in a safe place.

— Differential power analysis — evaluation of waveforms of
consumed electricity smart card at the time of performing the cryptographic
algorithm. Unusual operating conditions of the smart card. For example, a
non-standard temperature, voltage and frequency of the signal at the
terminals. This may lead to failures in the algorithms followed by obtaining
access information. Such methods are intended to intercept information for
reuse, or blocking operations of committing an authorized user and
replacing it with a malicious action. It is important to inform the user of the
committed transactions (SMS) and control of the bank.

— Seller fraud, is removed from the card more money than is needed
to pay for goods or services. All cards are vulnerable to this method and it
will help protect against your attentiveness. It checks the receipts of
payment of the appropriate amount of payment.

— POS-terminal used without the knowledge of the contactless card
holder. It protects against such threats to help special protective case for the
card, or the presence of several NFC cards.

It should be noted that the main reason is the desire to reduce the
safety of the customers to make transactions faster and without any
additional effort. Banks implement such a request to the possibility of the
transactions and, unfortunately, often adopting appropriate technologies
"simplified" default payments, limiting the ability of the conscious part of
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customers to protect their finances. Now it is necessary for them to perform
additional actions. Obviously, in the future it will be the development of
contactless payment functionality, providing a larger set of services
provided by a single device - the card, and the replacement of physical
media this technology more user-friendly - keychain, bracelet, smartphone,
connected to the card.

At the moment, Smart-card WORLD requiring confirmation PIN code
is the safest option of making payments. In addition, we believe that the
user must limit the funds on the card daily necessity, and with considerable
means cards responsibly to keep in a special place.

In conclusion it shold be noted that NFC-technology, is widely
implemented at the moment, very comfortable, however, still not protected.
Therefore, to avoid a substantial loss it is combined with the PIN code
protection or used by devices that allow for rapid personal authentication
features (e.g., smart phones with access via a fingerprint).
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AHHoTanusi. B pabote paccMOTpeHbI pa3innyHble BUIbI OAHKOBCKHX
KapT, IPUBEAEH NPHHLKII JCHCTBUS KapT C BOBMOXHOCTbIO OECKOHTAKTHOM
OIIaTbl W BO3MOJHBIC MNPEIATCTBUA B HX pa60Te, MpOBEACH aHaJIu3
W3BECTHBIX YSI3BHUMOCTEl M cHoco0oB obecriedeHHss OE30MAaCHOCTH.
OmpezienieHbl MEPCIEKTUBBI IUIATE)KHOW CHCTEMBI € IIOMOLIBIO KapT.
OCHOBHBIC ~ HampaBlICHUS  Pa3BUTHA  CBA3aHBl C  [PUMEHEHHEM
MHOro(akTOPHOH CTPOrod ayTeHTH(HKALMUA TPOBEICHUS IUIATSIKHBIX
onepauuid ¢ OJHOBPEMEHHBIM YIPOILEHUEM JEHCTBUH I0JIb30BATENEH,
YCIIOKHEHHIO M PacIIMPeHUI0 (YHKIIMOHATIBHBIX 3a]1a4 TAKUX CHCTEM.

KiroueBble cjioBa: TIaTexHble KapThl, cMmapT-kapTel, RFID —
pacuudposars, NFC, pacurudpoBats, 3amura HHPOPMALIUU

Annotation. The paper discusses the different types of credit cards, is
a principle of action cards with contactless payment, the analysis of known
vulnerabilities and ways to ensure security. The prospects of a payment
system using cards. The main directions of development associated with the
use of multi-factor strong authentication of payment transactions with
simultaneous simplification of user activity, complexity and expansion of
the functional tasks of such systems.

Keywords: payment cards, smart cards, RFID — to decipher the NFC,
decrypt, information security

119



UDC 621.37
PROSPECTS OF THE ACCESS CONTROL SYSTEMS CARDS
Elena Vasilenko
3 year student, Institute of Radio Electronics and Information Security,
Sevastopol State University,
e-mail: koti.lol@bk.ru
Scientific advisor, Irina Lashchenko
associate professor,
Department of Radioelectronics and Telecommunications,
Sevastopol State University

The access control system (ACS) solves the problem of controlling
and managing visits to premises, as well as the operational control of the
movement of personnel. The access control system allows to fundamentally
increase the level of security in enterprises, prevent unauthorized access by
intruders, and delineate the possibilities of visiting various parts of the
facility. Physical security is provided by identifying users to allow or limit
access to objects.

Identification in the access control system - determination of the
subject permission, as well as for recording actions. Authentication is the
process of verifying the authenticity of the identifier being presented,
namely, whether the identifying subject is the person it claims to be.
Authorization - providing the person with opportunities in accordance with
the rights assigned to him or checking the availability of rights when trying
to perform an action.

The access control system is classified according to three principles of
identification: attributive, personal and informational [1].

Let's discuss the attribute methods in more detail. Attributive access
control tools include user IDs that contain some information - a key that
opens the door or access to resources. The identifier can be in the form of a
key fob, tag, and you can also use mobile phones or other devices that
support NFC technology.

In modern access control systems, RFID (Radio Frequency
IDentification) most often uses radio frequency identification. Passive
RFID cards re-emit a modulated reader signal, identifiers of this type have
the minimum distance. Active RFID cards are endowed with their own
power source, due to which their distance of action increases. The
improvement of this characteristic entails an increase in the size of the card
and also an increase in its value. Semi-passive RFID cards, like active ones,
have their own power source, but the purpose of its use is not to increase
the distance, but to ensure the operation of sensors, protection systems, etc.
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Contactless (proximity) cards are produced for three ranges. Low-
frequency proximity cards operate at a frequency of 125 kHz and have the
lowest cost, can be used in difficult climatic conditions. The card interacts
with the reader using an open protocol, which is a significant vulnerability
for intruders.

High-frequency RFID cards operate at a frequency of 13.56 MHz.
They provide a wider bandwidth, a greater level of security and speed.
These access cards allow mutual authentication between the identifier and
the reader, and use of data encryption algorithms. Ultra-high-frequency
cards operate in the frequency range of 860-960 MHz, have increased the
reading distance. Such access cards are used as combined solutions for
entering the territory and entering the building with one identifier, ones can
be used as transportation cards.

Smart cards are cards with a built-in microchips. The microprocessor
with an operating system is used to ensure strong encryption, use and store
large amounts of information. Such identifiers have the highest degree of
protection, but they are also more expensive than previous ones. Smart
cards are used in ACS, public transport, banking, etc.

Nowadays, a common identifier can provide access both to the
building and service premises, as well as to corporate information and IT-
environment management. Such solve requires more secure high-frequency
RFID cards or multi-technology cards which allow you to implement a two-
factor authentication system.

Multi-technology or combined access cards use integrated
identification technologies. They can combine several chips that are used in
low and high-frequency cards, or have a magnetic strip at the same time
with an integrated microcircuit and a radio frequency chip. Combined cards
are resorted to for a gradual transition from an aging access control system
to a newer one.

Thus, the user will be able to pass through the readers of two different
technologies at the same time, having only one identifier.

All types of cards have disadvantages of the attributive method:

— physical loss or theft of the carrier;

— the threat of remote copying of unprotected data and the possibility
of making duplicates;

— the use of attributes "under duress" of the owner.

In the future, the access control technology will be actively developed.
The possibilities of card falsification today are significantly reduced by the
introduction encryption of the response and request of the reader, by mutual
authentication of these devices. Biometric information analysis
technologies are being introduced (for example, Zwipe cards). The
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possibility of loss can be excluded by the implantation of the elements of
ID cards.

Thus, now cards are becoming widespread since they have the
following advantages:

— contactless work can be read without any physical contact between
it and the reader;

— the data on the card can be overwritten a large number of times;

— the distance of reading can be different, namely, from millimeters
to several meters;

— the cards can significantly withstand harsh environmental
conditions;

— the reader can automatically read several cards in its reading zone
in a very short period of time.
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Annotation. The access control system (ACS) solves the problem of
controlling and managing visits both to the building and service premises,
as well as to corporate information and IT-environment management. Three
principles of access control system identification are considered.

The paper discuss the advantages of such systems and ways of
development.

Keywords: access control system, authentication, attribute methods,
identification technologies, multi-technology cards.
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1. Introduction

During the development and maintenance of complex electronic
devices it is became necessary to verify whether the actual capacitance of
the capacitor with matches it’s face value. The difference between the rated
and the actual values of the condenser capacity can be due to several
factors: the obsolescence of the component, due to the drying of electrolyte;
breakdown of the dielectric due to the use of the element beyond the
operating voltage range; mechanical damage during maintenance; and
deliberately overestimated value of the capacitor face value.

In this regard, a module for the Arduino platform was developed, that
allows to determine the actual capacitance of capacitors.

2. Main part

Since the Arduino UNO Board has become very popular among AVR
microcontrollers, it was decided to develop a module compatible with this
microcontroller. The developed capacitance meter consists of three blocks:
microcontroller (MCU); the connector for the capacitor and indicator, which
includes a seven-segment three-digit indicator and a shift register.

The algorithm for the capacitance meter is shown in Fig. 1.

The microcontroller measures the voltage at the zero analog input
MCU (AO0), to which the capacitor is connected. If there is no voltage at A0,
it discharges the capacitor through the resistor R2 and set 0 on fourth digital
output.

After, the microcontroller turns on a timer and sets 1 on third digital
output, which corresponds to a voltage of 5 V, charging the capacitor
through the resistor R1. MCU measures constantly the voltage on the
capacitor using the analog input A0.
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Enabling timer
counting

Capacitor charge C=1/R

Value conversion
into three-digits
number

Display condenser
capacity

Disabling timer
counting

Capacitor discharge

]

Fig. 1 — Algorithm for the capacitance meter

When the voltage on the capacitor reaches 63% of the voltage at the
digital output 3, which corresponds to the capacitor charge time equal to t
for the RC-circuit [1, p. 122], the microcontroller stops the timer and sets 0
on third digital output. After, MCU calculates the measuring capacitance
according to the equation 1 and, converting the capacitance value, displays
it on the indicator in the form of three digits corresponding to the coding
table of the capacitors.

e M
R
Electrical scheme of the measuring part of this device shows on Fig. 2.
A0
—__1
D3 R1 R2 D4
[ {1 { }
C

H

Fig. 2 — Electrical scheme of the measuring part

The described algorithm for measuring the capacitance of the capacitor
was implemented using C programing language for the microcontroller on
Arduino UNO.

3. Conclusion

The developed device allows to measure the capacitance of the
capacitor and display the actual capacitance value. The device is made in
the form of a detachable module compatible with Arduino UNO. The
finished working device is shown in Fig. 3.
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Fig. 3 — Finished working device
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AnHoTanusi. PaccMoTpeH npuHIUI 1U(GPOBOr0 U3MEPHUTEINST EMKOCTH
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Annotation. The digital capacitance meter operation principal, based
on Arduino, along with functional and electrical circuit of the measuring
part of this devise is presented. A prototype of the device was developed.

Keywords: capacitor, capacitance, Arduino, to measure, detachable
module.
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Alternating voltage generator’s full load device (FLD) allows
increasing an average power consumption, while instantaneous power won’t
be exceeding the value of rated power.

FLD is a combined load consisting of the main resistive load and one
or more numbered additional resistive loads connected by electronic
switches to the main load in parallel so that resistance of combined load
may vary by “opening” and “closing” switches [1] (fig. 1).
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Fig. 1 — Opening and closing switches

When a switch completes a parallel branch, the total resistance of the
circuit decreases. Maximum resistance of the combined load equals to the
value of the main resistor and corresponds to the “closed” state of all
switches. Using FLD only makes sense if the value of the main resistor can't
get reduced without generator's overload when all switches are “closed”. In
other words, maximum load power on the main resistor connected to an
alternating voltage generator must be equal to the generator's rated power
Py (point A in fig. 2c¢).

The main idea is to decrease the combined load resistance by
“opening” switches from first to the last when the value of the input voltage
is decreasing and to increase it by “closing” switches when the value of the
input voltage is increasing. Thus, the average combined load power
increases, but the input voltage value must be low enough so that “opening”
another switch does not cause the generator's overload. The commutation
voltage value of switch is the greatest value of input voltage at which
“opening” the switch does not cause the generator's overload. The switch is
“open” when the absolute value of input voltage is less than the
commutation voltage value U, and is “closed” otherwise (in fig. 2b “1” is
for “open” and “0” is for “closed”). At the moment of switching the
combined load's instantaneous power value equals to the value of rated
power.

The commutation voltage value U of a switch on the nth parallel
branch is a function of resistance values of every parallel branch with a
smaller number inclusive because power is a function of voltage and
resistance and must be equal to the value of rated power. In the case of the
simplest FLD, there is a main resistive load R, on the main line, an
electronic switch S, and additional resistive load R; are on the parallel
branch and the dependence of U; on the resistance values R, and R, is given

by:
U, =U,\R/(R,+R)

where U, is the alternating voltage semi-amplitude value [2].
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Fig. 2 — The commutation voltage value of switch

The value of the relative average power increase K is the ratio of the
average power of combined load to the average power of the main resistive
load. In fig. 2c the ratio of the area under the solid curve to the area under
the dotted curve equals to K. From the graph it is clear that K is a function
of commutation voltages U, of every switch is combined load. For the
simplest FLD, the maximum value of K is =1.19. It corresponds to the
resistors' resistance ratio R;/Ry=0.678 and U, =0.651-U,, [2]. By adding
more parallel branches to the FLD one could increase the relative average
power increase value. With no parallel branches the combined load is
identical to it’s main resistive load, so K = 1. In the limit, the instantaneous
power becomes constantly equal to the rated power of generator, so
1<K<2.

The FLD can be useful for increasing heat energy generation if the
generator’s rate power isn’t enough for one’s tasks. The difference between
the area under the solid curve and the area under the dotted curve in fig. 2¢
is an additional energy E consumed from the generator through the use of

FLD. For the simplest FLD if U, = 220«/2 V, alternating voltage
frequency = 50 Hz and rated power P, = 6.5 kW, the maximal additional
energy for the period is AE=12.093 J and a generator of rated power

Prax = 6.5 kW becomes equivalent to the generator of rated power
P’oax = 7.7 kW.
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AnHoTtanusi. B nmaHHOW craThe M3J0XKEH M PacCMOTPEH HPUHIUI
paboTBl  yCTaHOBKM  (OPCHPOBAHHOM  3arpy3Kd  3JIEKTpPOreHepaTopa
MEPEeMEHHOI0 TOKa C OJHOH W 0oyiee OMONHHUTEIBHBIMH HArpy3KaMH.
Pa3bpscHeHO 3HAaYeHHE MapaMeTpOB YCTAHOBKH (DOPCHPOBAHHOM 3arpysKH,
TaKUX KaK HAaNPsDKECHHS OTKPBITHSA 3JICKTPOHHBIX KIFOYSH U OTHOCHTENBHOES
YBEJINYCHUE CPeTHE MOIITHOCTH.

Jus mpocrteiimielt cxXeMbl yCTaHOBKH (HDOPCHPOBAHHOW 3arpysKH,
COCTOALICH W3 OJHOM OCHOBHOM M OJHOM IOIIOJHUTEIBHOM HAarpys3ox,
NIPUBEJICH Pe3yJbTaT pacu€ra OCHOBHBIX HapaMeTpoB. OnucaH OCHOBHOI
cnocob MIPUMEHEHHUS YCTaHOBKH (opcupoBaHHOI 3arpy3Kku
AJIEKTPOreHepaTopa MepeMEHHOr0 TOKa.

KaroueBble cjioBa: DNEKTPOTEXHHMKA, YCTaHOBKa (hopcupoBaHHOMN
3arpys3Ku, KOMOMHUPOBAaHHAs HArpy3Ka, IepeMeHHas Harpys3Ka, yBeJIHIeHHEe
MOIIHOCTH HOTPEOICHHS.

Anotation. The paper is concerned with the principles of operation of
the alternating voltage generator’s full load device with one or more
additional resistive loads and it’s main parameters such as commutation
voltage values of each electronic switch and the relative average power
increase.

Much attention is given to epy description of the role of main
parameters of alternating voltage generator’s full load device.

For the simplest full load device, the commutation voltage value, the
ratio of the additional resistor’s resistance to the main resistor’s resistance
and the relative average power increase are calculated. The main way of use
of the full load device is described.

Keywords: Electrical engineering, full load device, combined load,
varying load, power consumption increase.
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The monitoring system of "blind" zones watches that maneuvering
from of the same kind in another was among other things and safe. The
specifics of side rear-view mirrors are that they have a limited viewing
angle — in are mute there are so-called "blind sectors". You are going to be
rebuilt on the multiband road on the next band, are convinced by means of
mirrors that "the operational scope" is free, and changing the lane directly
in the next machine! On its place there can be a normal car, and also the
machine of the swindlers who are well knowing features of "a blind zone"
can. Anyway troubles are guaranteed.

"Blind zones" — feature of flat mirrors with their limited viewing
angle. If the mirror was hemispherical, the problem would not be. But a
spherical mirror, increasing a corner, distances the reflected objects —
therefore the convex form they are given extremely restrictedly.

The system works by the same principle, as the Parctronic. Behind and
sideways the car are installed special ultrasonic sonars which warn the
driver about obstacles [2, p.52].

In picture 1 is represented the typical situation— the driver did not
monitor a road situation and while it wanted to change the lane, the machine
in the left row was already in the "blind" zone marked in the red color. The
warning signal of a control system of "blind people/dead" of zones saved
from accident.
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Picture 1 — Illustration of a road situation.

The most widespread version of blind spot monitor of the car — a
system with use of 2-4 ultrasonic sensors. In such systems the notification is
made by means of light and sound indication, versions of the notification
depend on the speed of the vehicle and inclusion of pointers of turn. From
shortcomings it is possible to select a possibility of false operations in
difficult meteoconditions (snow, a heavy rain, fog) or at hit of dirt for
sensors, and need to break integrity of body elements of the car for
installation of sensors.

Operation algorithm of systems of "blind" zones with four sensors:

— if an obstacle see at the same time both the front sensor and back -
the system is silent (allows a system not to react to the chippers parked by a
car, in parallel a moving steam of cars, etc.);

— if the obstacle sees at first the front sensor, then back - the system is
silent (we overtook the car, we saw it and we know that it sideways from
us);

— if the obstacle sees at first the front sensor, then back and an object
is in a visibility range of the back sensor more than 5 seconds, the system
will begin to signal about an object in a "blind" zone;

— if in a visibility range of the front sensor freely, and in a visibility
range of back an object appeared - the system will signal about an obstacle
in a "blind" zone (that dangerous case on which the system also should
inform the driver).

Car blind spot monitor is developed. The system consists of three
parts: two ultrasonic sensors located in a rear bumper of the car, the block
of reception and signal processing of sensors, the indication block.

From the electronic block on the sensor radiator the pack of impulses
with a frequency of 40 kHz periodically moves. If on the way of an impulse
the obstacle meets, then it is reflected and caught by the microphone.
Further it is transferred to electronic processing unit of a signal which
measures a period between the moment of radiation of an impulse and time
of its return from an obstacle [1, p.24]. As a result the reflected signal is
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digitized and transferred to control box where on the basis of data retrieveds
it is processed and in the subsequent forms the basis for the following
indicators:

— control of moving cars;

— definition of motionless objects where barriers, columns, cars on
the parking etc. can enter.

After information processing from sensors and decision-making the
signal of existence of a noise in a blind zone is transmitted by the
microcontroller to the indication block.

Informing the driver can be made:

— a LED in a front strut;

— sound signal.

The control box processes and monitors moving objects, can also
recognize motionless objects, thereby, excepting them as a noise. In case of
big danger in the block of indication the corresponding indicator as a danger
level indicator turns on.

At inclusion of the pointer of turn towards a noise that is in a blind
zone, the LED indicator is added to informing informing by a sound signal.

The microcontroller of control box and processing carries out the
following tasks:

— reads out a signal of ultrasonic sensors;

— makes the analysis of the received signal;

— output to the block of indication of information on existence of
danger in a blind zone.

Proceeding from the carried-out review of systems and devices we will
designate what functions should perform the projectible device — car blind
spot monitor:

— receiving and data processing from ultrasonic sensors;

— receiving and data processing with the relay of pointers of turn;

— storage of the programmed settings;

— output to the block of indication of information on existence of
danger.

In conclusion it should be noted that proceeding from the offered
functionality of a system we will select functional assemblies of a
projectible system. The system should include:

— block of sensors;

— information processing device;

— anon-volatile memory for saving of settings and information;

— information input/output device;

— indicating devices.
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AnHoTanusi. IlpeacraBieHa cucteMa KOHTPOJS CJHENBIX 30H
aproMoOmiisi. [IpiMeHeHHe CHCTEM KOHTPOISI CIETBIX 30H aBTOMOOWIS B
HACTOSIIIIGE BpEMsI CTAHOBHTCA BcE akTyalbHee. Ha MHPOBOM pBIHKE
CYIIECTBYET JIOCTATOYHOE KOJMYECTBO BBIMYCKAEMBIX CHUCTEM KOHTPOJIS
CIICTIBIX 30H aBTOMOOWJIS, Pa3IMYHOW KOHCTPYKLIHH U CTOMMOCTH, OJHAKO
CHCTEM ONOJDKETHBIX M YHHBEPCAIbHBIX HE Tak MHOro. CyllecTBYIOIIHE
CHCTEMBI, B OOJBUIMHCTBE CBOEM, SIBISIFOTCS CTAHIAPTHBIMHU (3aBOACKHMH)
JUTSL aBTOMOOMIICH cpeHel U BepXHEel IIEHOBBIX KaTeropuii.

KaroueBble  ciaoBa:  aBTOMOOWIb,  0OC30IacCHOCTh,  JATYHK,
MHKPOKOHTPOJLIEP, CHCTEMA.

Annotation. Car blind spot monitor which can be integrated into any
car is presented. Use of blind spot monitor of the car becomes more relevant
now. There is enough the released blind spot monitor of the car, different
construction and cost, however budget and universal there is not a lot of
systems. The existing systems, in the majority, are standard (factory) for
cars of average and upper price categories.

Keywords: car, safety, sensor, microcontroller, system.
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Introduction. The program of building of the span of the spacecraft
allows a graphical display of the span of the spacecraft and track its change
depending on the parameters of the onboard equipment of the spacecraft.
The observation strip of the spacecraft on the maps is laid during the
observation from space.
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Observation from space is conducted: radiotechnical;  photographic;
television; infrared.

At radio engineering supervision the band of the review of the earth's
surface is defined by viewing angles & . Value & amounts 7-10°[1].

For a spacecraft with optoelectronic equipment, the field of view of the
earth's surface is determined by the viewing angles ¥, the value is:

- photographic ¥ ~ 60°;

- television, within ¥ = 80°...700°

- infrared, in the range of ¥=80"...120".

One of the main components in the construction of the band of the
earth's surface is the altitude of the spacecraft.

Main part. This program is implemented in C++ and Delphi [2]. The
program has two Windows "Parameters", "two-Dimensional map". In the
"Parameters" window, you can select a spacecraft from the list and set it
manually parameters: longitude, inclination, eccentricity, perigee argument,
apogee height, perigee height.

[ Yorre—pe— o i

Figure 1 — Working window "Parameters".

In the "two-Dimensional map" window you can see the local time, as
well as set the date and time manually and see the change in the trajectory
of the spacecraft. Given the choice of the active space of the device and
known to NIP (KOS-E, KOS-D). You can also change the angle of view.

T e
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Conclusion. you can see the movement of the spacecraft relative to
the planet by means of this program, which clearly demonstrates the
trajectory of the spacecraft and ease of operation.
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Annotation. The program of building of the span of the spacecraft
allows a graphical display of the span of the spacecraft and track its change
with changes in the angle of sight.
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1. Introduction

Every day we enjoy the benefits of one of the most important
discoveries of all time - electricity. Despite the fact that people for many
centuries lived without electricity, the probability of economic development
tends to zero without it.

Electricity used in all spheres of life. ts value is difficult to
overestimate, both in the context of private goals, for example, to ensure
comfort (in everyday life it is necessary for room lighting), and for society
as a whole (the entire industry is based on electricity).

So electrical energy is indeed an integral part of modern life and is
necessary for economic development. As a result, both the public sector,
represented by governments, and the private sector, through housing and
utility companies, are showing increasing interest in innovations in the field
of electricity metering systems. One of them is a smart electricity meter.

2. The main part
A smart electricity meter is an automated electronic device that determines
the indicators of electrical energy consumption and transmits information to
the electricity supplier for monitoring and billing [3, p. 241]. Servers for
collecting and storing user testimony are located in special data centers.

Figure 1 — Smart electricity meter

As a rule, smart meters store information on electricity consumption
hourly and transmit this data to the central system at least daily. A smart
meter itself monitors how much electricity a consumer spends, remotely
transmits data to the company at a distance, and if the consumer doesn’t
chronically pay the bills, he restricts the power supply [3, p. 243].

The implementation of such an electric energy meter requires
specialized microcircuits capable of multiplying signals and providing the
obtained value in a convenient form for the microcontroller. For example,
the active power converter - to the pulse repetition rate. The total number
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of incoming pulses, counted by the microcontroller, is directly proportional
to the electricity consumed.
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Figure 2 — The principle of remote collection of readings from an
electricity meter

Electricity
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The presence of a digital display, controlled by a microcontroller,
allows you to set programmatically different modes of displaying
information, for example, display information about the energy consumed
for each month, at different rates, and so on.

To perform some non-standard functions, such as level matching,
additional information systems (IS) are used. We have now begun to
produce specialized IS - power converters to frequency - and specialized
microcontrollers containing similar converters on a chip. However, often,
they are too expensive to use in household induction meters. Therefore,
many global manufacturers of microcontrollers are developing specialized
chips designed for such an application. The structural diagram shown in
Figure 3.
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Figure 3 — Structural diagram
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The advantages of a smart meter include transparency, availability and
accuracy of information on electricity consumption, reducing the number of
interruptions in power supply and their timing, the ability to control the use
of resources and their cost and improve the quality of service. For the
industry, such a solution will become a tool for technological development
by reducing the time and frequency of technological violations, controlling
the quality of electricity at the consumer, optimizing the schemes and
modes of operation, as well as increasing the payment discipline [4, p. 1].

However, one should not idealize the technology under consideration,
because it also has negative aspects. One of the drawbacks of a smart
electricity meter is security vulnerability [5, p. 83]. It not excluded, that
hackers can hacked the smart counter in order to disable subsequently
individual sources of energy [1.]. In addition, in the UK there have been
cases of ignition of smart electricity meters that caused fires due to
improper installation of devices [2.]

Moreover, the availability of a communication system is a critical
technological requirement for smart meters: each meter must transfer
reliably and safely the collected information to a central database. For data
transmission from smart meters, the use of cellular and paging networks or
radio channels is proposed. As a result, there is a possibility that the smart
meter will not be able to work properly in areas with a weak telephone
signal: due to interruptions in operation, the device will send readings.

3. Conclusion

Today, energy bills depend on meter readings provided by consumers
themselves.

Without a meter reading, your supplier will simply wonder how much
energy you have consumed and how much you should pay. Smart meters
are designed to eliminate this uncertainty by taking readings automatically
and sending them daily to the supplier. Thanks to this, you will receive the
most accurate bills in an automated mode, without wasting your time on it.
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AHHOTAIMSI. CETOAHS JJICKTPUYECTBO WrpPaeT BEAYLIYID pOJb B
oOmectBe - 3TO Haumboyee yHUBepcalbHas U ynoOHas ¢opma
HCTIONB30BaHus dHepruu. OMHUM U3 HanOoliee 3HAYUMBIX HOBOBBE/ICHUIT B
SNIEKTPOIHEPreTHKE  MOCIEIHEr0  BPEMEHH  CTajJ0  BHEIAPCHHE B
9KCIUTYyaTA[MI0 MHTEIUICKTYaJbHOTO CUCTYMKA JIICKTPOdIHEpruu. B cratbe
MPENCTaBICH KOMIUICKCHBIN aHANN3 JaHHOW TEXHOJNOTHH: W3JI0KEHBI
0co0CHHOCTH ¢ (DYHKIIMOHUPOBAHUS, OIMCAaH METOJ Nepeaayn TaHHEIX, a
TaKKe IPEACTABICHBl KaK IIOJOKHTENbHBIC, TaK ¥ OTPHLATEIbHBIC
CTOPOHBI HHTEIUICKTYaIbHOTO CYETUHKA.

KnroueBble cjioBa: WHHOBaUUM, WHO)OPMAIMOHHBIE CHCTEMBI,
MHTEIUICKTYaIbHbIA CYETYHK, JICKTPOIHEPT s, IIEPCIIEKTHBEI H YIPO3BL.

Annotation. Today, electricity plays a leading role in society - it is the
most universal and convenient form of energy to use. One of the most
significant innovations in the power industry of recent times has been the
introduction to the use of a smart electricity meter. The article presents a
comprehensive analysis of this technology: outlines the features of its
operation, describes the method of data transmission, and presents both the
positive and negative aspects of a smart counter.

Keywords: innovations, information systems, smart meter, electricity,
prospects and threats.
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The electric dipole is a system of two equal and opposite charges tg
separated by the small distance d called dipole’s length. If the point is at a
distance r from the negative charge of a dipole and r>>d the theory of
Electromagnetics gives the following formula for the field of an electronic
dipole in Electrostatic units (ESU) [1, p. 26]:
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3(r-d)r—|r[’d (1)
el
where d is displacement vector pointing from the negative charge to
the positive charge, r is position vector.

The formula for the electric field E for the dipole can be derived from
Coulomb's law [1, p. 5]:

E'(r)= q(

E@®)=gq

r—d r (2)
e —al’ e

Unlike formula (1) the formula (2) is valid for any distance 7 if the
field is considered to be generated by a point charges. The approximations
required to get the formula (1) are causing an absolute error AE=E—E':

e r—af el Jr—af

The problem of calculating the value of relative error g(r)= | AE| / |E'|

for every point in the three-dimensional space has axial symmetry, so it can
be reduced to the two-dimensional task. For further calculations we assume
that the origin of a Cartesian coordinate system coincide with the position of
the negative charge and the displacement vector d is pointing in the x-
direction. In such coordinate system the position vector’s components are
r = (x, y), the displacement vector’s components are d = (d, 0), and the
scalar components of AE and E' are:

AE. =g 3x°d N x—d x—d .
x = 3 >
\/x2 +y° \/x2 +y° \/(x—d)2 +y°
NE —g| 4, Y Y .
¥ 3 5 |
’ \/x2 +y? \/x2 + 32 \/(x—d)2 + 32

E . =q x—d 3 al 3 ;E;:q 2 3 ) 3|

\/(x—d)2+y2 \/x2+y2 \/()c—a’)2+y2 \/>c2+y2

And the formula for the relative error ¢ is:

(AE,Y +(aE,) 3)
&(x,y) = > =
(£0)"+(£])
The graph of the function of relative error € for the dipole with charge

q=4.810""Frand d=0.1 cm is illustrated in fig. 1.
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Fig. 1 Graph of the function of the relative error €

The graph shows that on a circle of radius » centered at the origin the
maximum relative error takes place at point (—r; 0). It means that for every
point at the distance » from the origin the relative value error ¢ is less than
or equal to g(-r, 0).

The formula (3) is very difficult to wuse and since

<ol [2 2
ex,y) Se(-yx +7,0) it can be replaced by the formula of the maximal
relative error g, at the distance r:

g, ()= s(—r,O).
Thus scalar components of AE and E' at point (-, 0) are:
2d —r r+d 1 1
AE, = LD El=g| - — |
* q[ ” +(r+d)3J q(rz (r+d)2j

AE,=0; E,=0.

Hence,
2d —r o+ r+d
3 3 2d " 4+ 3
e (r) = r (r +d ) _ - )
” 1 1 277, +1
- d
r (r +d )
“)
The graphs of ¢ and ¢, for same dipole are illustrated if fig. 2 for
comparison.
The formula (4) can be written as follows:
(2 4 3" Fm

2y —2e =0
2

where . _d
t—4>0.
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Fig. 2
The positive solution of this quadratic equation is:

3—¢ 3—¢ Y
(= m n| tg .
4 4

Therefore the closest distance » to the negative charge of the dipole
of length d at which the relative error ¢ is less than or equal to ¢, is:

d

3-¢, 3-¢, :
- +¢g
4 4 "

Thus, for example, to ensure relative error value € <0.03 one could
use formula (1) at the distances r > 50.17-d.
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AHHOTaIMS. Cratps MOCBSIIIEHA OIpeeNICHUsIM TpaHuIl
MPUMEHUMOCTH  ANMPOKCUMUPOBAHHON  (GOPMYyIBI  JUISi  HAXOXKICHUS
BEJIMYUHBI DJIEKTPUYECKOTO OIS JJIEKTPUYECKOrO JUIONS. B TOYKE
npoctpadctBa. [lonyuena ¢dopmyna it abCOMIOTHON M OTHOCHTENILHOMN
MOrPENIHOCTEH anmpPOKCUMHUPOBAHHON (Gopmysbl. [lonydeHa ympoineHHas
dbopmyna st pacyeta MAKCHMMAJILHOH OTHOCHUTEIBHOU IOTPEHIHOCTH
anmpoOKCUMHUPOBAaHHOW (OpMysbI Ha 3aJaHHOM PACCTOSHHUHM OT JUIIOJIS,
000CHOBaHO €€ NPUMEHEHHE BMECTO TOYHOI (OpMYIIBI Il OTHOCHTEINILHOI
norpemHocTy. [lonyueHa cBS3b MEX/Iy PacCCTOSIHUEM OT TOYKH U3MEPEHUsI
JI0 JIUTIOJIS, JUIMHOM UIOJSl U OTHOCHTEJIBHOM MOTPEIIHOCTIO N3MEPEeHNUs
BEJIMYUHBI AJIEKTPUUECKOTO MOJISL.

KaioueBble ci10Ba: 3IEKTPOMArHETH3M, 3JIEKTPUYECKUH AMIIONb,
a0COIIOTHAST TOTPEIIHOCTh, OTHOCUTENbHASI MOTPEIIHOCTh, PUMEHUMOCTb
(hOopMyJIbI, BETUYHUHA OTPEITHOCTH.

Annotation. The paper is concerned with determining the limits of
applicability of the approximated formula for the electric field of the
electric dipole. The formulas for the absolute error and the relative error of

r(e,d)=




the approximated formula are obtained. The transition from the exact
relative error formula to the simpler formula of the maximal relative error of
the approximated formula is justified. A mathematical dependence between
the point of calculation of the electric field of the dipole by the
approximated formula, the length of the electric dipole and the value of the
relative error is obtained.
Keywords: electromagnetics, electric dipole, absolute error, relative

error, error magnitude, formula applicability.
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Introduction

Electric cars (EV) become more popular today. But for the time being
it is impossible to talk about the complete replacement of classic gasoline
cars and there are several reasons for this, the main one is batteries. The
challenge is to create a lightweight, high capacity, safe and cheap battery
for electric vehicles.

Despite this, some companies — world leaders in electric vehicles
production industry have achieved high results. Let’s compare the
approaches to creating EV batteries of companies Tesla Motors and the
Chinese giant BYD Auto. Both companies have EV models with a range of
more than 350 km, which is considered sufficient for the full comfortable
use of a vehicle in everyday life, including long-distance trips out of cities.
In addition, the BYD brand cars are actively used even as a taxi [1, 2], and
Tesla electric cars are operated by Tesloop, a company focusing on the city-
to-city travel experience [3, 4].

The aim of our research is to describe and compare the achievements
of a Tesla and BYD and their battery packs for some of these parameters.

Main part.

As mentioned earlier, EV batteries have a set of key parameters, so to
compare the achievements of a Tesla and BYD, we should consider their
battery packs for some of these parameters.

142



Battery types

We need to start with the fact, that both companies use lithium-ion
batteries, but the types of these batteries are different, Tesla — uses Lithoum
Nickel Cobalt Aluminum Oxide (NCA) batteries [5], and BYD — Lithium
Iron Phosphate (LFP) batteries [6].

Energy density, weight, composition

The energy storage efficiency of batteries is usually expressed in
terms of energy per unit mass (Wh/kg) or volume (Wh/l) of the battery.
This parameter is called energy density (fig.1).
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Figure 1 — Comparison of EV batteries energy density

NCA batteries have specific energy density of 200-260 Wh/kg [7].
Even so, Tesla cannot use full potential of the energy density of its
batteries, because, as show in Figure 2, structurally the battery consists of
15 modules, each of which contains hundreds of cylindrical cells 18650.
Each small cell has its own body, which reduces the overall battery pack
energy density. Thus, as show in Figure 1, the newest Tesla batteries (for
Model 3) with capacity of 80 kWh and a weight of 480 kg have a maximum
density about 165 Wh/kg.

18-650 AA

Figure 2 — Tesla battery structure
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Of course, BYD batteries have an even lower energy density, because
the specific energy density of LFP batteries is 90-120 Wh/kg [7]. However,
BYD was able to achieve a density of about 115 Wh/kg. Such values can be
achieved through the use of large prismatic cells and similar modular layout
(Figure 3). This approach reduces the effect of the cell body mass on the
total energy density.

Figure 3 — BYD battery structure

Safety and cost

One of the main causes of danger for lithium-ion cells is related to the
fact of thermal runaway [8]. Thermal runaway describes a process which is
accelerated by increased temperature, in turn releasing energy that further
increases temperature [9]. It can be caused by the specific conditions, such
as overcharge or overload.

LFP batteries is slightly subject to thermal runaway phenomena
(possible only on high temperature, about 270 °C), with a temperature rise
of barely 1.5 °C per minute. Thus, thermal runaway of the Lithium Iron
Phosphate technology is intrinsically impossible in normal operation, and
even almost impossible to artificially trigger [8]. In addition, these batteries
are very stable for mechanical damage. High safety results in a high cost,
which is about $ 530 per kWh [7].

In opposite to LFP, the NCA type is one of the most dangerous
batteries from a thermal runaway point of view [8] with possibility of
thermal runaway at lower temperature, about 150 C, and a temperature rise
of about 470°C per minute. This process is also often accompanied by the
ignition of a damaged cell, which can lead to the destruction of neighboring
cells. To reduce the impact of this feature on safety, Tesla assembles its
batteries using several of physically isolated modules. Here it should be
noted that the cost of this type of battery is almost half the price of LFP and
is about $ 350 per kWh [7] (fig. 4).
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Lifespan and other characteristics

Both types of batteries have a good discharge power, and also support
the technology of fast charging, which allows you to charge in 15 minutes
to 80%. Fast charging is done only up to 80% of the volume of the battery
to allow you to increase battery life. Lifespan of LFP batteries is more than
two times higher than that of the NCA, and amounts to 3000-4000 charge-
discharge cycles against 1000-1500, under similar operating conditions.
Despite the fact that in past Tesla was provided an unlimited mileage
warranty for batteries, in reality one battery pack provides mileage of about
500,000 km [10], while BYD cars can drive up to 1 million kilometers on
the original battery, while retaining 75% of the battery capacity [11].

Conclusion

In conclusion, we would like to summarize that the approaches to the
design and production of batteries for electric vehicles by Tesla and BYD
are different, but lead to the achievement of similar results. Thus, both
technologies are worthy of being used today. The trend in the development
of energy storage technologies for EV shows that already soon enough the
required level of performance will be achieved and electric vehicles will be
distributed everywhere.
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AnHoTanus. CTaThs MOCBAIICHA CPABHEHUIO PA3JIMYHBIX MTOAX00B K
CO3JIaHUI0 aKKyMYJISITOPOB VISl AJIEKTPOMOOHIIECH. ABTOPBI paccMaTpHBalOT
TEXHOJIOTUH JIByX MpOHM3BoIuTENeH 3nexTpomoduneit - Tesla Motors u
BYD Auto. O6Ge xOMMaHHM HCHONB3YIOT JUTHI-MOHHBIE aKKyMYJISTOPEI,
HO pa3HBIX THIIOB: JIMTUH-HUKENb-KoOabT-amroMuHueBbid (NCA) B Tecine
n ymtui-xkeneso-pocdarueiii (LFP) B BYD. Barapen cpaBHuBaroTCs 110
OCHOBHBIM I1apaMeTpaM, TaKUM Kak IJIOTHOCTh SHEPruu, 0e30MacHOCTb,
CTOMMOCTh. B  3akiioyeHuWe aBTOPHI OTMEYAIOT, 4YTO, HECMOTpsS Ha
pas3ynuusi, PAacCMOTPEHHBIE IOAXO/AbI TO3BOJSIOT JOOUTHCS CXOIHBIX
PpE3yJIbTaTOB.
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KinloueBble  cjIoBa:  3JIEKTPOMOOWIb,  aKKyMYJSATOPBI U
ANEKTPOMOOHIIEH, JUTHH-HOHHBIH aKKyMYJSTOp, IUIOTHOCTh JHEPTHUH,
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Annotation. The article deals with a comparison of various
approaches to the creation of batteries for electric vehicles. Authors
consider the technologies of two manufacturers of electric vehicles — Tesla
Motors and BYD Auto. Both companies use lithitum-ion batteries, but
different types: lithium-nickel-cobalt-aluminum-flipping (NCA) in Tesla
and lithium-iron-phosphate (LFP) in BYD. Batteries are compared in basic
parameters such as energy density, safety, cost. In conclusion, the authors
note that despite the differences, the approaches considered allow to
achieve similar results.

Keywords: electric vehicle, EV batteries, lithium-ion battery, energy
density, battery pack.
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Introduction

Changes in the world geopolitical and economic situation taking place
are reflected in most public services and organizations of the Russian
Federation, including Roshydromet. So the head of the Federal Service for
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Hydrometeorology and Environmental Monitoring A.V. Frolov said in an
interview: “The most important event in 2014 was the return of the
Republic of Crimea and the city of Sevastopol to the Russian Federation. In
this regard, Roshydromet solved the problems associated with the
organization of hydrometeorological activities in the Republic of Crimea
and the city of Sevastopol in accordance with the legislation of the Russian
Federation. The Roshydromet Department for the Crimean Federal District,
the Crimean Hydrometeorology and Environmental Monitoring Department
and the separate division of the State Oceanographic Institute in Sevastopol
were established. In the near future, Roshydromet will address issues of
equipping observation points of the Crimean UGMS with automatic
complexes, upgrading communication channels, and installing automated
workplaces for specialists in various areas ”[1]. In addition, a significant
climate change in the Arctic areas in the direction of warming allows us to
consider the northern sea route as the most promising for ensuring cargo
transportation between Europe and Asia. Navigation in this area is fraught
with a number of difficulties, including navigation support [2, 3].

The role and prospects of development of the network of
ionospheric stations

High accuracy of navigation definitions is achieved by making
ionospheric corrections, which are formed on the basis of data from
monitoring and correcting stations (MCS). Figures 1 and 2 show the
northern sea route and the geography of the location of the MCS.

The basis for the formation of amendments is the information of
global maps of the ionosphere. These maps are compiled to verify real-time
indicators by overlaying the obtained data on a geographic map. This
allows you to provide the required accuracy and calibration for ship
navigation systems on the entire route, as well as used to monitor the state
of the ionosphere, forecast ionospheric storms, which can lead to a decrease
in information content or a complete shutdown of satellite navigation
systems.

JIKKC ceBepHoro
MOPCKOT'0 IyTH

iy

Do

Picture 1 — Northern Sea Route. Picture 2 — Map location control stations
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The above problems pose the task of expanding the network of
Roshydromet ionospheric stations and creating new measurement tools.
This is determined both by the need to generate data for scientific studies of
the ionosphere, and to display (analyze) its current state to provide
consumers with high-quality navigation information.

The placement of domestic ionospheric stations of Russian and
foreign production is based on the principle of creating longitudinal
latitudinal chains covering the most important regions of the Russian
Federation in terms of providing them with ionospheric information.

According to the current situation, a number of organizational and
technical measures are currently planned. The number of observation points
in the network will be increased in stages. The planned maximum number
of points of only high-orbital radio tomography (HORT) should be 100 by
2025, low-orbit points (LOP) 20, combined points 20.

To obtain tomographic sections of the ionosphere, it is necessary to
locate three or more hardware-software complexes (HSC) LOP along the
preferential directions of low-orbit satellites, i.e. along 70° - 80° N

The distance between the points LOP should not exceed 500 km. In
the general case, the minimum height at which the value of the electron
concentration can be determined depends on the mutual distance of the
distribution points.

The distance between the HORTpoints should be in the range from
200 to 400 km, which will allow monitoring of ionospheric parameters with
a given spatial and temporal resolution in the mode close to real time.
Depending on the applied problems in some regions, this distance should
not exceed 200 km [4].

By 2020, in the Russian Federation it is planned to equip with modern
equipment and restore about 16 stations. But this amount is unacceptably
small for a region of 17 million square meters. km In order for the domestic
network of VZ ionospheric stations to make a full-fledged contribution to
global monitoring of near-Earth space, it must also be supplemented with at
least 12 stations so that they cover the territory of the Russian Federation
relatively evenly.

Based on the wvastness and underdevelopment of the northern
territories, the commissioning and operation of the stations themselves will
require significant economic costs, determined by the difficulty of
delivering equipment, fuel, maintenance and training of service personnel,
etc. One of the ways to solve this problem is to maximize the automation of
the processes of preparation and measurement, as well as the creation of
identical for all means of control systems and data exchange, implemented
on a modern element base.
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The design of ionospheric stations

The ionospheric station, like any radar, consists of the following main
parts: radio transmitter, transmitting antenna, receiving antenna, radio
receiver, recorder.

For the ionospheric station, the main task is to measure the
distribution of the number of free electrons with height, to obtain a vertical
electron concentration profile.

The transmitting antenna of the station is designed so that in some
stations the radiation goes straight to the zenith, vertically upwards in
others obliquely. The transmitter sends up one after another short “queues”
of radio waves, and the receiver connected to the antenna, during a pause,
picks up the radio signals reflected from the ionosphere. Noting the time of
the start and finish of the waves, you can calculate the height of the
reflecting ionospheric layer. In more advanced and promising stations, the
possibility of oblique sounding is realized, which makes it possible to
monitor the “stratification” of the ionosphere, identify inhomogeneities and
determine their characteristics.

Structure of a promising ionospheric station

Based on the target and constructive identity, the station's equipment
can be divided into two groups. The first, unique for each station, includes:
an antenna system, a receiving-transmitting complex equipment, a station
technical condition monitoring complex. The second group includes
hardware functionally and technically similar for most products. These are
the systems: control, communication and data transmission - reception, the
GLONASS and GPS receiving module.

In this case, it makes sense to create a unified control system for all
types of ionosondes. The structure of the station in this case takes the form
of functionally and geographically separated complexes (see Figure 3):

- receiving and transmitting

- management, communication and data exchange.

Antenna system, radio receiver, telemetry information coding /
decoding module and are standard equipment of ionosonde. The control
system based on an industrial computer, the GLONASS / GPS reception
module and the control module are located in separate rooms and are
formed according to a single principle; the additional software expands the
capabilities of the ionosonde.

The interaction of the main parts of the complex is as follows. Having
received a control computer via a local network, telemetry channel or (and)
from the operator, the list of tasks to be solved forms a time diagram ofthe
operation of the complex in accordance with the specified priorities.
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Ionosphere station
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Picture 3 — Structural diagram of the ionospheric station

At the time of the event corresponding to the execution of the task, the
control module issues commands to activate the corresponding mode of
operation. Formed codograms of control, which are then issued to the
electronic control module of the radio transmitting (RPU) and radio
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receiving (PRRU) device. In RPU with the exact (no more than 1 ps)
coincidence of the tasks execution time, the corresponding operation mode
is activated. Radiation is conducted by the radio control center and (or)
reception of signals of the control switchgear.

The received signal information is received by the module for
detecting and measuring the parameters of signals. If commands for
measuring arrival angles within the detected signals are set, information
about the amplitudes and phases of the signals from each of the active
antenna elements is generated, which is necessary for estimating the arrival
angles, which, together with the signal information, travels via the local
network to the PC. The PC carries out procedures for the automatic
processing of ionograms of vertical sensing and oblique sounding with the
restoration of the vertical profile of the electron concentration (N (h)
profile), if necessary, the angles of arrival of signals are measured.

The results of information processing of the ionosphere sounding
through the local network are transmitted to the control PC.

The PC allows you to adaptively select modes of operation, and the
control module to form commands for the operation of various radio
systems adopted for maintenance.

Conclusion

So that way, domestic ionospheric observation sites can get a unique
opportunity to reconfigure the target equipment without replacing the
control complex. The proposed development will allow:

- reduce the cost of delivering equipment to remote areas,

- reduce the time of installation (replacement) of the ionospheric
station,

- reduce the time and labor costs for commissioning equipment.

The proposed design of the development and manufacture of
ionosonde allows the equipment to be equipped with additional
computational tools and software.
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AHHoTauus. B HacTosmee Bpems B Poccuiickoit denepaunu Beaercs
aKTHBHAas paboTa MO BOCCTAHOBJICHHIO CETH MOHOC(EPHBIX CTAHIMIL.
Ocoboe BHHUMaHHE YAECNACTCS OTIajeHHBIM paiionam Kpaiinero Cesepa.
3T0 B MepByIO OYEPEib CBSI3aHO C Pa3BUTHEM aPKTHYECKOTO MOPCKOrO
MyTH, TAE BIHMSIHUE HOHOC(HEpHBIX 3(P(deKToB 0COOEHHO 3aMeTHO Ha
KaueCcTBO CIyTHUKOBOW CBS3M M HABHUTALIMOHHBIX CHCTEM. B HacTosIem
JIOKIafe MpeIaractcss METO]] YHHUBEPCATH3alMd CHUCTEM YIIpPaBICHUS
HMOHO30HIAMH C LICJIBI0O CHIDKCHHS 3aTpaT Ha BBOJX B OKCIUIyaTALHIO H
00CITy>KHBaHHE BEICOKOLINPOTHBIX HOHOCHEPHBIX CTAHIIUH.

KnroueBble coBa: CHCTEMBl YIpPaBICHHS HOHO30HIA, CEBep,
CITyTHUKOBOM CBSI3U, HABUTALIMOHHBIX CHCTEM.

Annotation. Currently, active work is underway in the Russian
Federation to restore the network of ionospheric stations. Particular
attention is paid to remote areas of the far north. This is primarily
associated with the development of the Arctic sea route, where the
influence of ionospheric effects is particularly noticeable on the quality of
satellite communications and navigation systems. This report proposes a
method for the universalization of ionosonde control systems in order to
reduce the cost of commissioning and maintaining high-latitude ionospheric
stations.

Keywords: ionosonde control systems, north, satellite
communications, navigation systems.
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Introduction. The program of construction of routes of space object
allows to make graphic display of a sub-satellite point of space object, to
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analyze change of an orbit depending on change of parameters of an orbit.
Simulation of the space object route is performed by predicting the position
of the space object for a given period of time [1].

The program also allows to determine the time of entry and exit into
the zone of radio visibility of ground vehicles. As an example, a list of 20
space objects with the ability to change any of the basic parameters of the
orbit is given to display the route.

Main part. This program is implemented in C++ and Delphi. It has
two Windows "Parameters" and "two-dimensional map".

In the "Parameters" window, you can select a spacecraft from the list
and set it manually parameters:

— longitude,

— inclination,

— eccentricity,

— perigee argument,

— apogee height,

— perigee height.
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Figure 1 — Working window "Parameters".

In the "two-dimensional map" you can define the local time, as well as
set the date and time manually, see the change in the trajectory of the
spacecraft and select the active spacecraft, and is known to NIP (KOS-E,
KOS-D).
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Figure 2 — Working window "two-Dimensional map".

Conclusion. You can see the movement of the spacecraft relative to
the planet, by means of this program, clearly showing the trajectory of the
spacecraft and ease of operation.

References:

l.IMommmyx P.I'. JluHaMuka nojera WU OCHOBBI NPOTHO3UPOBAHUSA
opbut kocmmueckux anmaparoB / P.I'. [Tomumyk, H.M. Kpsimaesa. 1972. —
C. 125-133.

2. JlutBunenko H. A. - Texuosorus mporpammupoBanust va C++ /
H.A. JIutBunenko. 2005.

AnHoTtanus. [Iporpamma noctpoeHust oNoCckl 0030pa KOCMHYECKOTO
anmapara IO3BOJISIET IPOU3BOJUTH Trpaduueckoe OTOOpa)KeHHE IOJIOCH
0030pa KOCMHYECKOTO amrapara W IpOCIeKUBaTh €€ W3MEHEHHE B
3aBHCHUMOCTH OT MTapaMeTPOB OOPTOBOM ammapaTypsl ammapara.

KaroueBbie caoBa: Kocmmueckmit ammapar, C++, C, Delphi,
TpaeKkTopusi, KocMoc, opOuTa, mojoca 0030pa, BU3UPOBaHWE, YTOIN,
paAMOTEXHUKA, IONT0Ta, IIHPOTA, SKCHEHTPHCHTET, MpOorpamMma, 3eMHas
MTOBEPXHOCTH, aIllapaT, MapaMeTPhl, BBICOTA IIEPHUTEs], BEICOTA aIlloTes.

Annotation. The program of building of the span of the spacecraft
allows a graphical display of the span of the spacecraft and track its change
depending on the parameters of the onboard equipment of the spacecraft.

Keywords: Spacecraft, C++, C, Delphi, trajectory, space, orbit, field
of view, sight, angle, radio engineering, longitude, latitude, eccentricity,
program, earth surface, vehicle, parameters, perigee height, apogee height.
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Introduction.

For the companies on city improvement, to clean the icy sidewalk
from ice is laborious process, on the average a covering of ice reaches 3
cm. Today there are no devices allowing to clean quickly, effectively and
with the minimum efforts the sidewalk from ice.

The problem of our research is that one need a fairly significant
expenditure of time and effort in order to clean the icy sidewalk with the
help of current analogues,

Hypothesis: we assume that as a result of the creation of the device
"Ice Destroyer", the cost of cleaning the sidewalk will be minimized, the
processing time will be reduced.

The purpose of the research is to create a device for faster and more
convenient cleaning of icy pavement based on sound wave.

Each method of removing ice from the surface of the pavement is not
effective. Only one mentioned method minimizes the time resource of man
- chemicals, but the price is high, as it needs to be updated constantly [1, 2].
From the existing analogues ritmix and Ausmelt are the most effective
ones, in terms of price and quality.

The main components of our device are

1. Speaker.

2. The body which is made of plastic.

3. Battery for feeding the device with electricity.

Principles of work:

* Sound waves of a certain frequency come from the speaker located
in the device.

* When sound waves and ice collide, the ice will break.

» It is necessary to drive the device on the surface of the pavement.

* After the ice has broken, you need to walk on the sidewalk with a
broom.

This device (pict. 1), unlike analogues, will perform its task in about 2
minutes per square meter.
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Picture 1 — 3D model of the instrument.

Ultrasound is sound wave having a frequency higher than perceived
by the human ear, usually under ultrasound understand frequencies above
20 000 Hertz.

Although the existence of ultrasound has long been known, its
practical use is quite young. Nowadays ultrasound is widely used in various
physical and technological methods. Thus, the speed of sound propagation
in the medium is judged on its physical characteristics. Speed
measurements at ultrasonic frequencies allow with very small errors to
determine, for example, adiabatic characteristics of fast processes, specific
heat of gases, elastic constants of solids.

Most ultrasonic whistles can be adapted to work in a liquid
environment. In comparison with electrical sources of ultrasound, liquid
ultrasonic whistles are low-power, but sometimes, for example, for
ultrasonic homogenization, they have a significant advantage. Since
ultrasonic waves occur directly in a liquid medium, there is no loss of
energy of ultrasonic waves when moving from one medium to another.
Perhaps the most successful is the design of a liquid ultrasonic whistle,
made by English scientists Cottel and Goodman in the early 50-ies of XX
century. In it, the high-pressure fluid flow comes out of the El-liptic nozzle
and is directed to the steel plate [3].

Piezoelectric element is an electromechanical transducer made of
piezo-electric materials of a certain shape and orientation relative to the
crystallographic axes, by which mechanical energy is converted into
electrical (direct piezoelectric effect), and electrical to mechanical (reverse
piezoelectric effect) (pict. 2).

Piezoelectric element fluctuations —
Diameter: 10 mm
Thickness] mm -

Material: CTS -26

Voltage: 5V
Excitation frequency: 1 MHz \ /
The scale of the fluctuations: 30000:1

Picture 2 — Piezoelectric element.
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In order to increase the efficiency of ice destruction, a method is
proposed, during the implementation of which repeated movements of the
device on the field of destroyed ice are made. The number of movements is
limited by a number, the excess of which does not lead to an increase in the
strength of the electric current excited by the piezoelectric elements
installed in the body of the device.

Experimental testing.

In the course of the work we had an experience with the sound
generator. We wanted to see how the sound acts on the ice.

The experiment was conducted in the street because when cracks
appeared on the ice.

The sound generator was used (Pict.3).

In the course of experience we stated that a frequency must be more
than 20000 Hz (ultrasound).

Picture 3 — The sound generator

Purpose: intensification of processes in liquid and liquid-dispersed
media (extraction, dissolution, purification, etc. processes), it can be
installed in the processing line for processing in the flow mode. Based on
the action of this device, we will make a more advanced machine for ice
cleaning on sidewalks around the world

Conclusion. When modeling the device, we described the principle of
operation, appearance, purpose and necessary components of the device.
We also calculated that the device will complete the work within two
minutes per square meter.

In the course of research and modeling, we confirmed the hypothesis
that as a result of the creation of the device "Ice Destroyer ", it is possible to
minimize the waste of energy for cleaning the pavement and reduce the
processing time.

158



The technology of piezoelectric elements and the effect of ultrasound
were studied, thus we confirmed the hypothesis that the ice can be
destroyed by an ultrasonic wave.

During the research of piezoelectric elements apparatus series "wave-
m" with a similar principle of action was found, which will be used as the
basis of our device.

At the moment we are prototyping and we expect the degree of
profitability device.
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AnHoranus. B craree paccmarpuBaercs npobiema 0oTCyTCTBUS Oojiee
COBEpIIEHHOM MamIMHBI A7 YOOpPKH Jba Ha TpoTyapax. M3yueHa
TEXHOJIOTUSI HW3TOTOBJCHUS MbE303JEMEHTOB H 3((EKT yIbTpa3ByKa,
MOATBEPXK/IEHA THUIOTE3a O TOM, 4YTO JIel MOXET pa3pylaThCs
YJIBTPa3ByKOBO BOJIHOM.

B xone uccnenoBaHus Mbe30IEMEHTOB ObUT HAalICH amlmapar CepHu
"BomHa-M" C aQHANOTHYHBIM MPHUHIUIOM JCHCTBUS, KOTOpPBIA OymeT
HCIIONB30BaH B KAYECTBE OCHOBBI aBTOPCKOT0 MPHOOpa.

KinloueBble  cjioBa:  OdYucTKa  JIpAa,  pa3pymIMTeNb  JIbJa,
YIbTPa3ByKOBasi BOJIHA, YKUIKO-JAUCIIEPCHBIE CPEIbI, MbE30INECKTPHICCKHE
JJIEMEHTBI.

Annotation. The paper deals with the problem of lack a more
advanced machine for ice cleaning on sidewalks. The technology of
piezoelectric elements and the effect of ultrasound were studied, thus the
hypothesis was confirmed that the ice can be destroyed by an ultrasonic
wave. During the research of piezoelectric elements apparatus series "wave-
m" with a similar principle of action was found, which will be used as the
basis of author’s device.

Keywords: ice cleaning, Ice Destroyer, ultrasonic wave, liquid-
dispersed media, piezoelectric elements.
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1. Introduction
The profession of electronic engineering is quite versatile - it requires
competences in traditional fields of training, such as circuit engineering, as
well as in areas related to programming, application of automated
complexes of designing and debugging of electronic circuits. The higher
school should train specialists who are able to quickly understand modern
information technologies, use them in their professional activities and are
able to develop specialized utilities or more complex software products
themselves.

Therefore, starting from the first year of study, the students get
acquainted with programming technologies within the framework of
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studying such disciplines as computer science, basics of information
technologies and others. Primary programming skills are achieved by
studying the concept of structural programming and basic algorithmic
constructions. Tutorials are usually console applications implemented in
such popular programming languages as C, C++, etc. At the same time,
creating modern applications requires the implementation of familiar user
interfaces, such as Windows interfaces.
2. The main part

The study of the object-oriented programming paradigm is usually
based on the use of modern development tools such as Microsoft Visual
Studio .NET and the study of C++, Java, Object Pascal, C# and other
programming languages. At the same time, building user-friendly program
interfaces is directly related to the use of the visual programming paradigm
which is rather well implemented in Microsoft Visual Studio. However, the
transition from console applications to object-oriented event programming
is connected with difficulties caused by a fundamentally different approach
to programming and, accordingly, requires additional time within the
framework of independent preparation.

Proceeding from the abovementioned, the department of "electronic
engineering" of SevSU within the framework of the disciplines chosen by
the students was offered a new discipline "Visual design of programs in the
Microsoft Visual Studio environment", where the main task was to gain
practical skills of development of full-fledged interfaces of Windows
applications, acquaintance with the basic elements of modern programming
language C#, acquaintance with the concept of object-oriented
programming, as well as programming of events of interface components.

A characteristic feature of Visual C# applications is that the
programmer uses all the possibilities of object-oriented programming in
them and all the program elements created in them are objects. GUI
application forms are made in a Common Language Runtime (CLR)
controlled environment and are Windows Forms Application. Windows
Forms places standard Windows controls available through the Win32 API
(Application Program Interface) into the managed code. The code created
by the classes implementing API for Windows Forms does not depend on
the development language.

Creating programs in modern programming environments implies a
wide application of the principles of object-oriented programming (OOP),
as well as the use of the event-based mechanism of program execution. In
OOP, the main category of object model - class - combines at the
elementary level both the data and the operations that are performed on
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them. It is from this perspective that the changes associated with the
transition from a structural approach to HHPs are most visible [3].

Applications developed in the visual environment are actually
Windows applications and fundamentally different from console
applications. The appendices, which are with the graphic interface using
forms, are created in operated environment CLR and appendices Windows
Forms Application - appendices under Windows. Windows Forms places
standard Windows controls in the managed code. Windows Forms as when
writing a program in programming languages: C, C++, C#, and on
VB.NET, etc [1].

Microsoft Visual Studio development environment.NET (Figure 1) is a
modern tool that can be used to create any applications, programs and
software components for Microsoft Windows. As a result of object-oriented
programming, the program text actually consists of a set of descriptions of
the behavior of components when certain events occur. Using the
hierarchical principle of component inheritance allows them to have a basic
set of properties, methods and events. The concept of visual programming is
implemented in Visual Studio environment with the help of Windows
Forms constructor.

Figure 1 - Microsoft Visual Studio development environment

The process of creating a Windows application itself consists of two
main steps:

1. Visual design, which consists in the selection and placement of
various controls such as buttons, switches, icons, etc. on the window plane
of the future application.
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2. Define the application behavior by writing procedures for handling
various events:

e by clicking on one button or another;

e when selecting a specific menu item,;

e after a certain amount of time;

e or in the event of any other event.

The environment of fast development of the visual interface takes on
routine work related to the preparation of the program for work,
automatically generates the corresponding program code and allows you to
focus on the logic of the future program.

Within the framework of practical work students become acquainted
with such widely used controls of Windows Forms (Figure 2), as: Button,
Label, TextBox, ListBox, ComboBox and many others.
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Figure 2 - Windows Forms Control Panel

The course also includes an introduction to WPF (Windows
Presentation Foundation) programming technology. It is part of the .NET
platform and a subsystem for building graphical interfaces using XAML
(eXtensible Application Markup Language) - an extensible markup
language for applications.

While traditional WinForms-based applications were based on
Windows parts such as User32 and GDI+ to draw controls and graphics,
WPF applications are based on DirectX.
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The XAML language allows you to create a rich graphical interface
using either a declarative interface declaration or a code in the managed
languages C# and VB.NET, or to combine both. Significant advantages of
WPEF:

- use of traditional .NET-platform languages;

- new features that were difficult to achieve in WinForms, such as 3D
modeling, data binding, use of elements such as styles, templates, themes,
etc;

- good interaction with WinForms, so that, for example, traditional
controls from WinForms can be used in WPF applications;

- rich possibilities for creating various applications: multimedia, 2D
and 3D graphics, and a rich set of built-in controls, as well as the ability to
create new elements, create animations, data binding, styles, templates,
themes and much more.

Currently, the development of innovative technology in the Russian
educational space - distance learning - is taking place. Opportunities and
characteristics of e-learning technology provide the maximum possible
efficiency of interaction between a trainee and a teacher within the
framework of "e-learning" system. SevSU uses Moodle (Modular Object-
Oriented Distance Learning Environment), which is distributed free of
charge under the GNU GPL license [2].

In order to support the independent work of the student while studying
the discipline, repeating the lecture material, testing the material
assimilation, studying additional information (including with the help of
video resources), an online course "Visual design of programs in Microsoft
Visual Studio" was developed (Figure 3).

The course peculiarity is a large number of interactive elements
allowing the student to learn the basic features of the C# language (data
types, operations) and the interface of the Visual Studio system and the
basic principles of event programming in a game form. Besides, in order to
simplify understanding of practical work tasks and methods of their
solution, there is an opportunity to become acquainted with the sources of
the projects of examples of such practical work.

The use of the "Forum" and "Wiki" course elements allowed to
effectively organize trainings in a team within the framework of problem
discussion of the studied material, collective discussion of problems and
mutual evaluation of answers by students. The result of mastering each
lecture and section as a whole is passing the element of the course "Test",
and using questions of different types.

For students wishing to implement the trajectory of self-development
and consider the topics of the course in more depth, each section of the
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online course has a subsection with additional links to the Internet resources
with official documentation, interactive and video content for self-study.
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Figure 3 — Online course for students

3. Conclusion

Thus in the work the basic problem questions connected with studying
of technologies of programming for students of electronic engineers are
considered. The article presents the peculiarities of developing an additional
course on the choice of "Visual design of programs in Microsoft Visual
Studio environment" using, among other things, remote learning
technologies implemented on the Moodle platform. The main features of
Windows Forms and WPF, which are considered as part of the practical
work of the course, are given.

References:

1. Shikut A.V., Aristov B.K./Use of graphical interface in C++
applications in computational mathematics [Electronic resourcel]:
http://engsi.ru/doc/742574 html.

2. Online course "Visual design of programs in Microsoft Visual
Studio environment" [Electronic resource]:
http://moodle.sevsu.ru/course/index.php?categoryid=17

3. A. V.Malov, S. V. Rodionov/To the question of the classification
of modern programming paradigms /Saint-Petersburg state electrotechnical
university «LETI» /U3Bectust CIIOI'OTY «JIDTU» Ne 5/ —2015. — 41-44p.

165



4. Tyurikova E.M./ Distance Learning — a New Form of Information
and Education Environment/Zabaikalsky State College/I'ymanutapHsIit
BekTop. Ne 1 (33)/—2013. - 72-76 p.

AHHOTanusi. B cratbe paccMmarpuBalOTCS OCHOBHBIE OCOOCHHOCTH
BH3YaJIFHOTO TIPOTPaMMHPOBaHUS B mporpamme B cpene Microsoft Visual
Studio. Taxxe mpencTaBiIeHB 0COOEHHOCTH pa3pabOTKH JTOTIOIHUTEIEHOTO
Kypca AJIsl HH)KEHEPOB JIEKTPOHHON TEXHUKH.

KnaioueBble ciioBa: Bu3yalbHOE NpPOrpaMMHUpPOBaHHE, OOBEKTHO-
OpPHEHTHPOBAaHHOE IPOTPaMMHpPOBaHUE, cpena pa3paboTku, Microsoft
Visual Studio, Windows Forms, Windows Presentation Foundation,
JICTAaHIIMOHHOE 00yUCHHE.

Annotation. The main features of visual programming in Microsoft
Visual Studio environment and development of an additional course for
engineers of electronic equipment are presented and discussed in the article.
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Currently, no one person dispenses with devices and
telecommunications systems. These systems evolve at an unimaginable
speed, requiring ever more complex technical solutions. On the other hand,
the number of users is increasing, which leads to an increase in the volume
of transmitted information, hence, it requires an increase in the speed of the
systems for receiving and transmitting information.
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The solution to this problem is possible due to the use of various types
of modulation, coding methods and signal processing. Therefore, there is a
need to introduce a number of stringent requirements for modern systems:
high performance, compactness, providing a high signal-to-noise ratio,
maximizing the use of a dedicated frequency band, providing
synchronization, ease of use,

QAM modulator essentially follows the idea that can be seen from the
basic QAM theory where there are two carrier signals with a phase shift of
90° between them. These are then amplitude modulated with the two data
streams known as the I or In-phase and the Q or quadrature data streams.
These are generated in the baseband processing area [1, p. 373].

s(t) = I(£) cosQnf,t) + O(t) sin(2f, t).
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Figure 1 — The QAM demodulation functional diagram

Explanation of symbols:

ADC — Analog digital converter;

DO — Digital Generator;

LPF — Digital Low Pass Filter.

The system includes a parallel high speed ADC required for digitizing
the input signal and the PLIC where processing occurs and the signal
conversion. Used 256 QAM modulation. Implemented receiving and
processing the signal with a spectral of 2 MHz and the possibility of
adjustment of the carrier frequency through the computer.

As a test, this model performs enumeration of all possible values at the
transmitter output with the subsequent transmission and reception at the
receiver with a display on the signal constellation. This solution allows the
analysis of the reception error for each point of the signal constellation with
multiple repetitions of the entire transmission cycle, i.e. multiple iteration of
all possible signal variants at the transmitter output.

The small signal-to-noise ratio of the received signal leads to the fact
that the spread of the values of the received components increases and, as a
result, the probability of erroneous decoding of the symbols increases.
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Figure 3 shows an example of this phenomenon with a signal-to-noise
ratio of 18 dB, which corresponds to an error probability of 0.5%. The
solution to this problem is to increase the signal-to-noise ratio by increasing
the level of the transmitted signal.
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Figure 3 — Signal constellation for QAM-256

Also consider the effect of the phase mismatch of the received signal.
Figure 4 shows the signal constellation for QAM-256 with a phase
mismatch of + 3 relative to zero in the absence of noise.

From figure 4 it is seen that when the phase of the received signal is
misaligned, there is a significant variation in the received values and the
probability of errors increases. To solve this problem, it is necessary to
introduce the synchronization systems discussed earlier.
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Figure 4 — Signal constellation at phase mismatch

For synchronization in the communication channel, it was decided to
use a signal with a slower modulation, such as MSK or QPSK and using its
parameters, to synchronize the faster QAM-256.

The synchronization circuit shown in Figure 5.
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Figure 5 — Timing circuit diagram

In the course of research, a functional scheme of the quadrature
demodulator was developed. A mathematical model for simulating the
operation of the system has been created. The elements were calculated and
matched and the system operation was simulated with the parameters
specified earlier. The results of the simulation, as well as the parameters of
the elements, are presented above.
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AHHoTanmms. JlaHHBIA OOKIAA IOCBAIMIEH HCCICHOBAHHIO H
pa3paboTke TpHEMHHKA C KBaJpaTypHOW MOZIYJSLMEeHd, Ha OCHOBE
MPOrpaMMHUPYEMOM  JIOTUYECKOM HMHTETpalbHOM CXEMBl. Y CTpPOMICTBO
IpeJHa3sHayeHo A o0paboOTKM  MOJETUPOBAHHOTO  CHUTHaja, C
MOCJIEAYIOLIMM TIPe0Opa3oBaHUEM €ro B 8-MH OUTHBIN IBOMYHBINA KOJI.

Cucrema BKiIO4aeT B ceOs MapauleibHBId OBICTPOAEHCTBYIOUIMN
AIII, HeoOxoauMBIit AJst oMpPOBKU BXoAHOTO curHana u camy [1JIUC, B
KOTOpOH NMPOMCXOAUT 00paboTKa M IpeoOpa3oBaHue CUrHaja. Y CTPOHCTBO
NPUMEHUMO i1 JAeMonyisiuuu 256-tu no3uuuonHas KAM. Jluanason
YacTOT BXOAHBIX cUrHaiIoB oT 1 7o 100 MI'm.

KioueBble caoBa: KAM, IUJIMC, xBagpaTypHBId JeMOIyJsATOp,
TU(PPOBBIE PIIBTPHL, TI(PPOBHIC TPHEMHUKH.

Annotation. This report focuses on the research and development of a
quadrature-modulated receiver based on a programmable logic integrated
circuit. The device is designed to process a simulated signal, and then
convert it into an 8-bit binary code.

The system includes a parallel high-speed ADC, necessary for
digitizing the input signal and the very FPGA itself, in which the signal is
processed and converted. The device is applicable for demodulation of a
256-position CAM. The frequency range of input signals is from 1 to 100
MHz.

Keywords: QAM, PLIC, quadrature demodulator, digital filter, digital
receivers.
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With the development of IT-technology computers, phones,
smartphones and other gadgets have become firmly established in our lives.
At the same time, the number of stored information is growing, as well as
the number of problems associated with data storage. Cloud storage
technology comes to our aid. Cloud computing turned into the most
predominant innovation in recent years. This innovative technology
provides services to the customers for software and hardware [5].

The difficulties in fulfilling of cloud computing environment regarding
security hazard implementation strategies on cloud computing environment
era considered by Ferretti L, Gorelik E., Colajanni M, Buyya R., Yeo C.S.,
Venugopal S., Broberg J., Brandic IDinh H.T., Hao Z., Zhong S., Yu NLee
C., Niyato D., Wang P., Marchetti M., Tabassam S.

Hofer C.N. and Karagiannis G. state five fundamental attributes of the
distributed computing which make the cloud driving more suitable
innovation for information stockpiling and utilizing the assets over web:

— Self-service on demand;

— Pooling of resources;

— Broad network access;

— Rapid elasticity;

— Measured service [7].

So, Gorelik E. investigates three basic models introduced by cloud
computing SAAS, TAAS, and PAAS, SAAS stands for software as a
service:

— Software as a service;

— Platform as a service;

— Infrastructure as a service.

The cloud computing is determined as “a style of computing where
massively scalable IT enabled capabilities are delivered ‘as a service’ to
external customers using Internet technologies” [8, p. 299]. Cloud providers
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currently enjoy a profound opportunity in the marketplace. The providers
must ensure that they get the security aspects right, for they are the ones
who will shoulder the responsibility if things go wrong.

Security issues in clouds such as data breaches, network security, data
locality, DoS attacks, account hijacking, system vulnerabilities, Permanent
data loss, Malicious insiders, shared technology, shared dangers,
compromised credentials and broken authentication, hacked interfaces and
APIs are described by Huang X., Liu JK., Tang S., He D., Wang H.,
Zhang J., Wang L., Xiang Y, Hao Z., Zhong S., Yu NLiang K.

The aim of our article is to analyze the most efficient solutions to
security issues and determine the most basic method of cloud data access
security control.

Cloud storage technology is an extension of cloud computing
technology, which integrates various storage devices by using various
technical means such as cluster application, grid technology, distributed file
system, and so on, and realizes the cooperative work of storage devices with
different architectures for data storage and business access.

It should be noted that the purpose of cloud storage is to allocate space
in the network to store files of its customers. The principle of operation is
downloading files from your computer to a dedicated server and storing
them [1].

By uploading a file using the application to the server, it goes to the
"cloud". Depending on your solution, files can be both in publicly or
privately accessed: for certain individuals, files from the cloud can only be
accessed over the Internet, making them available to you anywhere and
from any device [4].

Each file is downloaded separately, and it is important to note that the
transfer cannot be interrupted, otherwise it will not be possible to use it due
to damage.

Some cloud storages allow you to edit files or folders. For example,
you have changed on your PC a text file, if the file is in the cloud, the
changes will occur there. The same is true-if the change in the file occurred
in the cloud, then immediately on the computer the same file will be
updated.

The operation of the servers is required to be round the clock, but it is
certainly impossible to guarantee this. The technical side of the issue
depends on many factors, so it is recommended not to panic if there is no
connection [3].

Mobile cloud storage allows users to store and manage files, photos,
music, and videos from their mobile devices (laptops, tablets and
smartphones) [8]. Many new mobile phones come with preloaded and

172



configured cloud storage that can be used to back up the device’s files. i0OS
devices use iCloud, Apple’s mobile cloud storage service. Android-
operating devices use Google Drive, while Samsung Galaxy has a
partnership with Dropbox [2].

Cloud and virtualization gives you agility and efficiency to instantly
roll out new services and expand your infrastructure. But the lack of
physical control, or defined entrance and egress points, bring a whole host
of cloud data security issues.

There are several of security problems for cloud computing, as it is
surrounded by numerous technologies in addition of ‘networks databases’,
'working structures', 'virtualization resource booking', 'trade organization',
'stack changing', concurrence control, and memory organization [6].

The most efficient solutions to security issues are following:

— Written security policies plan;

— Multifactor authentication;

— Access to data;

— Appropriate cloud model for business;

— Encryption of backups and secure data destruction;

— Regulatory compliance;

— Formal change control process;

— Encryption scheme design and test.

Encryption is considered to be as the most basic method of cloud data
access security control. Data encryption translates data into code, so that
only people with access to a secret key (called a decryption key) or
password can read it. “Encrypted data is referred to as ciphertext, while
unencrypted data is called plaintext.

Currently, encryption is one of the most popular and effective data
security methods used by organizations. Two main types of data encryption
exist — asymmetric encryption, also known as public-key encryption, and
symmetric encryption” [9, www].

Despite of many advantages there are lots of issues in cloud computing
environment regarding the security of the clouds transactions and data
storage over internet. As cloud users do not know where there data is going
to secure and how much it is secured. As the information is stored in the
cloud, it must be encrypted to avoid illegal data acquisition or data leakage.

The encryption of data in cloud storage exists in the process of data
transmission and data storage. Common encryption includes linear search
algorithm, security index algorithm, sorting search algorithm, keyword-
based public key search algorithm, homomorphic encryption and retrieval
algorithm (see table 1).
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Table 1 — Common encryption features.

Main features

General description

Linear search
algorithm

Searching for information with the following encrypted
storage structure. The plaintext information is encrypted
into ciphertext; a series of pseudo-random sequences are
generated according to the ciphertext information
corresponding to the Keywords: The pseudo-random
sequence and the current ciphertext information are
generated to encrypt the ciphertext information

Security index
algorithm

It generates a set of sequences by means of encrypted secret
key, and puts the index into the Bloom filter. The sequence
is used to generate multiple trap gates for Bloom detection.
The data obtained by decrypting the returned document is
the required data

Keyword-based

It uses the public key to encrypt the stored data and

implementation of
sorting search

public key search | generates the ciphertext information used for searching. It

algorithm is suitable for data storage and retrieval in mobile
environment

The It is to preserve the word frequency of keywords in data

documents. The ciphertext containing the key words is
retrieved , and the ciphertext information using the order

algorithm preserving algorithm to recover the plaintext data is sorted
The full- It uses vector space model to calculate the correlation
homomorphic between the stored information and the information to be
encryption checked. It uses the full-homomorphic encryption
retrieval algorithm to encrypt the document, and it establishes an
algorithm index. Indexing only requires plaintext encrypted by

encryption algorithm. Data can be achieved without
returning plaintext information

The most basic method is to encrypt the file key for the data owner,
and the user accesses the server directly with the key. By means of
hierarchical access control method users can derive the authorized data key
through the user’s private key and the public information table. This
technology uses information to generate a proxy weight. Encryption key,
which is used to encrypt the encrypted information twice, generates
ciphertext data that can only be decrypted by a specified user.

Some security experts proposed the methodology to assure their
employees, customers, and shareholders that they were able to provide
adequate Confidentiality, Integrity, and Availability (see picture 1) for the
sensitive data/intellectual property residing in physical data centers [10].
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Picture 1 — A strategy to protect the corporate assets.

A cloud access security broker (CASB) is a type of software that helps
make cloud services secure. The security software is placed between the
cloud service provider and the organization using the cloud services. CASBs
secure cloud applications by providing the necessary visibility, compliance,
and security necessary to comply with regulations and internal policies.

The growing importance of cloud access security brokers plays
Garther (see picture 2). Gartner has defined the four pillars of CASB as:
visibility, data security, compliance and threat prevention [10].
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Picture 2 — Importance of cloud access security brokers
Source: http://security-musings.blogspot.com/2015/04/comparing-cloud-access-security-
broker.html

In conclusion it should be noted that the challenge of data security is
becoming more serious. In order to ensure the user’s information security, it
is necessary to adopt high-strength data protection technology. Encryption
and enterprise key management solutions turn any cloud environment into a
trusted and compliant environment by solving the critical challenges of data
governance, control, and ownership — no matter where you store your data.
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AnHoTanus. JlaHHas cTaThs NPEACTABISIET OMUCAHHE CTPYKTYPHI U
(YHKIMOHUPOBAHUS ~ TEXHOJOTMHM  OOJIAYHOTO  XpaHEHUs  JaHHBIX.
OxapakTepu30BaHBl OCHOBHBIE XapaKTEPUCTHKH, BUIBI M CIIOCOOBI pabOTHI
¢ 007aKoM. AHANU3UPYIOTCS TEXHOJIOTHH KPUITOTPaPHIECKOr0o KOHTPOISA
JOCTyTIa U APYTHE TEXHOJIOTUH OE3011acHOCTH.

B 3axmoueHne oTMedaercs, 4To mHpoOieMa Oe30IacHOCTH JaHHBIX
CTaHOBHUTCS Bce Oomee cepbe3HOW. Ora crarbs Oyner mose3Ha
MOJIb30BATEISIM,  KOTOpBIM  TpeOyeTcs  JIONOJHUTENbHOE  (ailioBoe
MIPOCTPAHCTBO, & TaKXKe CIEeNUalicTaM, KOTOpbIM TpeOyercsl yaaneHHas
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Annotation. This article is a complete introduction to the structure and
operation of cloud storage technology. The main characteristics, types and
ways of working with the cloud are described. Cryptographic access control
technology and other security technologies are analyzed.

In conclusion it is noted that the challenge of data security is becoming
more serious. This article will be useful for users who need additional file
space, as well as specialized workers who need remote communication with
all files.

Keywords: cloud storage, data, information storage, additional
storage, remote access to data.
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Ever since Steven Spielberg’s 2001 classic, Artificial Intelligence
(A.L), people have been concerned about the impact of the rise of machine
intelligence. It seems to be a common theme in sci-fi movies (such as I,
Robot) that one day, the machines are going to take over, but how true
could that be? Will Al robots be taking over our jobs any time soon?

A decade ago, robots still seemed pretty limited. Now, not so much.
And computers don’t just win chess any more, they can win Jeopardy. They
can win Go in which there are about 200 possible moves for the average
position. They can drive cars for people, write poetry, music and this list
goes on and on. So, the main question, that bothers minds of economists and
futurists is : “Will we run out of jobs?”. And here they split — futurists say
“Yes” and the economists — answer “No”. So who is right?
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Picture 1 — odern robots
Source: https://www.therobotreport.com

I should point out that everything that is written below is applicable for
Russia but in 20-30 year gap caused by Soviet Union breakup. Russia, in
terms of robotization rates, lags behind other countries and the “world
average” indicators. We are forced to buy most industrial robots abroad, and
this process is slow. The average annual sales of industrial robots in Russia
are 600 pcs. on average in the world - 240,000. In Russia for 2017, there
were 8,000 such robots; in the world - 1.6 million.

The density of robotization in Russia is 70 times less than the average
in the world. But what does the density of robotization look like taking into
account the spread across countries (data are shown by the number of robots
per 10,000 enterprise employees):

So let’s continue to our global problem keeping in mind that soon it
will touch our country too.

One of the reasons a lot of economists are skeptical about robots
taking all the jobs is that we’ve heard that before. There was a spike of
automation anxiety in the late 20s, early 1930s when machines were starting
to take over jobs on farms and also in factories. The article from 1928
points out that there used to be guards who opened and closed the doors on
New York subway trains, and people who took tickets before there were
turnstiles. Automation anxiety surged again in the late 1950s, early 1960s.

Another article from 1958 is about 17,000 longshoremen who were
protesting automation on the piers. And if you don't know what
longshoremen are, that’s because there aren’t many of them left.
Technology destroyed a lot of those jobs.

And yet, we didn’t run out of work.

This chart (Pic. 3) shows the percentage of prime-age people with jobs
in the US. Ever since women joined the workforce in big numbers, it’s
stayed around 80%, outside of recessions. During this period, technology
displaced some 8 million farmers in the US, 7 million factory workers, over
a million railroad workers, hundreds of thousands of telephone operators.
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Picture 2 — Robot density by country
Source: ifr.org
Gas-pumpers, elevator attendants, travel agents were lost. Tons of jobs
have died but work persists. What you realize when you look through those
old reports is that it’s really easy for us to see the jobs being replaced by
machines. It’s a bit harder to visualize the jobs that come from what

happens next. New technology creates jobs in a few ways.
US employment to population ratio | 25 to 54 years
BUREAU OF LABOR STATISTICS

1960 1970 1980 1990 2000

Picture 3 — US employment to population ratio chart
Source: vox.com

There are the direct jobs for people who design and maintain the
technology, and sometimes whole new industries built on the technology.
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But the part we tend to forget is the indirect effect of labor-saving
inventions. When companies can do more with less, they can expand,
maybe add new products or open new locations, and they can lower prices
to compete. And that means consumers can buy more of their product, or if
we don’t want any more of it, we can use the savings to buy other things.
Maybe we go to more sports events or out to dinner more often. Maybe we
get more haircuts or add more day-care for the kids. This process is how our
standard of living has improved over time and it’s always required workers.
The key economic logic here is automation does indeed displace workers
who are doing work that got automated, but it doesn't actually affect the
total number of jobs in the economy because of these offsetting effects.

But people tend to look at bad side of things, like a widely cited
Oxford University study from 2013 which says that 47% of current US jobs
will be replaced by robots in 20 years. That study assessed the capabilities
of automation technology. It didn’t attempt to estimate the actual “extent or
pace” of automation or the overall effect on employment: “The actual extent
and pace of computerisation will depend on several additional factors which
were left unaccounted for” says the Oxford research.

Now, all this doesn’t mean that the new jobs will show up right away
or that they’ll be located in the same place or pay the same wage as the ones
that were lost. All it means is that the overall need for human work hasn’t
gone away. Technologists and futurists don’t deny that’s been true
historically, but they question whether history is a good guide of reality.

In a 2004 book, two economists assessed the future of automation and
concluded that tasks like driving in traffic would be “enormously difficult”
to teach to a computer. That same year, a review of 50 years of research
concluded that “human level speech recognition has proved to be an elusive
goal.” And now? We have Tesla, Google Assistant, Siri, Alice.

This is the textbook chart of advancement in computer hardware — it’s
the number of transistors that engineers have squeezed onto a computer chip
over time (Pic. 4).

Microprocessor transistor count

10,000,000,000
1,000,000,000
100,000,000
10,000,000

1,000,000

100,000

10,000

Picture 4 — Microprocessor transistor count (exponential scale)
Source: vox.com
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Already pretty impressive, but notice that this isn’t a typical scale:
these numbers are increasing exponentially. On a typical linear scale it
would look more like this (Pic. 5).

Microprocessor transistor count

10,000,000,000

7.000,000,000

5,000,000,000

2,500,000,000

Picture 5 — Microprocessor transistor count (linear scale)
Source: vox.com
It really is hard to imagine this not being massively disruptive. And as
the authors of The Second Machine Age point out, processors aren’t the
only dimension of computing that has seen exponential improvement. The
idea of acceleration in your daily life when do you encounter that? Maybe
in a car for a few seconds? In an airplane for seconds again? The idea that
something can accelerate for decades literally just continuously is just not
something that we deal with. We think in straight lines.

But even though there’s been all this innovation, it’s not showing up in
the data. If we were seeing this big increase in automation we would see
productivity growing much more rapidly now than it usually does, and we
are instead seeing the opposite. Labor productivity is a measure of the
goods and services we produce divided by the hours that we work. Over
time it goes up - we do more with less labor. We’re more efficient. If we
were starting to see a ton of labor-saving innovation you’d expect this line
to get steeper, but when you look at productivity growth, you can see that it
has been slowing down since the early 2000s. It’s possible that new
technologies are changing our lives without fundamentally changing the
economy.

So will this all change? Will today’s robots and Al cause mass
unemployment? There’s reason to be skeptical, but nobody really knows.
But one thing we do know is that the wealth that technology creates, it isn’t
necessarily shared with workers. When you account for inflation, the
income of most families has stayed pretty flat as the economy has grown.

Thus, one of the problems we've seen over the last 40 years is that we
have seen all of rising productivity growth but actually hasn't been broadly
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shared, it's been captured by a thin slice of people at the top of the income
distribution. Even if unemployment stays low, automation might worsen
economic inequality, which is already more extreme in the US than it is in
most other advanced countries. But technology isn’t destiny. Governments
decide how a society weathers disruptions, and that worries people on both
sides of the debate about the future of work. We will probably always be
fascinated by the prospect of robots taking our jobs. But if we focus on
things we can’t really control, we risk neglecting the things we can.
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Annotation. The article addresses the problem of automating most
workplaces due to global robotization. The existing points of view on this
problem were analyzed, possible causes and consequences of robotization
were considered. In conclusion, own forecasts and recommendations for
effective professional activity in the era of automation were made.
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The trend of recent years is voice assistant on your computer or phone.
The smartphone is an integral part of us. It is not only a device for audio or
video communication with the interlocutor. The phone can accommodate an
infinite number of functions, replacing the organizer, card, player,
newspaper, computer, and has long been a necessity.

It is not only oriented in installed applications, but can support
conversation, search for necessary information, record and save files, send
messages and calls. To enhance the effect of interactive communication,
many companies offer game interaction with the user. “Consumer
awareness of voice devices and assistants, in terms of all the technology that
exists and the capabilities that are already in place, is nascent. Yet, there’s
no denying that voice is the future” [5, www].

The purpose of our article is to determine the main voice assistant
usages and identify perspectives of its development.

Methodology: During February 2019, we surveyed 50 students of
Information System Department between the ages of 18-69 who have used a
voice assistant. We used a survey as a method. The method of survey in
research has a special position and it is the most authoritative. The survey is
a set of questions offered to the Respondent, the answers to which provide
the necessary information [6].

We take into consideration that the most well-known assistants are
Google, Siri (Apple), Alice (Yandex).

Siri is a cloud-based personal assistant and question-and-answer
system whose software client is part of Apple's i0S, watchOS, macOS, and
tvOS. This application uses natural speech processing to answer questions
and give recommendations. Siri adapts to each user individually, learning
their preferences over time [3].

Google Assistant is a virtual voice assistant from Google. This is an
evolution of the Android feature known as Google Now, which provided
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information on a voice request without the need to print text. But, unlike
Google Now, Google Assistant to conduct a dialogue with the user,
understanding the meaning of the conversation [4].

Alice is a voice assistant from Yandex. Unlike other similar programs,
"Alice "is designed in such a way that it is a program of "artificial
intelligence", in which the data entered by voice are processed in a certain
way and issued in the form of a meaningful response [2].

All assistants have the ability to voice control without manually
turning on the program. They respond to a specific word that serves as a
signal to launch.

Of course, the benefits of such an assistant can be enormous. In fact,
this is the mobile assistant. By learning how to correctly formulate queries
and knowing its capabilities, you will significantly reduce the time to
perform many routine tasks.

Applications allow you to maximize the use of the least involved
groups of citizens: pensioners, young children, people with motor
disabilities, or visually impaired [1].

During February 2019, we surveyed 50 students of Information
System Department of Sevastopol State University who have used a voice
assistant. 100% of surveyed respondents were familiar with voice-enabled
products and devices. The majority have used a voice assistant (72%).
Despite being accessible everywhere, two out of every four students (50%)
are using their mobile voice assistants at home. The majority of focus group
participants were quick to say that they prefer privacy when speaking to
their voice assistant.

For now, many respondents have yet to graduate to more advanced
activities like shopping or controlling other smart devices in the home.
Males are more likely to experiment with more advanced features, but it’s at
a minimum.

We asked surveyed respondents to give answers on the question:

In what situations do you most frequently use Voice Control?

We analyzed the results and created a chart 1:

— aska quick question — 50%

— check weather — 12%

— play music — 6%

— seta timer — 6%

— check traffic — 0%

— do shopping — 0%

— control smart devices — 6%

— other —20%.
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Figure 1 — Voice Control Application
Source: compiled by the authors

Respondents see voice assistants as the smarter, faster, and easier way
to perform everyday activities. For more serious situations involving money
(shopping, etc.), they prefer what they already know and trust.

The experiment showed that 95% of students are satisfied with their
voice assistants; 20%, very satisfied. Voice assistants help people feel:
organized (40% agree), informed (60%), happy (17%), smart (20%),
confident (35%) and free (10%).

As voice assistants become more pervasive, they should aim to meet
certain criteria with every task. At bare minimum, respondents expect their
voice assistants to:

— Be correct / accurate / consistent — 60% agree

— Understand the accent/diction every time someone speaks— 46%

— Save time — 88%

Tell the difference between multiple voices— 45%

— Help make life easier — 23%.

Thus, we can say that the voice assistant is very relevant and
convenient thing. Each of these assistants has its own differences and
advantages.

Voice-controlled digital assistants are being incorporated into a wide
range of products, and 100% of respondents say they now use these
applications to interact with smartphones and other devices, according to
our research survey conducted in Sevastopol State University. With a
number of presented reasons (why they might use voice assistants), 50% of
users say “a major reason” they use the assistants is that these applications
allow them to interact with their devices without using their hands.

Smaller shares say that they use voice assistants because they are fun
(23% cite this as a “major reason”), because speaking to the assistant feels

more natural than typing (22%), or because these programs are easier for
children to use (14%).
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Introduction

Any person, engaging in various activities (scientific, industrial,
cognitive, etc.), is often simply not able to see the decisions that lie outside
his area of knowledge. The easiest way to see these solutions is to replenish
your knowledge, and the fastest way to increase your level of knowledge is
to get answers to your questions through the search system (SS).

However, the time spent on obtaining the requested information
depends not only on the level of the question, its depth and complexity, but
also on the user's ability to concentrate on the question and the selection /
processing of the answers received from the SS. Artificial Intelligence (Al),
developed for an intelligent search system (ISS), allows through dialogue
with the user to maintain his concentration, using, for example, search
algorithms similar to those used in SS.

Main part

Let us consider in general terms the work of the SS, which, based on
certain rules for selecting keywords from a user request, provides quick and,
as a rule, free access to resources sorted by user attendance rate relative to
the request [1].

From the point of view of the organization of the search in the SS, the
user enters his request, the system generates the user request in machine
language, highlighting the user request words as key. Next, the system
sends a request packet to its information repository, if the user has
previously entered his request, otherwise - to the browser server
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(information repository), in order to get the address of the target resource
with detected information, which context contains the user query Keywords:

Having received the request packet from the SS, the server searches
for the address of the target resource. In case the address is found, the server
issues the address of the end resource SS, otherwise it updates the request
packet through the domain name system and receives the address of the end
resource.

By accepting the address of the end resource from the server, SS
provides this resource as a response to the user. The user either accepts the
response or rejects it, specifying a new SS request. The process continues
until the user is satisfied with the answer, presented in the form of a set of
necessary knowledge, which he personally structures.

Thus, the principle of information searching by SS is to match the
information from the end resource with a set of keywords in the user’s
request and, in the case of a successful match, the issue of the address list to
the resource as a response.

Since such a search principle is of a generalized nature, the system
quite often, accepting a specific, deep and complex user’s request, either
cannot understand it and gives a list of unnecessary sources of information,
or it gives out too much information without highlighting what the user
needs.

Therefore, the user personally has to turn on the information search
mode on the web page of interest to him, and then structure the received
information.

It is important to note that on the user’s requests of the generalized
nature the SS gives access to huge amounts of information in a matter of
fractions of a second, which often forms a mistaken idea in user’s mind of
the unlimited possibilities of SS. The solution to the problem of increasing
the efficiency of the targeted search algorithm is connected with the
question of representing the knowledge by Al

Traditionally, Al is defined as the direction of computer science, the
purpose of which is to develop computer systems capable of performing
functions that are traditionally considered to be intellectual: understanding
the language, inference, using accumulated knowledge, training, planning
actions, etc. Knowledge in Al systems is understood as formalized
information, data that are referenced in the process of logical inference. It is
clear that in Al systems, knowledge cannot be represented directly in the
form in which they are used by man. Therefore, it is necessary to search for
such forms of knowledge display that would be suitable for storage in the
computer's memory. These forms of knowledge, which are also called
models of knowledge representation, should have sufficient expressiveness,
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ease of use and efficiency of manipulation [2].

The most interesting are heuristic search methods, the main idea of
which is to use additional information to manage the search process. This
additional information is formed on the basis of empirical experience,
guesswork and intuition of the user SS, i.e. heuristics. Heuristics make it
possible to reduce the number of viewed options in a searching process for a
problem solution, which leads to a more rapid achievement of the goal.

Note that among the heuristic rules and theoretical-analytical methods
that have shown their effectiveness in practice, distinguished expert
knowledge, which are used to build the so-called expert systems (ES).
These include software systems that accumulate the knowledge of an expert
in a particular area and are able to develop solutions and recommendations
at the expert level. The fundamental difference in ES from other systems is
that the knowledge stored in them is acquired in the process of
communication with an expert.

A typical ES architecture usually contains a shell and a kernel. The
shell forms the interface of interaction with the user and the object, the
knowledge acquisition subsystem and the explanation subsystem. The ES
kernel is formed by a database, a knowledge base, and an output machine.

Thus, Al, using the capabilities of the expert system, will improve or
change the approach to the targeted search algorithm for SS. However, user
interaction at the binary level, implying answers to the “how?” and “why?”
questions, reduces the quality of the information retrieval algorithm.
Therefore, the urgent task is to increase the number of issues understood by
ES. This approach is supported by studies of those analysts who argue that
the way of thinking determines a person’s view of the world. It also depends
on what restrictions a person imposes on himself and what possibilities he
sees. From this point of view, users who ask questions ES, are characterized
by two types of thinking: cognitive and evaluative [3].

A person with a cognitive type of thinking is susceptible to life
circumstances. He tends to view the past as the path that leads him to the
future. Despite the fact that the cognitive approach requires great effort, its
application brings many benefits. A person who thinks this way seeks to
look at things objectively, to solve problems creatively and constructively.

Evaluative thinking is, on the contrary, responsive. A person with an
estimated type of thinking is often not looking for ways to solve a problem,
but its causes.

For comparison, we give examples of questions characteristic of the
cognitive / evaluative types of thinking.

— What is good or useful about it? / Why is it a failure?

— What possibilities does this open up? / Who is to blame?
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— What can we do about it? / Why can't you fix the situation?

Note that in the practice of interpersonal communication of people, not
only relationships, type of thinking, rate of speech, choice of the right
moment, environment and situation, but also the design of the question are
important. It is often useful to present the question as a gift. Similarly, the
question can be expressed in the form of a request for a favor, and not in the
form of a claim.

From this point of view, it is desirable for ES to issue questions to the
user in a timely and positive manner. If the ES asks a suggestive question
too early, then the user may not have enough experience to collect data for
an adequate answer. In this case, it is likely that ES will not be understood.
If ES asks a leading question too late, then it misses the opportunity to use it
as a learning tool and disappoints its users, who have to search for a
solution for too long without any help and support.

Asking questions is often very simple. However, if the user is dealing
with a serious problem, then in order to properly plan the order of its
discussion, ES should follow a certain sequence of actions. First of all, to
start a dialogue with some simple quite ordinary question on the merits, in
order to create a calm atmosphere and induce interlocutor “talking”.
Secondly, to arrange the next leading question, defining the context and
creating prerequisites for further communication. Thirdly, to answer the
user's question so that he does not lose interest in the "search" approach.
And, finally, ask clarifying questions to the user about the usefulness of the
answer to his question [3].

Conclusion

The studies to which this article is devoted continue the development
of scientific ideas about modern methods of applying mathematical
algorithms for targeted information search in the network and their active
implementation through information technologies.

An essential role in the development of ES is played by the end user,
who defines many design constraints. During the design process, it is
necessary to consider constantly the issues associated with the end user:

— level of explanation required by the user;

— ensuring user input of correct data;

— user’s satisfaction with the results obtained by his request;

— specific useful information that the user received from the search
results for his query [2].

Although the article does not cover all the sets of strategies and
techniques for effectively addressing questions, the art of asking questions
is not limited to the use of tips and techniques. The main thing is to
sincerely strive to learn, and not to look for the guilty; openly and
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impartially receive answers and, finally, translate the knowledge gained into
concrete actions.
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Both science and technology have a fundamental relationship with

design. Technology preceded science, but now most technological
developments are based on scientific understanding.
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Innovation is driven by hope and fear. Emerging technologies are
maintaining scale and deflation, accelerating the pace of change, having a
profound impact on how societies, institutions, businesses and individuals
interact. The emergence of new identities, facilitated by technologies and
enabled by new values, is the new revolution [4]. In the current fast-
changing world, the idea that innovation and technologies control economic
growth is undeniable. It is widely known that innovation is creating values
by introducing something creative and new. In different contexts and
industries, the definitions of innovation might be slightly different.

In my article, I will assess the relationship between innovation, and web
designing technology. “Hard to believe, but 2019 means we’re heading into
the final chapter of the decade. The internet has grown and changed a lot in
the past ten years: we’ve seen the reign of mobile, the introduction of AR,
VR, Al, AMP and many other acronyms. As exciting as all of this new
technology has been, where we really see and feel these changes is in web
design trends” [1, www].

In some years, design trends have pushed towards rampant creativity
and technological advancements have led to websites becoming smarter.
2019 web design trends will see these two sides of the coin — aesthetics and
technology — come together like never before. Because if there’s one thing
we can say for certain about 2019, it is the last call for web designers to
make their mark on the decade.

“10 web design trends that will be huge in 2019:

1. Serifs on screen
. Black-and-white palettes
. Natural, organic shapes
. Glitch art
. Micro-interactions
. Chatbots evolve
. Even more video content
. Minimalism
. Thumb-friendly navigation

10. Diversity” [1, www].

Chatbots evolve, minimalism and thumb-friendly navigation web
design trends are considered to be the most essential for a successful project
in business.

Design has a strong influence on business success. This is stated by
both designers and businessmen, and their customers. Each consumer first
of all, getting acquainted with any product, service or company, pays
attention to the logo, website design or commercial offer and packaging. It
is the design that is more memorable to all customers, and they decide on

O 01N LN bW

192


https://99designs.com/blog/trends/web-design-trends-2019/#serifs
https://99designs.com/blog/trends/web-design-trends-2019/#2
https://99designs.com/blog/trends/web-design-trends-2019/#3
https://99designs.com/blog/trends/web-design-trends-2019/#4
https://99designs.com/blog/trends/web-design-trends-2019/#5
https://99designs.com/blog/trends/web-design-trends-2019/#6
https://99designs.com/blog/trends/web-design-trends-2019/#7
https://99designs.com/blog/trends/web-design-trends-2019/#8
https://99designs.com/blog/trends/web-design-trends-2019/#9
https://99designs.com/blog/trends/web-design-trends-2019/#10
https://99designs.com/blog/trends/web-design-trends-2019/#6

further cooperation with this company based on these memories. But does
every promising business really need a great design? It's worth to sort out.

It is known all over the world that successful design is one of the most
important factors in the economic growth of any company. In Russia, the
concept of the positive impact of design on the success and development of
the company drew attention recently, or rather, in February 2006, the first
state research began and gave impetus to the development of this sphere in
the Russian Federation. Now more entrepreneurs hire experienced designers
and develop their logos and packaging with them, because the competition
is growing every day.

Creating a design requires creative skills [3]. Everyone seeks to create
a design that would be convenient and pleasant to the client, while acting on
the psyche of the person so that he immediately wanted to buy a product,
order a service or just take contacts for further treatment.

The purpose of this article is to study the subject of design as a factor
in the economic growth of any company. Research objectives are to study
the specifics of modern design to determine the impact of the economy on
the production of design products; the role of the designer in the success of
the company.

Due to the rapid growth in demand for a good design project, the list
of requirements for the designers is growing. Now every employee of this
industry should know not only the theory of design and be able to
competently and effectively execute the work. Now entrepreneurs expect
from a good designer both analytical skills and knowledge from the spheres
of marketing and Economics. Therefore, yesterday's graduate of the faculty
of design without additional knowledge will be difficult to resist the huge
competition in the market.

The design is distinguished by the focus on innovation, the
development of new trends, modern technologies and unusual materials, the
quality of the consumed product and the technical properties of the created
range produced for customers with different welfare and interests [2].

In the early 20th century design as a new profession, was able to prove
itself only as a wealthy customer. The whole history of design development
has shown its role as an effective tool to improve the competitiveness of
industrial products [5]. Is it necessary to design business for effective
growth and development?

St. Petersburg Art and Industry Academy conducted research on the
role of design in business and published the results. Having studied this
issue, they came to several conclusions and provided them for general
information. Growing companies were investigated in most cases.
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One of the main conclusions of this study was that companies that play
a significant role in design in their concept have increased revenue in the
last 3 years in 50% of cases (Fig. 1). However, in the business where design
was given a limited role, it was not particularly dealt with, there was no
growth in sales or other efficiency in 71% of cases (Fig. 2).

Significant role of design in business
success
B The company's turnover has grown

B The company's turnover has not changed
Other data

36%
50%

14%

Figure 1 — Significant role of design in business success

Limited role of design in business success

B The company's turnover has grown
B The company's turnover has not changed
Other data

5%

24%

71%

Figure 2 — Limited role of design in business success

Based on the presented data, we can conclude that design still plays a
role in the success of the company. It turns out that business simply can not
do without a good design project, if its founders and owners want to grow
and develop [5].
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This study shows another interesting results. Companies involved in
data collection were asked to answer the question of what the role of design
is specifically in their business. A significant role can be seen in 45% of
companies, while a limited role in 28.7%, and no role of design in business
— 6.5% of companies. More information can be found in figure 3.

The role of design in the compan
[ | Slgrﬁﬁcant g Limut e(P y
Crumal I No
b o aT I DR ,,,,,4%
7%
16%1 K 44%
29%

Figure 3 — Role of design in the company

Based on all the above results, we conclude that design really affects
success, and entrepreneurs often use it to achieve high results in sales and
other indicators.

Analyzing the causes of such conclusions, we turn to the psychology
of the consumer. Experienced businessmen know that customers make a
decision to buy or trust a company in the first 0.1 seconds. It happens
subconsciously. Most often wins this battle is a product or website with a
memorable and attractive design. In a sense, this may mean that creating a
great product is not an indicator of good results. And for achievement of
high indicators it is necessary to add to the product excellent giving [4].

The most essential web design trends for a successful project in
business are chatbots evolve, Minimalism and Thumb-friendly navigation.

Chatbots evolve will finally move into the spotlight in 2019. “The new
chatbots will be showing up more and more on web pages with higher
levels of customization than we’ve seen in past iterations. Bright colors will
make them not only more prominent on the page but more inviting. We can
also predict an influx of friendly mascots to represent brands and give these
bots a personable face” [1, www].

One of the most classic and timeless web design trends, minimalism is
often the go-to aesthetic of choice. The fewer elements and content on a
website, the less your audience will have to think. If a website is designed in
the right way, it will show the user exactly what he/she is searching.
Minimalism dominates the digital market in 2019.
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“With mobile browsing having firmly overtaken desktop, design
overall is becoming increasingly thumb-friendly. Users will encounter
navigation tailored to the thumb, such as the hamburger menu moved to the
bottom of mobile screens” [1, www].

What other reasons can help consumers to choose a particular product,
thereby exaggerating the success of the company?

First of all, it must be said that excellent design leads to high
recognition. We all know and at any time remember the logos of CocaCola
or McDonalds, even if you do not buy their products. Why? Because to
remember the logo of any brand, it is enough for our brain to see it 7-10
times, even without paying special attention. This is how the psychology of
advertising works.

Secondly, a good website design helps a potential client to find any
necessary information. After all, if the client does not find the necessary
data as soon as possible, he will close the site tab and never return.
Entrepreneurs, who understand this fact, make the search process as easy as
possible, while raising performance indicators.

In concludion it is should be noted that all the facts presented in this
article, unconditionally confirm the fact that design really strongly affects
the level of business success. It is simply impossible. Therefore, people who
already have a small project or just planning to start a business, it will be
useful to begin to study the field of design and think about a good project to
become more successful and effective tomorrow.

Design activity achieves a high level of design literacy by enabling
persons to develop critical-thinking and design skills, which they can apply
in a practical context. While designing may take various forms, it involves
the selective application of knowledge within an ethical framework.

References:

1. 10 innovative web design trends for 2019 [Electronic resource] —
URL: https://99designs.com/blog/trends/web-design-trends-2019/ (date of
accessed: 16.02.2019).

2. Jlwoenko B.P., Bepanuk T.O. [luzaiin kak (aktop pa3BUTHs
9KoHOMUKH // Marepuansl X MexIyHapOJHOH CTyAEHYECKOH Hay4dHOIt
koH(pepeHumn  «Crynendyeckuit  HayuHelid  gopym» —  URL:
https://scienceforum.ru/2018/article/20180006 1 1"https://scienceforum.ru/20
18/article/2018000611 (mara obpamenus: 07.03.2019).

3. Muxaiinosa A.I'. [lytn ¢dopmupoBanust y OyIymnx HHKEHEPOB
PO eCCHOHATBHO-TBOPUYECKIX YMEHUI / A.I. Muxaiinopa /!
Hcropuueckas u couuanbHO-o0pazoBarenbHas Mblciab — Kpacnonap, 2017.
—T.9. — Ne 6.— Yacts 1. — C. 202-209 doi: 10.17748/2075-9908-2017-9-6/1-
202-208.

196


https://99designs.com/blog/trends/web-design-trends-2019/

3. Muxeea M.M. Bsemernme B mnpodeccuio «IIpoMbImuieHHBII
mm3aita»y.— M.: MI'TY um. H.D. Baymana, 2013. —49 c.

4. Pomp nm3aiiHa B JOCTIKCHHHM KOMMEPUYECKOTO  ycIiexa.
[OnexTponnsnii pecypc] — URL: https://lektsii.net/2-13472.html (marta
obpamenns: 01.03.2019).

AHHOTauMs. PaccMmarpuBaeTcsi nu3ailH Kak OJIMH M3 BaKHEHIIHMX
(haKTOpOB B SKOHOMUYECKOM POCTE JIF000i KomnaHuy. [IpoaHaan3upoBaHbl
NpEeUMYyIIecTBa AU3aHH-IPOEKTa B JOCTIKEHUM YCleXa M Y3HaBaeMOCTHU
KommnaHuu. B crathe paccmarpuBatores 10 TpeH0B BeO-q13aiiHa, KOTOphIE
oynyT Benymmmu B 2019 rony. B 3axiroueHrr 0TMEUEHO, UTO VIS CTapTa
moboro Ou3Heca HeoOXOAMMO M3y4aTh cepy Ou3aiiHa W pa3zpabaTbiBaTh
MIPOEKT JUIS TOCTHKEHUS () (PEKTUBHOCTH.

KinioueBble ciioBa: Ju3aliH-IIPOCGKT, YCIeEX, KOMIIaHHs, OH3Hec,
TICUXOJIOTUSI HOTPEOHTEIS.

Annotation. A design is considered as one of the most important
factors in the economic growth of any company. The advantages of the
design project in achieving success and recognition of the company are
analyzed. 10 web design trends that will be huge in 2019 are considered in
the article. In conclusion, it is noted that to start any business, it is necessary
to study the sphere of design and develop a project to achieve efficiency.

Keywords: design project, success, company, business, consumer
psychology.

UDC 621.391
ANALYSIS OF BUILDING METHODS WIRELESS SECURITY
ALARM
Andrey Fedorov
I year student, Radio Electronics and
Information Security Department,
Sevastopol State University,
e-mail: fedorovandreysergeevich@yandex.ru
Andrey Lukyanchikov
assistant professor,
Sevastopol State University,
e-mail: brain75@mail.ru
Andrey Lukyanchikov
Scientific advisor, assistant professor,
Radio Electronic and Telecommunications’ Department,
Sevastopol State University

1. Introduction
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Currently, wireless security alarms are becoming popular and
affordable means of protecting property. New generation systems are quite
easy to use, simple to install and do not require wiring. They integrated
remote monitoring and home automation system. Ambient temperature,
water leakage, carbon monoxide, video cameras, interior and exterior
lighting, thermostats, garage doors and door locks - all this can be
monitored and controlled from a single gateway, using a Smartphone, tablet
or computer [3].

2. Main part

The main advantage of wireless alarm systems is versatility. Such
systems can be mounted on various types of buildings and objects,
regardless of the architectural complexity of buildings and the configuration
of protected areas. Systems can be installed within the gsm-network
coverage by the operator. In terms of reliability, the operation of sensors
and devices is protected from intentional external interference. The absence
of stationary cables eliminates the risk of mechanical or deliberate damage.
Another advantage of wireless systems is non-volatility. Sensors and other
devices contain batteries or rechargeable batteries; their work does not
depend on the availability of power in the network. Another advantage is
saving. In the total estimated cost of installation work, the laying of fixed
cables occupies a significant place. Also important is the ease of installation
and configuration. The entire system can be installed independently in just
2-3 hours without the involvement of specialists. No wiring and connection
of radial loops.

The choice of frequency range indirectly affects the one and reliability
of communication between the sensor and the base unit. Figure 1 shows the
maximum wall thickness in the design of wireless security systems,
depending on the frequency range and wall material.

433 MHz is one of the most common ranges, used not only in the field
of security, but also in the automation and control of various equipment, car
alarms, barriers, radio stations, radio-controlled toys and more.

868 MHz - the range is less "littered", compared to 433 MHz.
Therefore, in some cases, its use is justified. Some manufacturers produce
their devices that operate both at 433 MHz and at 868 MHz. Antenna for
devices in this range may be with controlled polarized as described in [2] it
may increase the range [1] of alarm system.

2.4 GHz is the least common band in security systems, but having a
place to be. Such popular communication standards as Wi-Fi, Bluetooth,
ZigBee work on it.

Penetration of radio signals is largely dependent on the obstacles
encountered in the propagation path of radio waves. Different types of
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material differently reduce the signal level and, as a consequence, the
quality of communication.

Maximum wall
Thickness, cm
A

400—

200=

100

50 = \O!M
25 =
12?5— ——
I I I 4
433 868 2400 Frequency,

MHz

Figure 1 — Penetration of radio signals vs Frequency and wall material

Therefore, it is impossible to perceive the communication range
specified by the manufacturer as an absolute value. It will strongly depend
on the architectural features of the object, the type of wall materials and
their thickness. In cases where the communication range is insufficient,
repeaters can be used. They will help increase radio coverage and avoid the
problems of "missing" sensors.

The basic composition of wireless systems of fire alarm equipment
includes: a central panel, sensors, a keyboard, additional control devices, for
example, keyfobs or contactless cards, a siren, a backup battery, and
executive modules for controlling any devices.

3. Conclusions

To date, modern methods of building fire alarm systems are
unsatisfactory and require a significant amount of wires and interfacing
devices, which in itself does not satisfy the current pace of development,
when equipment is updated as a rule every 3-5 years, therefore the
development and implementation of IloT allows greatly simplify the
installation and, if necessary, the dismantling of existing or newly
developed (installed) complexes. Considering that the development of
technologies, signal processing algorithms, miniaturization, an increase in
the noise immunity of communication channels will lead to the prevailing
spread of wireless systems.

References:

1. Lukjanchikov A.V. Broadband antenna with operated polarization
of radiation /Lukjanchikov A.V., Nesterov M.V., Mikolenko S.1.//2012 6th

199


https://elibrary.ru/author_items.asp?refid=599860884&fam=%D0%9B%D1%83%D0%BA%D1%8C%D1%8F%D0%BD%D1%87%D0%B8%D0%BA%D0%BE%D0%B2&init=%D0%90+%D0%92

International conference on ultrawideband and ultrashort impulse signals,
UWBUSIS 2012 Sevastopol, 17-21 september 2012, Crimea, 2012. Pp.204-
206.

2. Lobkova L.M. Method of control of radiation characteristic of
conical spiral antenna/ Lobkova L.M., Lukyanchikov A.V., Evstigneev L. A.
//2010 20TH International Crimean Conference Microwave And
Telecommunication Technology, (CriMiCo02010). 13-17 September,
Sevastopol, Crimea, 2010. Pp.595-596.

3. CucreMbl OXpaHHOW CHUTHAJIHM3AlMH. TEXHUYECKHE CpPEACTBa
oOHapyxeHnus: CrpaBouHoe nocodbue / I'pydba U.U. - M.:COJIOH-IIp.,
2013. — 220 c.: - (bubnmoreka umxkenepa) ISBN 978-5-91359-103-6 -
Pexxum nocrymna: http://znanium.com/catalog/product/883786

AHHoOTanusi. B cratbe paccMarpuBaroTCs 0COOCHHOCTH OCTPOCHUS
0eCIpOBOHBIX OXPAHHBIX CUTHAU3ANNN. AHAIU3UPYIOTCS TOCTOMHCTBA U
HEIOCTATKU MPOBOJIHBIX U OECIPOBOIHBIX OXPAHHBIX CHCTEM.

KaroueBble ciaoBa: OecrnpoBOJHAs CHTHANM3AIMS, MPOBOHAS
curnam3zanus, 11oT.

Annotation. The article discusses the features of the construction of
wireless security alarms. The advantages and disadvantages of wired and
wireless security systems are analyzed.

Keywords: wireless alarm, wired alarm, I1oT, processing algorithm.

UDC 004.8
RECENT ACHIEVEMENTS IN MACHINE LEARNING
Evgeny Lutsenko
2" year student, Information System Department,
Sevastopol State University,
e-mail: luthenkoev@gmail.com
Alla Mikhaylova
Senior lecturer,
Foreign Languages’ Department,
Sevastopol State University

“The last 10 years have been about building a world that is mobile-first. In the
next 10 years, we will shift to a world that is Al-first.”
Sundar Pichai, CEO of Google, October 2016

A definitive factor for success will be artificial intelligence (Al). It is a
study in which computers could learn without decidedly being programmed.
Al deals with the formation and design of algorithms that work by gathering
Intel from inputs and building a collection of data. Al now presents one of
the most exciting and potentially transformative opportunities for the
mankind. In fact, it is being heralded as the next industrial revolution.
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Ramnath Sagar considered the benefits of using Al to control space-
exploring robots which are already being realized by missions. ”While
humanity has made great strides in exploring the observable universe, we
need to rely on intelligent robots to explore where we cannot humanly go.
This is because our galaxy, the Milky Way, is one messy place, filled with
cosmic dust from stars, comets, and more; concealing the very things
scientists want to study” [4, www]. The next giant leap for mankind will
come from the small step of a robot, powered by Al and Mellanox.

In this research, we present a general information about artificial
intelligence: origins of Al and history; goals of Al; use in computer science
and Artificial Intelligence directions.

“Foundations of ideas revolving around the creation of artificial
intelligence can be traced back to automatons built by Egyptian and Chinese
civilizations as well as to ancient Greek mythology. Implementing human
properties to objects and abstract ideas is one of the ways people have been
reasoning with their existence from the moment they acquired
consciousness” [6]. The idea was proposed in the 16th century. It is Thomas
Hobbes, who is considered ‘Grandfather of AI’. The first computer —
Analytical Engine, was designed in the 19th century by Babbage Charles.

In 1950 Alan Turing proposed the machine model through which he
discussed the theoretical possibilities of human intelligence. Based on
philosophical, logical, mathematical, cybernetic, neuroscience and
information technology advancements, artificial intelligence field of study
was born in 1956 at a conference at Dartmouth College. Experts John
McCarthy and Marvin Minsky became prominent names in the wide-
spanning effort to create intelligent machines for the next fifty years.

Coined in by Dartmouth Assistant Professor John McCarthy,
‘Artificial Intelligence’ (Al) is a general term that refers to hardware or
software that exhibits behaviour which appears intelligent. In the words of
Professor McCarthy, it is “the science and engineering of making intelligent
machines, especially intelligent computer programs.” Machine learning
(ML) is a sub-set of Al. All machine learning is Al, but not all Al is
machine learning. Artificial Intelligence has certain directions (table 1).

“Machine learning concentrates on the design of such computer
programs and algorithms that are self taught to grow and adapt when given
new data. In data mining applications data is extracted for human
comprehension while machine learning algorithms use that data to find
patterns in the data and change the program's actions accordingly” [2,
www]. It is closely linked with computational statistics and as a scientific
effort, machine learning arose from the purpose for artificial intelligence.
There three types of machine learning algorithms (table 2).
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Table 1. Artificial Intelligence directions.
Directions Description

Proof of Theorems | Artificial intelligence is developed by means of evidence
theorems
Image recognition | The application of artificial intelligence for pattern
recognition gives possibility to create practically working
systems for determining graphic objects on the basis of
similar features

Machine The task of analyzing sentences of human speech with the
translation and help of a dictionary is a typical one of artificial intelligence
understanding of systems. To solve this problem, an intermediary language
human speech was developed to facilitate the matching of phrases from

various languages

Applications of machine learning may are in optical character
recognition, spam filtering and in search engines. Data scientists and data
analysts use machine learning to determine which algorithm is the best for
producing [2].

Table 2. Three Types of machine learning algorithms

Supervised the purpose is to learn a main rule on the basis of given
learning sample inputs that maps inputs toward outputs
Unsupervised labels/tags or explanations are not given to the learning
learning algorithm regarding input. These algorithms can extract
their own inferences or conclusions from given datasets
Reinforcement a software interacts with a changing media in which it must
learning do a certain task without being told about its destination

The figure 1 shows growing popularity of machine learning. But
machine learning has both advantages and disadvantages (table 3).
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Figure 1 — Growing popularity of machine learning
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Conclusion.

Machine learning is quickly becoming a very important part of our
daily life. Al gives possibility to plan, solve problems, think abstractly,
comprehend complex ideas, learn quickly and learn from experience (which
is an agreed definition of human intelligence).

“In practice, this artificially emulated intelligence is to reflect a broad
and deep ability to comprehend its surroundings so as to figure out what to
do in infinite possible situations” [6, www].

Recent achievements in Artificial Intelligence, especially Deep
Learning, are set to make an impact in the sphere of astronomy and
astrophysics. “From navigating the unknown terrain of Mars, to analyzing
petabytes of data generated from Square Kilometer Array, to finding Earth-
like planets in our messy galaxy, Al is already reforming our lives by
building smarter and more autonomous cars, helping us find solutions to
climate change, revolutionizing healthcare and much more” [4].

Table 3. — Advantages and disadvantages of machine learning

Advantages Disadvantages

Machine can work continuously Failures: shifting a multitude of complex

tasks to artificial intelligence, one should

not forget that any machine can fail

It can handle a large amount of Standoff: continuous improvement of

resources. Parameter optimization is | logical processes can isolate artificial

similar to feature learning. Machine | intelligence from humanity that can cause

learning mostly uses a range or dangerous and unpredictable

spectrum based method of optimizing| consequences

a large number of parameters

It has a high processing speed Cost of maintenance and repairs is high.

Software must be constantly updated to

meet changing requirements

"Human factor" is excluded. The limitation is the production capacity

Regardless of the complexity, of the equipment

volume, monotony of the work, the

algorithms remain unchanged for a

specified time of action

President of the Russian Federation stated that artificial intelligence
was one of the most important areas in computer science. Global
competition is increasingly directing to science, technology and education.
In order to achieve high growth rates, it is also necessary to solve systemic
problems to strengthen the potential of science, to form unique
technological reserves. Now one should implement new ambitious scientific
and technological programs — artificial intelligence.
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AHHoTamusi. B wuccrenoBaHWM TpeACTaBiIeHA HH(POpMANUS O
JOCTUIKCHUAX HMCKYCCTBECHHOI'O HMHTCIIJICKTA. M310xeHbI HanpaBJICHUA
NpUMEHEHHsT B WHPOpPMATUKE M  HCKYCCTBEHHOM  HMHTEJUICKTE.
[Tpoananu3upoBaHbl MPEUMYIIECTBA U HEJAOCTATKH MAIIMHHOTO O0YYeHHSI.
B 3akmoueHHMe aBTOp MOJYEPKMBACT, YTO JOCTIKEHHS B OO0JAaCTH
HCKYCCTBEHHOTO HHTEJUICKTa, HMMEIOT OOJbILIOE 3HAYeHHWE B 00JaCTH
ACTPOHOMHMH U aCTPOPU3UKH.

KinloueBble  cioBa: MammHHOE  OOy4eHHE, HCKYCCTBEHHBIN
WHTEJUICKT, ~aJTOPUTMBI, pACIO3HABAaHWE CHMBOJIOB, YEJIOBEYCCKHH
HHTEJUIEKT, KOCMHYECKHE POOOTEL

Annotation. The research presents information about artificial
intelligence achievements. The origins of Al and history are considered.
The application in computer science and Artificial Intelligence directions
are stated. The advantages and disadvantages of machine learning are
analyzed. In conclusion the author amphesizes that recent achievements in
Artificial Intelligence, especially Deep Learning, are of great importance in
the sphere of astronomy and astrophysics.

Keywords: machine learning, Artificial Intelligence, algorithms,
character recognition, human intelligence, space-exploring robots.
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Virtual reality is a world created by technical means, transmitted to a
person through his/her sensations: vision, hearing, touch and others. VR
blocks the real world and immerses the user into a digital universe. Virtual
reality simulates both impact and response to impact. To create a
convincing complex of sensations of reality computer synthesis of
properties and reactions of virtual reality is made in real time.

Objects of virtual reality usually behave close to the one of similar
objects of material reality. The user can affect these objects in accordance
with the real laws of physics (gravity, water properties, collision with
objects, reflection, etc.). However, often for entertainment purposes, users
of virtual worlds are allowed more than possible in real life (for example, to
fly, create any objects, etc.) [2-5].

The main purpose of this article is to show a wide range of people the
possibility of progression of virtual reality devices not only for
entertainment purposes, but to a greater extent the opportunity to focus them
on medicine, education and everyday life.

The concept of artificial reality was first introduced by Myron Kruger
in the late 1960s. The first virtual reality system appeared in 1962, when
Morton Hailig introduced the first prototype of a multi-touch simulator,
which he called "Sensorama”. The sensor immersed the viewer into virtual
reality with the help of short films, which were accompanied by smells,
wind (with a hair dryer) and the noise of the metropolis from the audio
recording. In 1967, 1. Sutherland described and designed the first helmet,
the image of which was generated by a computer. Sutherland's helmet
allowed the images to change according to the movements of the head
(visual feedback).

The first implementation of virtual reality is considered to be "Aspen
film", created at the Massachusetts Institute of Technology in 1977. This
computer program simulated a walk around the city of aspen, allowing you
to choose between different ways to display the area. Summer and winter
options were based on real photos.
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In the 80s the company VPL Research and developed more modern
equipment for virtual reality. These equipment include -goggles and gloves
EyePhone, and DataGlove. One of the company’s employee, Jaron Lanier —
a talented inventor coined the term “virtual reality” [1].

Regardless of the implementation of virtual reality, it can distinguish
the following properties:

* generation (virtual reality is other, foreign to its reality);

* relevance (there is actually, at the time of observation;

« autonomy (has its own laws of being, time and space);

* interactivity (can interact with other realities, however, having
independence).

In 2000, the Quake game was introduced. By means of the AR
technology The VR/AR boom began only in 2012. August 1, 2012, a
company Oculus launched on their platform a campaign to raise funds for
the head-mounted display with a resolution of 640 by 800 pixels for each
eye.

On the 6th of January 2015, started pre-sales of the first production of
consumer head-mounted display Oculus Rift CV1. The entire first batch of
helmets has been sold out in 14 minutes [1].

This was the symbolic beginning of a boom VR-technology and the
increase of investment in this field. It was in 2015 that virtual reality
technology became a truly new technological phenomenon.

VR can now be used not only in military affairs but also in other areas
[7]. “VR is also applied for the treatment of mental disorders for the
treatment of mental illness, and especially — anxiety disorder and phobias”
[9, p. 128]. A group of scientists from the UK and Spain developed a
method for the depression treatment by means of virtual reality and
demonstrated its effectiveness.

Virtual reality has more opportunities available to mainstream
consumers as some companies engaged in the full development of
innovative technologies [8]. Many companies of this sphere were
established at the end of 2016 at the Global the Virtual Reality
Association (GVRA). This association will be connected with the
development and promotion of VR. The association consists of Facebook
(Oculus Rift), Acer (Starbreeze), HTC (Vive), Samsung (Gear VR), Google
(Cardboard , Daydream), and Sony (PlayStation VR) and others.

Dexmo Gloves can transmit physical sensations of human interaction
with the virtual objects (pict.1). They monitor 11 degrees of freedom of
movement of the user’s hand and act on every single finger when touching
the hand to the virtual object [10].
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Picture 1 — Gloves Dexmo F2

According to IDC, global headset shipments grew 25.5 percent (year-
over-year) in the second quarter, reaching 2.1 million units (fig.1). Despite
growing interest in augmented reality — Apple and Google both released an
AR development kit for their mobile platforms this year — virtual reality still
accounts for 98 percent of shipments in the AR/VR market [11].

HTC announced that it will officially launch Vibe Pro on March 20 in
Korea at the end of April. Vibe Pro supports a maximum resolution of 2880
x 1600, and a dual display enhances visual immersion. The resolution is
78% better than the existing Vibe product. In addition, noise cancellation
function is applied, so that we can concentrate on VR audibly. Integrated
high-performance headphones with built-in amplifiers are also included. It
is an enhancement of audiovisual VR experience [10]

In conclusion it should be noted that according to a new report from
Tractica, VR head-mounted display (HMD) shipments will be 130 million
units annually by 2021, up from just 17 million in 2016. Mobile VR
headsets will dominate the market, accounting for approximately 75% of all
units sold [12]. The market intelligence firm forecasts that annual
worldwide revenue from VR HMDs, accessories, and content will reach $35
billion by 2021 (fig.1).

- -
O Tractica

Annual HMD Unit Shipments by Product Type, World Markets: 2016-2021
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Figure 1 — Annual Unit Shipments by VR products.
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The report features global market forecasts for annual unit shipments
and associated revenue by 2021. “HMDs are segmented into four product
types: PC-based devices, console-based devices, all-in-one devices, and
mobile VR headsets” [12, www]. VR accessories, such as gamepads and
other VR-specific controllers, hand tracking devices, and 360 cameras will
be on the market as well. The content market is segmented into gaming and
media.
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1. Introduction

Industrial Internet of Things (or IIoT) is a key aspect of Industry 4.0 —
the fourth wave of innovation in the history of technology. See figure 1. As
the trend towards smart plants grows, it is important to understand many of
the terms used, to understand how intelligent technologies are already being
introduced at production facilities, and to prepare the business for the future
[1]. One way or another, wireless systems are beginning to gradually
penetrate into industrial applications. A variety of technology options are
available. Therefore, the analysis of communication channel organization
methods for I1oT is an urgent task.

2. Main part

When developing IIoT elements, a radio channel is usually used when
organizing communications between system elements. The most commonly
used Wi-Fi.

The obvious advantage of Wi-Fi is not attachment to the position of
the device (you just need to provide power connection). Advantages: ease of
connection; wide use; large selection of equipment; a set of encryption
protocols to ensure data security; possibility of standard connection to the
network.

| Industry 1.0 | | Industry 2.0 | | Industry 3.0 | | Industry 4.0 |/

The first logical
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controller
Modicon 084.
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?
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complexity and performance

(1184) *
Time
S

End of XVIII Begin of XX Begin of 1970 From 2010 2019-2026
century century ?

Figure 1 — The development of industry from the end of the XVIII century to the
present day

Disadvantages: poor stability in conditions of strong electromagnetic
fields; limited bandwidth; high power consumption; the need to connect to
an external power supply; short range, which becomes even smaller in the
"dirty" radio-technical environment. To improve the quality of
communication, you can use polarization separation of signals in order to
release the frequency spectrum using special antennas [2].

Bluetooth and Bluetooth Low Energy (BLE). Modern devices often
operate with different stacks of Bluetooth protocols, which gradually
conquer the world of industry solutions. The implementation of BLE was
particularly successful: ultra-low power consumption allows for the
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implementation of autonomous monitoring systems that remain autonomous
for several years. Their weak point is the lack of direct interaction with
high-level networks. Although there have recently been references to
attempts to implement hubs such as BLE - Wi-Fi or BLE - Wired Internet,
no ready solutions are visible on the market yet, and interaction with BLE
devices is performed through an intermediary in the form of programmable
logic controllers (PLC). Advantages of BLE: low power consumption and
high autonomy; significant data transfer rate; built-in encryption protocols.
Disadvantages: a small range of data transmission; unstable work in a
contaminated radio environment; the inability to directly transfer data to the
Internet.

GSM-GPRS is the most common data transmission method for sparse
systems located over a large area. Practically not used to build complex
systems, but is widely used where data exchange points operate in the
"fields": for barriers, in security systems, autonomous or mobile devices.
Advantages: a wide coverage of public access networks with a ready data
transmission infrastructure; low price; availability; High speed data transfer
in 4G networks. Disadvantages: poor protection against unauthorized
connections; poor signal permeability.

Long range networks (LoRa). This method of data transfer in machine-
to-machine communication is gaining popularity precisely for industrial
applications - data exchange systems operate at frequencies allocated for
industrial use. Although a consortium of manufacturers has not yet been
created and there is no well-established standard for such networks, the
equipment is already on the market as commercial products of different
price groups. Advantages of LoRa: good immunity to interference; high
signal permeability; low power consumption; long distance during data
exchange (up to 20 km) especially when using antennas with optimized
radiation characteristics [3]; built-in encryption algorithms; availability of
own gateways for data transmission to high-level networks. Disadvantages:
lack of industry standard and low data transfer rate.

3. Conclusions

The technology of industrial Internet of Things allow to access data
from enterprises (systems) and use them in more significant ways compared
to digital technologies. Since the systems are heterogeneous and their
specific needs are unpredictable, when connecting to the Internet of things,
lower-level software may have to either be deeply adapted or rewritten for
each PLC system to fit the equipment and tasks. In addition, you must take
into account the distance of data transmission and on the basis of this,
choose a wireless data transmission system.
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1. Introduction

Ensuring the uninterrupted power supply of settlements is an important
task that is intended to solve the staff of electrical substations. The most
important node of an electrical substation is relay protection, which protects
equipment, both the main substation nodes and the power lines [1].

To reduce the time of relay protection control, it is necessary to use
multi-channel stopwatches that allow you to simultaneously monitor several
channels of relay protection. Therefore, the development of a multi-channel
device for monitoring the response time of the relay protection is an
important task.

2. Main part

Reliability of protection is the ability to perform the functions assigned
to it in full under certain operating conditions. To ensure the required
reliability, high-quality installation of protection from high-quality relays
and devices, proper operation and timely repair of equipment are necessary.
Diagnostics are used to detect damages and violations in the protection
operation, allowing to detect faults that can lead to failure or false activation
of the relay protection.

Relay protection consists of a number of independent elements, called
relays, interconnected according to a certain scheme.

A relay is an automatic device that reacts to a change in the value it
controls and switches when its deviation exceeds a certain predetermined
value (the setting of the response). The relay has perceiving and executive
bodies. A controlled quantity is fed to the receiving organ. In
electromechanical relays, a coil of an electromagnet serves as a sensing
organ, to which a transformed controlled quantity is supplied. As an
executive body in electromechanical relays, contacts are used, in electronic
ones - transistors and thyristors, which change the output signal abruptly.

The main characteristic of protection is its response time. To control
the response time, a device has been developed whose structural diagram is
shown in Figure 1.
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In Ch. 1 Receive — 3 Transmit | Out Ch. 1
Ch. 1 Ch. 1
InCh. 2 Receive Transmit | OutCh.2
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In Ch. 4 Receive Transmit | Out Ch. 4
Ch. 4 Ch. 4
Display | le»| Storage
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I | Relay Ch. 5
Keyboard block f———
Ch. 5

Figure 1 — Block diagram of the multi-channel stopwatch

The device being developed must remain operable when connecting its
measuring channels to points whose potential lies within (0 ... 380) V.
Therefore, galvanic isolation is required at the device input. In this case, it is
necessary to use a transformer isolation, and as a probing signal it is
necessary to use a harmonic signal with a frequency of up to 200 kHz
produced by DDS like in [2].

The choice of natural frequencies for each of the channels due to the
possibility of connecting relay protection circuits that are tested. In order,
for example, the detector of channel 2 from the signal of the channel 1,3,4
signal does not need to be spread these channels in frequency. The use of a
notch filter in the receive circuit is necessary to ensure the required
selectivity for the adjacent channel. When transmitting, the microcontroller
will generate two signals in a form close to the meander with a frequency of
40 kHz and 60 kHz. In the spectrum of these signals there will be no second
harmonic, therefore, it is possible to apply filters of a smaller order. This is
important, since filters of a high order introduce a sufficient delay. In the
transmitting path, the filters are tuned in pairs to the first and third
harmonics of the original signals.

The delay of relay protection is measured by the method of sequential
counting of pulses as described in [3]. The device includes four transceivers
that form four measuring channels, the fifth channel, the active one, is
formed by a relay unit. To display and enter information using the display
unit and keyboard. To save the data is a block SD / MMC.

3. Conclusions

As a result of the development of the structural scheme of the multi-
channel stopwatch, the following has been established. The method of
sequential counting of pulses was chosen to measure the time intervals of
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the relay, since this method is quite simple to implement, and on the other
hand provides a satisfactory measurement accuracy. A frequency plan has
been developed for four measuring channels.
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1. Introduction

In modern society, information technologies play an increasingly
important role. The most modern and promising is the technology of the
Internet of things. The relevance of products from the IoT sphere is not in
technology or in the Internet connection as such [1]. Relevance is the
information that “smart” devices collect, turning data into information and a
guide to action for individual owners or groups of people. It is not the
sensor and the parking application that is important - information about
where you can quickly and conveniently park your car at the rush hour is
important. That is why in the “Internet of Things” the interface and usability
of the finished gadget or software product is important [2]. After all, all
these smart things have to interact not only with a person, but also with each
other. Therefore, the analysis of the features of the development of WEB-
applications is an important task.

2. Main part

The MQTT broker interacts with the MYSQL database using a script
written in the Python programming language. This script serves as a service
that provides bidirectional communication between MQTT and MYSQL
servers. The script contains data for connecting to the broker MQTT and the
server database MYSQL, a description of the establishment of the
interaction of servers.

The data for connecting to the MQTT broker are: server address,
username and password, client's MQTT identification number and a list of
topics from which information for the database should be extracted.

The data for connecting to the MYSQL database are: the address of the
database server, the user name and password, the name of the database.

This script serves only to transfer data from the broker to the database,
since the database is a “reader” and cannot transfer data to the broker
according to the rules of the MQTT protocol. The structural diagram of the
interaction of the script with the broker and the database is presented in
Figure 1.
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Figure 1 — The structure of the interaction of the script with
the broker and the database.

The database has a function for processing incoming data on the server
and entering data into the appropriate fields of the database. The table fields
are often: mdS, message time, subject and value.

This script is executed via the command line, after the script is
launched, it displays information about its execution, delay of the response
between servers and the data transferred, which allows you to track the
correctness of its execution and data transfer.

WEB-application is developed in the development environment of
Visual Studio 2017 in the C # programming language. The Entity
Framework was used to create the WEB application. Entity Framework is a
special object-oriented technology based on the .NET framework for
working with data. If traditional ADO.NET tools allow you to create
connections, commands and other objects for interacting with databases,
then the Entity Framework is a higher level of abstraction that allows you to
abstract from the database itself and work with data regardless of the type of
storage. If at the physical level we operate with tables, indexes, primary and
foreign keys, but at the conceptual level that the Entity Framework offers
us, we already work with objects.

Entity Framework suggests three possible ways to interact with the
database:

— Database first: Entity Framework creates a set of classes that reflect
the model of a particular database.

— Model first: first, the developer creates a database model, on which
the Entity Framework then creates a real database on the server.

— Code first: the developer creates a data model class that will be
stored in the database, and then the Entity Framework for this model
generates a database and its tables

Using the Entity Framework technology allows you to reduce the entry
threshold for the development of WEB applications for IoT, which in turn
allows you to expand the scope of the Internet of things. For example, this
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technology can be applied for research tasks when developing an RFID
reader [3].

3. Conclusions

Thus, today the use of the Internet of Things technology is hampered
not by the complexity of developing devices supporting this technology or
by the complexity of adapting existing systems to this technology, but by
creating an end-user interface that would initially support IoT technology
and be platform-independent. Most fully these requirements are met by
WEB-applications that can be run on virtually any device, from smart
watches to personal computers. However, when developing such
applications along with an understanding of web technologies, it is
necessary to take into account the peculiarities of IoT technology.
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The modern level of development of information technologies, as well
as higher requirements for information security have led to the fact that
traditional means of identification - logins, codes, keys, access cards - are
no longer effective, which entails not only material damage to the company
due to the actions of intruders, but also does not provide the required
security of the individual in the information space. Personalization
requirements and active introduction of smart technologies in technical
systems, and even at the household level (for example, Smart Home, IoT -
Internet of Things), have led to the need to use more advanced and reliable
identification mechanisms. Authentication technologies move to a new level
of development — complex methods of subject verification based on a
combination of different identifiers, algorithms and protocols are used. On
the first place among requirements of maintenance of safe access to object
accuracy of identification and efficiency leave. Comparison of biometric
methods of identification by these indicators is the main task of the
research.

On the basis of analysis of modern biometric methods of identification
of personality we can identify the most promising technologies that meet
the requirements of accuracy and efficiency.

The accuracy of identification is determined by two indicators: the
probability of refusal of access to the person having admission (I kind of
errors), and the probability of false coincidence of biometric characteristics
of two people (II kind of errors). In addition, the characteristics of biometric
identification systems include: stability to the moulage (imitation of
biometrics), speed of operation, ease of use, the cost of the system.
Efficiency is the ratio between the achieved result (correct identification)
and the resources of the system used to identify a subject [1].

The peculiarity of biometric systems is that the procedure of receiving,
storing and using for the identification of biometric data is complex, which
leads to the high cost of technical devices implementing it. Biometric data
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are unique, they do not need to be remembered as a password, and they are
always with the subject. Let's consider the peculiarities of implementation
of various methods of biometric identification [2, 4].

Biometric data are divided into two groups: physiological and
behavioral. The first group includes the following: physiological and
behavioral data: DNA; fingerprint (fingerprint data); digital image of the
face in 2D or 3D projection; iris pattern; retinal pattern; vein pattern of the
hand, voice; hand geometry; shape of the ear, etc. Behavioral are: signature
dynamics; keyboard handwriting; gait; voice.

The most common method of biometric identification is fingerprint
examination. To take a fingerprint, both traditional and modern methods of
obtaining an electronic fingerprint with the help of a scanner are used.
Special sensors make a high quality digital image of the papillary pattern of
the finger, which is then converted into a code stored in the database. This
method is inexpensive, fast and accurate, and there are a large number of
printers and specialized programs on the market. Modern scanners have
advanced functionality; for example, can take into account the relief of
lines, pressure and temperature, these additional parameters are used to
exclude the possibility of counterfeiting biometric data. The disadvantage of
the method is that cuts and scratches often occur on the fingers, which can
make identification difficult or unsuitable. In addition, the specifics of
individual activities (e.g., chemical production) make fingerprinting
impossible and the method unsuitable for subject identification.

The second most popular method is facial geometry identification. The
popularity of the method is due to the fact that it is often used in forensics to
determine the location of the offender and identify terrorists. The method is
based on the recognition of persons caught in the frame using video
surveillance systems. Such systems are widely used in crowded areas, such
as train stations, subways and airports.

However, this method of biometric identification has poor statistical
indicators, its effectiveness depends on the parameters of the video camera,
lighting, speed of movement and remoteness of the object of observation, it
is sensitive to mimicry. The emergence of modern methods of pattern
recognition and 3D-image creation has led to an improvement in the quality
of this method, but, at the same time, the cost of equipment.

Iris identification is recognized by many experts as the most accurate
way to establish identity. The iris pattern is virtually unchanged throughout
a person's life, and physical contact with the device is not required for the
identification procedure, as it is read at a comfortable distance from the
eyes. Scanners capture the image, digitize it and transfer it to a comparison
device that compares the image with the database and reveals compliance.
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These systems are highly reliable, fast and accurate. The downside is that
the accuracy of the method depends on the resolution of the camera as well
as the cost of the equipment. However, due to the high accuracy of the
method, such systems are used by organizations whose activities include
working with classified documents.

The method of scanning the retina is the best in terms of recognition
accuracy. These systems have the lowest failure rate, so they are most often
used on highly sensitive sites for the implementation of access control
systems and employee identification. The method is based on obtaining an
image of blood vessels on the back wall of the eye. Disadvantages of the
method: the complicated procedure of obtaining the image of blood vessels
by the optical system requires a long enough immobility of the subject,
which causes discomfort. The cost of the systems is quite high. It takes a
long time to get and process the image.

The method of recognition by hand vein pattern is quite accurate and
has high reliability. In addition, this characteristic is difficult to forge,
because to get an image, you need to use a special infrared camera, and a
program that converts the image into a code. This technology is one of the
newest. Disadvantages of the method: some diseases can lead to changes in
the vein pattern; scanners are sensitive to sunlight and halogen lamps.

The main indicators of the reliability of the biometric system are errors
of the I and II kind, FAR and FRR coefficients: False Acceptance Rate
(FAR) - wrong confirmation (decision making "alien = alien", the
probability of unauthorized access) and False Rejection Rate (FRR) - wrong
refusal (decision making "alien = alien", the probability of false detention)
[1]. A comparison of the accuracy of different biometric identification
methods can be made using FRR and FAR indicators.

It is important to take into account that the probability of erroneous
failure and erroneous confirmation are related to each other, and the quality
of the recognition procedure is determined by their ratio: the more accurate
the identification is, the less the value of FRR at the same FAR values. To
assess accuracy, an EER (equal level of error) is entered, which is a factor at
which confirmation and failure errors become equivalent. This means that
the accuracy of the biometric system is higher the lower the EER. To
determine the accuracy of the identification method as a numerical
parameter, the permissible value of FAR is fixed (that is, set the "threshold"
of matching biometrics of two subjects, see Fig. 1), and the value of FRR
becomes an integral criterion of accuracy.
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Figure 1 — FAR and FRR charts
Source: https://algoritm.org/arch/arch.php

Based on the results of statistical studies, the characteristic curves -
ROC-curves (Receiver Operating Characteristic), or performance curves of
PX, which show the dependence between VLNS - false non-match rate
(FNMR) and VLS - false match rate (FMR). ROC is a parameter-driven
decision threshold function that takes into account an attacker's attempts
(probability of a false positive decision, x-axis) and a legitimate user's
attempts (probability of a true positive decision, y-axis), as shown in Figure

ROS-mpuEas
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FMR (False Match Rate)

Figure 2 — Example of a ROC curve (PX performance curve)
Source: https://algoritm.org/arch/arch.php

Thus, the choice of the required ratio between the FAR and FRR
indicators is a compromise solution, the adoption of which depends on
many factors, such as the number of staff of the company, and, accordingly,
the size of databases, methods of restricting access used by the company,
the purposes of identification of subjects. To solve this problem, the CCH
curves are used — the compromise error definition. CCH curves are a
modification of the performance curve. The x-axis of the compromise error
determination curves is the value of the probability of false positive errors,
and the y-axis is the value of false negative errors. Thus, using the curve of
CCH it is possible to construct graphs of probability of errors of comparison
(FNMR) depending on FLNS (FMR), probability of errors of decision-
making (FRR) depending on FAR (FAR) and probabilities of identification
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on the open set (FLONI depending on FLONI) [1]. An example of
compromise error determination curves is presented in Fig. 3.
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Figure 3 - Exan'lple of CC-S curves of some set of A-F systems
Source: TOCT P UICO/MDK19795-1-2007

Methods of teaching ROC curves are different. The choice of testing
methods depends on the circumstances of testing, the algorithm and
conditions of tests, the scenario of the system used, the number of factors to
be tested and other factors. In turn, the type of testing is determined by the
applied methodology. There are technological, scenario and operational
tests. Therefore, the results of the analysis of the same identification system,
obtained by different testing methods, may differ significantly. Thus, the
efficiency of a biometric identification system is an integrated indicator that
depends on the percentage of correct identification and the resource error
minimization.

The probability of false positives depends on the number of subjects.
In large databases of biometric matching error is higher, for example, with
the number of subjects 2000 and above, none of the biometric methods is
satisfied with accuracy. Therefore, it is recommended to use multi-criteria
systems for identification (double, triple verification), such as multiple
fingerprints, voice-face combinations, etc.

Traditional identifiers are gradually being replaced by more reliable
and accurate systems based on biometric identification. Analysis has shown
that the most accurate systems are biometric identification systems using
DNA, iris and retina patterns as biometrics. The next stage in the
development of biometric identification technologies is the introduction of
intelligent tools that work in conditions of incomplete reliability and
uncertainty of information, and are able to use the mechanisms of fuzzy
logic and neural network technologies for the implementation of
identification/verification procedures of subjects.

Biometric systems of identification of the person are widely applied at
the enterprises for protection against unapproved access, the control of a
presence of the employee on work, the account of working hours. In
addition to civil systems, biometrics is widely used by intelligence agencies

223



to search for criminals and identify terrorists. Since July 2018, it has been
decided to use biometric passports in the banking sector to protect banking
secrecy, control access, identify customers when obtaining loans and
making financial transactions at ATMs.

Introduction of biometric identification systems in educational and
medical institutions, transport (as part of the payment system) and
electronic voting systems has begun. Application of these technologies
contributes to ensuring both personal security in the information space and
security of business, science, and the state as a whole.
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HEJIOCTaTKH, a TaK)Ke IPUMEpHl HCHOJIb30BaHUS B Pa3lUuYHBIX cdepax
nearenbHOCcTH. [loka3zaHbl 0COOEHHOCTH MCIOIB30BaHUS (PU3HOIOTHUECKUX
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U TOBEJCHYCCKHX OHOMETpHK. [IpuMBeIeHBI OCHOBHBIE XapaKTEPUCTHUKH
OuOMeTpHYecKUX  MeTomoB  maeHTHdukammu. IlpoBeneH — aHanu3
CTaTHCTUYECKUX JaHHBIX M CAENAHO CPAaBHEHHE TOYHOCTH Pa3sHBIX METOJOB
Oouomerpuyeckold wmmeHTH(HKanmuu 1o moka3zaTensiMm FRR u  FAR,
XapaKTepU3YIOIINM HaJAe)KHOCTh HICHTU(GHKAIWY. JJaHBI peKOMEeHaluH 10
MIPUMEHEHAI0 METOAOB BepHU(HUKAIMH CyObeKTa Ha OCHOBE KOMOWHAIINU
Pa3IMYHBIX HICHTU(PHKATOPOB.

KaroueBble cjoBa: uH(pOpManuoHHas 0€30MacHOCTb, OHOMETPHS,
uaeHTHUKanus, OMOMETPUYECKHE TEXHOJIOTUH, Pacio3HaBaHHE 00pa30B.

Annotation. Biometric methods are an effective tool for identification
and they are apply to verify the object, protect against unauthorized access,
control the appearance of the employee to work, search for criminals,
identify terrorists. The article provides an overview of modern biometric
methods of identification, where are shown advantages and disadvantages,
and also examples of using them in various sphere of activity. Features of
use of physiological and behavioral biometrics are shown. The main
characteristics of biometric identification methods are given. The analysis
of statistical data and a comparison of the accuracy of different methods of
biometric identification indicators FRR and FAR, characterizing the
reliability of identification. Recommendations on the use of methods of
verification of the subject based on a combination of different identifiers are
given.

Keywords: information security, biometrics, identification, biometric
technologies, pattern recognition.
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Automated control system (ACS) is a combination of mathematical
methods, technical means (computers, communication devices, information
display devices, etc.) and organizational complexes ensuring rational
management of a complex object (process) in accordance with a given goal.

The accumulated experience in the development and operation of
NPPs allows formulating a number of principles for their construction, the
observance of which is a necessary condition for the creation of efficient
systems. Consider these principles in relation to production management
systems, but they are fully applicable to systems of other classes.

1. The principle of a systematic approach.
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This is a fundamental principle. Its essence lies in the fact that the
projected object must be considered from the position of a higher level.
Thus, for example, a projected task should be considered from the
standpoint of the functional subsystem into which it belongs; design
subsystem - from the point of view of the system, etc.

The design of an automated system should begin with a thorough
system analysis of the control object, the control part and the external
environment. It is necessary to find out all the many factors under the
influence of which the system is located, as well as all the many factors that
are influenced by the system itself. In parallel with this, it is necessary to
clarify the entire set of goals facing the designed system. For each goal, it is
necessary to develop one or more performance criteria, which are a
numerical measure of the degree of achievement of goals. It is necessary to
reveal the full range of issues that need to be resolved in order for the
designed system to best meet the goals and performance criteria. In relation
to AS for organizational management of production processes, this set of
issues should include not only technical issues, but also economic and
organizational issues. The implementation of the NPP should be
accompanied by the improvement of economic indicators and methods of
economic incentives, as well as changes in existing and legal forms of
documents, changes in the routes of their movement, changes in the
functional responsibilities of management personnel, etc.

2. The principle of new tasks.

Its essence lies in the fact that it is not enough to limit ourselves to
shifting to computer and other technical means the existing forms, methods
and tasks of management. The main attention should be paid to the
enormous opportunities offered by the use of modern computing equipment
and software. Particular attention should be paid to those tasks that in the
existing control system due to large volume or computational difficulties are
not solved or are solved in an incomplete degree.

3. The principle of the first head.

Successful implementation of the two first principles is possible only
if the development and implementation of the AU are under the direct
responsibility of the first persons of the customer’s organization (director or
chief engineer). In this case, systems engineering is assigned the task of a
clear distribution of functions between the organization of the customer and
the organization of the developer. Customer functions are:

- formulation of system objectives, performance criteria, general
system concept (together with the manager of the organization of the
developer),
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- determination of priorities and sequence of input of various
management tasks (together with system developers),

- participation in the development of the information base of the
system,

- implementation of organizational measures (changes in the structure
and functions of the management apparatus), the allocation of appropriate
space for the technical means of the system, the organization of financing
development, the allocation of appropriate staff units for the personnel
servicing the developed system.

Developer functions (besides listed above):

- development of technical specifications for the designed system
(together with the management of the customer’s organization),

- development of a technical project (development of the structure of
the system, algorithms for solving problems, the information base of each
task, the choice of a complex of technical means),

- development of a working draft (development of document forms,
work programs, operating instructions),

- introduction of the developed system into operation (together with
the personnel operating the system).

4. The principle of continuous development of the system.

It provides for the possibility of introducing new tasks and perfecting
the already implemented tasks without compromising the quality of solving
operational tasks and moreover, without excluding the possibility of solving
at least one operational task. Systems with these qualities are called open
systems.

5. The principle of reasonable typing project.

By developing such expensive products as an automated system, the
system engineer naturally strives to ensure that the solutions offered to them
are suitable for the widest possible range of customers. However, typing,
naturally, leads to deterioration of the proposed solutions, since it does not
allow to take into account all the specifics of the control object. At the first
stages of NP development, there was an attempt to develop a universal
program for the logistics subsystem. This program has been very slow
because of its versatility. Applied to this example, the principle of
“reasonable ty